CSWG Standards Subgroup
July 22, 2011
Present: 
Frances Cleveland, Stan Klein, Mark Freund, Richard (PG&E), Wendy Al-Mukdad, Sandy Bacik, Bernard Tatera, Vicky Yan, Stefano Galli, Jean-Phillip Faure, Grant Gilchrist, Ave Moise, Robert Cragie, Marianne Swanson

Discussion on PAP 15 
Jean-Phillip – IEEE chair of 1901 standard
Discovered that there were 2 physical layers – co-existence was added, then the ITU co-existence was also added.
Time-slots are used, with basic messages to request or release these slots. They can be allocated to different systems
Only purpose of coexistence is to share media to avoid collisions between nodes that are not interoperable.
Denial of service is the main problem, but this is a generic problem with any physical medium
Stefano chaired the ITU on co-existence – this is no different than any blocking of physical media
But need to understand if there are any ways to cut off rogue nodes or even notify entities
Maybe an architectural issue – there is no centralized node
Policies set the resource allocations – maximum of 25% of resources, but are known by a “traffic light” where a node says “I am here”
But can one protocol cope with or police any problems with co-existence if other protocols have rogue nodes.
But should we review Section 7 and Annex P?
Section 7 only discusses the security for the 1901 protocol
Annex P is an alternate mechanism for co-existence – should be ignored for coexistence with the ITU protocol which is the scope of PAP 15.

Discussion on PAP 12 – IEEE 1815-2010
Grant: The latest draft of the security version 5 will be out in a week or two.
IEEE has agreed to get the security version 5 into the IEEE 1815 by March 2012. The DNP Tech committee has agree to this schedule.
EPRI has agreed to release the ITI report, so that we can review the comments on version 2
Ron Farquharson can provide the comparison document between version 2 and 4 – Frances will ask him.
Grant: IEEE 1815.1 is the gateway document between IEC 61850 and DNP3.
It is still a drafty draft without much editorial descriptions, so may be hard to understand at first
The CSWG is just starting to review this document.
Read the Use Cases first
Review participants: Frances, Stan, Ave, Grant
Figure 71 is error control (IEC 61850 term), not our cybersecurity
Ave – need to understand both IEC 61850 and DNP3 in detail – sorry, but yes.
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