CSWG Standards Subgroup
June 17, 2011
Present: 
Frances Cleveland, Sandy Bacik, Vicky Yan, Stan Klein, Richard Scott, Mark Freund, Wendy Al-Mukdad, Sandy Bacik, Will Foster, Scott Franklin, Mark Ellison, Richard Brent, Karen McGleish, Honeywell, Jim Brennan, Don Sturek, Steve Austin, Robert Craigie, Shrinath, and lots more (we ran out of conference call access for the participants!)
Discussion
Stan’s trust center issue has been included
Two main issues need to be resolved:
Whether ECQV is approved by NIST
Fill in the remaining blanks in the Table
ECQV is not approved by NIST, but had been originally selected because it employs key lengths of just 80 bits which can be carried in one message, thus making it usable in small devices that cannot handle large certificates. However, this makes the certificate too short for more security sensitive HAN devices.
The ECQV should be reviewed by the CSWG crypto-geeks so their assessment of its strengths and weaknesses can be provided to the implementers of SEP 1. However, the CSWG cannot provide a more detailed risk assessment, since risks are related to actual implementations and situations – that must be left up to the vendors and asset owners.
With respect to the blanks in the table, Don Sturek and Robert Craigie will look at sections 5.1, 5.2, and 5.3. At least Robert will also address 5.5. They will email their updates to Frances.
The Inter-PAN Transmission Mechanism is a glaring cybersecurity hole. It does not require device authentication, data encryption or integrity checking, and allows any device to interact with any other device. Although it is not currently used in any of the clusters or included in certification testing, it does pose a security risk by remaining part of SEP 1 standard. Therefore it should be removed.
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