CSWG Standards Subgroup
March 25, 2011
Present: 
Frances Cleveland, Stan Klein, Herb Falk, Wendy Al-Mukdad, Richard Scott, Sandy Bacik, Will Foster, Scott Shorter, Mark Ellison, Ron Farquharson, Dennis Holstein
Discussion
PAP 13 is the priority for the May GB – reviews by March 31
IEC 61850-90-5 – Frances has performed the initial review. Herb Falk discussed the issues raised by the review.
Is SHA-1 adequate for authentication? 
SHA-1 and SHA-256 both have known vulnerabilities. SHA-3 may in the future. In fact it is having problems as NIST reviews it.
A lot of devices share a secret key
NIST has guidance on the use of SHA-1 in SP 800-131
Herb – if SHA-1 were just used for a point to point link, then might be a problem, but since there is multicast of secret key, then the SHA-1 vulnerabilities are far less of a problem than the vulnerabilities arising from multicasts of secret keys.
Herb will add SHA-256 and remove SHA3
NIST approval of RFC 3547 and RFC 2407?
IPsec characteristics are described in RFC 3547 (GDOI) and RFC 2407
KDM: Key Distribution Management 
GDOI won by one vote
NIST approved GDOI (maybe except for key wrapping because NIST has not agreed on key wrapping?)
Re: Editor’s Note: “RFC 4306 has superseded RFC 2407.
IPSec can use 2407 for ESP but this function is not used in 90-5 
This function could be used by other applications, so it would be good to include it in the standard.
Herb will (has) updated 90-5 to indicate that RFC 2407 is not interoperable with RFC-4306
IEEE PC37.238 D5-7 – Frances has performed the initial review
The review asked about the status of IEEE 802.1Q.
Will Foster stated “in regards to the Q tags being removed, that is only on established Trunk Ports... so it is communication from known machine to known machine, so it would not seem to be a security issue. That being said, that practice is from the previous version of the standard and I would not rate it as a "best practice".
Therefore, a recommendation was added “Ask IEEE group to review the note on 802.1Q and revise document as appropriate.”
Stan brought up the need for this profile, since it is expected to be the only profile of IEEE 1588 for the power industry, to include the security requirements as optional from IEEE 1588, while discussing the known vulnerabilities. This was added to the recommendations
IEEE 1588 – Updated review document will be sent around, after Galina responds to her action item of last week.
Frances will clean up the reviews based on the meeting inputs and send them out to the group for a final viewing and editing by email.
The group will start the review of  IEEE 1815 for PAP 12

