CSWG Standards Subgroup
November 4, 2011
Present: 
Frances Cleveland, Vicky Yan, Stan Klein, Wendy Al-Mukdad, Mark Ellison, Irene Gassko, Avy Moise, Mark Adamiak
Queue for Reviews 
NAESB REQ 22? Still not released to the ANSI Portal
Next activities??
· The CSWG could provide support for PAPs who are addressing functional areas but not cybersecurity aspects
· Ave: PAP 5 is working on version 2.1. CSWG did review version 1, but the CSWG liaison (Darren Highfill) should actively participate. Next call is Nov 8.
· RFC 6142 for ANSI C12.22, IEEE 1703, and MC12.22 Transport Over IP which may be added to PAP 5 so that it can be reviewed by the CSWG
· Ave to invite Darren to participate, cc’ing Frances (done)
Ave: Need to develop cybersecurity requirements for data transfers
· Three ways: transporting data that is not directly readable, transferring XML readable data, transporting file structure where the structure is important
· Encryption changes the nature of these files since they are not easily readable
· CSWG should make a proclamation that all standards should identify whether they contain cybersecurity.
· This could include requirements for data validation – integrity of the information 
Should the CSWG develop a check list of cybersecurity requirements that different standards and guidelines could use?
· It should be very brief.
· Semantic standards could refer to these cybersecurity guidelines.
· The more cybersecurity guidelines the better
· Risk management guidelines were developed by the CSWG. Comments are still welcome.
Wendy: Frances should ask CSWG group to review the Risk Management document over the next week. (Later, this was encouraged by Marianne)
IEEE C37.239 COMFEDE Review
The question was raised whether different parts of a COMFEDE file could be treated differently from a cybersecurity perspective (e.g. different access requirements, different confidentiality requirements, different data integrity requirements), then the data format structures should include mechanisms to identify these cybersecurity requirements. 
· Stan Klein: This issue is addressed in a report of PSRC Working Group H18 that formed the initial basis of a paper on Content Protection being worked in the CSWG Design Principles subgroup.  The WG H18 effort was initiated by discussion of cybersecurity during drafting of COMFEDE that was subsequently escalated to the parent H Subcommittee.  The paper identifies the relevant considerations and options in providing cybersecurity for content of COMFEDE and similar standards
· Mark Adamiak: This capability is not needed at this time, since files with different cybersecurity requirements can be transmitted separately, which appropriate cybersecurity measures taken on the whole file, not parts. 
· H18 addresses the sensitivity of different types of data, while the annex covers some technologies for handling different cybersecurity levels within a file. This report could become a guide, but currently it is just an internal H18 report. 
· CSWG could recommend that this report become an IEEE guideline or that at least some SDO needs to produce a guide on the cybersecurity requirements for different types of data transfers.
In the update to IEC 62351-3, WG15 could ensure that file transfers over IP-based networks are covered using TLS and Part 8 for RBAC.
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