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Introduction
Background
Creating a secure, connected, and interoperable Smart Grid is a top national priority. Title XIII (Smart Grid) of the Energy Independence and Security Act of 2007
 the National Institute of Standards and Technology (NIST) has “primary responsibility to coordinate development of a framework that includes protocols and model standards for information management to achieve interoperability of smart grid devices and systems…”  Effective cyber security is integral to achieving a nationwide Smart Grid, as explicitly recognized in EISA.

It is the policy of the United States to support the modernization of the Nation's electricity transmission and distribution system to maintain a reliable and secure electricity infrastructure that can meet future demand growth and to achieve each of the following, which together characterize a Smart Grid:  

(1) Increased use of digital information and controls technology to improve reliability, security, and efficiency of the electric grid.  

(2) Dynamic optimization of grid operations and resources, with full cyber-security.

This initial version of Guidelines for Smart Grid Cyber Security was developed as a consensus document by the Cyber Security Working Group (CSWG) of the Smart Grid Interoperability Panel (SGIP), a public-private partnership launched by NIST in January 2010.  The Guidelines report is a companion document to the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0 (NIST Special Publication [SP] 1108)
, which NIST issued on January 19, 2010.

As a part of that effort, cybersecurity must be addressed for all Smart Grid domains, functions, systems, services, and interfaces between and among systems and subsystems.  Members of the SGIP, Standard Setting Organizations (SSOs) and Standards Development Organizations (SDOs) have “domain” expertise and may not have much cybersecurity experience.  A combination of domain experts and cybersecurity experts are the primary source of cybersecurity requirements that will enhance existing and develop additional standards, best practices, and guidelines for the Smart Grid.

Many cybersecurity requirements are linked to the information exchanges identified in Use Cases (either explicitly or implicitly).  Use cases should be generic enough to be vendor-independent and platform-independent, but should be specific enough to be useable as a checklist for stakeholders. Most importantly use cases should be testable during certification and implementations; otherwise they may not result in actual security.  

Purpose
As the NIST SGIP CSWG continues to review Smart Grid standards, best practices, and guidelines (“review document”), there have been many questions from SGIP members, SSOs and SDOs as to what, at a high level, does the CSWG review the standard for and against so that the industry work can be improved.  The review document cyber security requirements need to address prevention, detection, response, and recovery.  This paper will describe at a high level what the CSWG reviews when reviewing a standard, best practice or guideline.

NISTIR 7628: Smart Grid Catalog of Cybersecurity Requirements
Overview
The NISTIR 7628 contains a catalog of cybersecurity requirements that can be used as a checklist for determining what types of cybersecurity requirements are applicable to specific Smart Grid interactions and cybersecurity requirement families that should be considered in the review document. 

CSWG Review Process
Before the CSWG compares the standards document against the NISTIR 7628, the CSWG reviews the scope of the standard and will document additional assumptions as to whether cybersecurity should be part of the standards document.    The cybersecurity content can take the form of detailed cybersecurity technologies, specific cybersecurity requirements to meet specific cybersecurity goals, general cybersecurity best practices, or high-level policy statements.  This cybersecurity content can also cover reliability/availability requirements, confidentiality requirements, data integrity requirements, and privacy issues. 

Some of these requirements are general, such as having policies and procedures for specific types of interactions, for example “SG.CM-1: Configuration Management Policy and Procedures”. Some are more specific, such as “SG.SC-12: Use of Validated Cryptography”.  In using this catalog as a checklist, it is clear that most interactions only need or reflect a small set of these requirements, such as:

· "Access to the mapping database for updates must use authentication - SG.CM-3: Configuration Change Control” 

· “Cryptographic algorithms shall be current, publicly vetted, and government approved - SG.SC-11: Cryptographic Key Establishment and Management”.

Step 1: Reviewing the Document Scope

When the CSWG NIST lead receives a request to review a review document, the CSWG reviews the scope and boundaries of the requested review document.  This initial review is to see if cybersecurity should be included within the review document.  If a related review document should or does contain cybersecurity requirements, then reviewing the scope of the standard and ensuring the above cybersecurity families, if applicable, are covered within the standard.  

Step 2: NISTIR 7628 Cybersecurity Requirement Families
An initial assessment of the review document is performed against the different types of cybersecurity requirement families within the NISTIR 7628, see Appendix A.  The NISTIR 7628 Volume 1 containing the complete catalog can be found on the NIST web site
.  
Step 3: NISTIR 7628 High Level Cybersecurity Requirements

After the high level of the CSWG starts a detailed review of the individual high level cybersecurity requirements from the NISTIR 7628 volume 1
.  See Appendix B for a listing of all the NISTIR 7628 high level cybersecurity requirements.  The CSWG performs a consensus process when applying the requirements within the review document against the NISTIR 7628 high level cybersecurity requirements.
During the review of the document against the NISTIR 7628 high level cybersecurity requirements, some requirements and interactions may not have specific requirements in the NISTIR 7628 high level cybersecurity requirements.  This will lead to a potential recommendation of

· The NISTIR 7628 high level cybersecurity requirements may need to be updated to include them, or the requirement may be so specific that the requirements is not needed in the NISTIR 7628.
· If there is a NISTIR 7628 cybersecurity family that is not referenced within the review document and the cybersecurity family can apply to the review document, then a gap is documented by the CSWG and a potential recommendation is documented for the review document.
Conclusion
This document was created to assist any organization within and outside the SGIP, such as an SSO or SDO that is developing or updating Smart Grid standards, best practices, and guidelines who need to include the cross-cutting issue of cybersecurity within their requirements.  If there are any further questions about the CSWG, please do not hesitate to contact the NIST CSWG NIST lead, Marianne Swanson (marianne.swanson@nist.gov).
Appendix A – NISTIR 7628 Cybersecurity Requirement Families

	Cybersecurity Requirement Family
	Description

	Access Control (SG.AC)
	The focus of access control is ensuring that resources are accessed only by the appropriate personnel, and that personnel are correctly identified. Mechanisms need to be in place to monitor access activities for inappropriate activity. 

	Awareness and Training (SG.AT)
	Smart Grid information system security awareness is a critical part of Smart Grid information system incident prevention. Implementing a Smart Grid information system security program may change the way personnel access computer programs and applications, so organizations need to design effective training programs based on individuals’ roles and responsibilities. 

	Audit and Accountability (SG.AU)
	Periodic audits and logging of the Smart Grid information system need to be implemented to validate that the security mechanisms present during Smart Grid information system validation testing are still installed and operating correctly. These security audits review and examine a Smart Grid information system’s records and activities to determine the adequacy of Smart Grid information system security requirements and to ensure compliance with established security policy and procedures. Audits also are used to detect breaches in security services through examination of Smart Grid information system logs. Logging is necessary for anomaly detection as well as forensic analysis.

	Security Assessment and Authorization (SG.CA)
	Security assessments include monitoring and reviewing the performance of Smart Grid information system. Internal checking methods, such as compliance audits and incident investigations, allow the organization to determine the effectiveness of the security program. Finally, through continuous monitoring, the organization regularly reviews compliance of the Smart Grid information systems. If deviations or nonconformance exist, it may be necessary to revisit the original assumptions and implement appropriate corrective actions.

	Configuration Management (SG.CM)
	The organization’s security program needs to implement policies and procedures that create a process by which the organization manages and documents all configuration changes to the Smart Grid information system. A comprehensive change management process needs to be implemented and used to ensure that only approved and tested changes are made to the Smart Grid information system configuration. Smart Grid information systems need to be configured properly to maintain optimal operation. Therefore, only tested and approved changes should be allowed on a Smart Grid information system. Vendor updates and patches need to be thoroughly tested on a non-production Smart Grid information system setup before being introduced into the production environment to ensure that no adverse effects occur.

	Continuity of Operations (SG.CP)
	Continuity of operations addresses the capability to continue or resume operations of a Smart Grid information system in the event of disruption of normal system operation. The ability for the Smart Grid information system to function after an event is dependent on implementing continuity of operations policies, procedures, training, and resources. The security requirements recommended under the continuity of operations family provide policies and procedures for roles and responsibilities, training, testing, plan updates, alternate storage sites, alternate command and control methods, alternate control centers, recovery and reconstitution and fail-safe response. 

	Identification and Authentication (SG.IA)
	Identification and authentication is the process of verifying the identity of a user, process, or device, as a prerequisite for granting access to resources in a Smart Grid information system. 

	Information and Document Management (SG.ID)
	Information and document management is generally a part of the organization records retention and document management system. Digital and hardcopy information associated with the development and execution of a Smart Grid information system is important and sensitive, and need to be managed. Smart Grid information system design, operations data and procedures, risk analyses, business impact studies, risk tolerance profiles, etc., contain sensitive organization information and need to be protected. This information must be protected and verified that the appropriate versions are retained.

	Incident Response (SG.IR)
	Incident response addresses the capability to continue or resume operations of a Smart Grid information system in the event of disruption of normal Smart Grid information system operation. Incident response entails the preparation, testing, and maintenance of specific policies and procedures to enable the organization to recover the Smart Grid information system’s operational status after the occurrence of a disruption. Disruptions can come from natural disasters, such as earthquakes, tornados, floods, or from manmade events like riots, terrorism, or vandalism. The ability for the Smart Grid information system to function after such an event is directly dependent on implementing policies, procedures, training, and resources in place ahead of time using the organization’s planning process. The security requirements recommended under the incident response family provide policies and procedures for incident response monitoring, handling, reporting, testing, training, recovery, and reconstitution of the Smart Grid information systems for an organization.

	Smart Grid Information System Development and Maintenance (SG.MA)
	Security is most effective when it is designed into the Smart Grid information system and sustained, through effective maintenance, throughout the life cycle of the Smart Grid information system. Maintenance activities encompass appropriate policies and procedures for performing routine and preventive maintenance on the components of a Smart Grid information system. This includes the use of both local and remote maintenance tools and management of maintenance personnel.

	Media Protection (SG.MP)
	The security requirements under the media protection family provide policy and procedures for limiting access to media to authorized users. Security measures also exist for distribution and handling requirements as well as storage, transport, sanitization (removal of information from digital media), destruction, and disposal of the media. Media assets include compact discs; digital video discs; erasable, programmable read-only memory; tapes; printed reports; and documents. 

	Physical and Environmental Security (SG.PE)
	Physical and environmental security encompasses protection of physical assets from damage, misuse, or theft. Physical access control, physical boundaries, and surveillance are examples of security practices used to ensure that only authorized personnel are allowed to access Smart Grid information systems and components. Environmental security addresses the safety of assets from damage from environmental concerns. Physical and environmental security addresses protection from environmental threats.

	Planning (SG.PL)
	The purpose of strategic planning is to maintain optimal operations and to prevent or recover from undesirable interruptions to Smart Grid information system operation. Interruptions may take the form of a natural disaster (hurricane, tornado, earthquake, flood, etc.), an unintentional manmade event (accidental equipment damage, fire or explosion, operator error, etc.), an intentional manmade event (attack by bomb, firearm or vandalism, hacker or malware, etc.), or an equipment failure. The types of planning considered are security planning to prevent undesirable interruptions, continuity of operations planning to maintain Smart Grid information system operation during and after an interruption, and planning to identify mitigation strategies. 

	Security Program Management (SG.PM)
	The security program lays the groundwork for securing the organization’s enterprise and Smart Grid information system assets. Security procedures define how an organization implements the security program.

	Personnel Security (SG.PS)
	Personnel security addresses security program roles and responsibilities implemented during all phases of staff employment, including staff recruitment and termination. The organization screens applicants for critical positions in the operation and maintenance of the Smart Grid information system. The organization may consider implementing a confidentiality or nondisclosure agreement that employees and third-party users of facilities must sign before being granted access to the Smart Grid information system. The organization also documents and implements a process to secure resources and revoke access privileges when personnel terminate.

	Risk Management and Assessment (SG.RA)
	Risk management planning is a key aspect of ensuring that the processes and technical means of securing Smart Grid information systems have fully addressed the risks and vulnerabilities in the Smart Grid information system.  An organization identifies and classifies risks to develop appropriate security measures. Risk identification and classification involves security assessments of Smart Grid information systems and interconnections to identify critical components and any areas weak in security. The risk identification and classification process is continually performed to monitor the Smart Grid information system’s compliance status.

	Smart Grid Information System and Services Acquisition (SG.SA)
	Smart Grid information systems and services acquisition covers the contracting and acquiring of system components, software, firmware, and services from employees, contactors, and third parties. A policy with detailed procedures for reviewing acquisitions should reduce the introduction of additional or unknown vulnerabilities into the Smart Grid information system.

	Smart Grid Information System and Communication Protection (SG.SC)
	Smart Grid information system and communication protection consists of steps taken to protect the Smart Grid information system and the communication links between Smart Grid information system components from cyber intrusions. Although Smart Grid information system and communication protection might include both physical and cyber protection, this section addresses only cyber protection. Physical protection is addressed in SG.PE, Physical and Environmental Security.

	Smart Grid Information System and Information Integrity (SG.SI)
	Maintaining a Smart Grid information system, including information integrity, increases assurance that sensitive data have neither been modified nor deleted in an unauthorized or undetected manner. The security requirements described under the Smart Grid information system and information integrity family provide policy and procedure for identifying, reporting, and correcting Smart Grid information system flaws. Requirements exist for malicious code detection. Also provided are requirements for receiving security alerts and advisories and the verification of security functions on the Smart Grid information system. In addition, requirements within this family detect and protect against unauthorized changes to software and data; restrict data input and output; check the accuracy, completeness, and validity of data; and handle error conditions.


Appendix B – NISTIR 7628 High Level Cybersecurity Requirements
	NIST Ref.
	Catalog of SG High Level Security Requirements

	Access Control (SG.AC)

	SG.AC-1
	Access Control Policy and Procedures

	SG.AC-2
	Remote Access Policy and Procedures

	SG.AC-3
	Account Management

	SG.AC-4
	Access Enforcement

	SG.AC-5
	Information Flow Enforcement

	SG.AC-6
	Separation of Duties

	SG.AC-7
	Least Privilege

	SG.AC-8
	Unsuccessful Login Attempts

	SG.AC-9
	Smart Grid Information System Use Notification

	SG.AC-10
	Previous Logon Notification

	SG.AC-11
	Concurrent Session Control

	SG.AC-12
	Session Lock

	SG.AC-13
	Remote Session Termination

	SG.AC-14
	Permitted Actions without Identification or Authentication

	SG.AC-15
	Remote Access

	SG.AC-16
	Wireless Access Restrictions

	SG.AC-17
	Access Control for Portable and Mobile Devices

	SG.AC-18
	Use of External Information Control Systems

	SG.AC-19
	Control System Access Restrictions

	SG.AC-20
	Publicly Accessible Content

	SG.AC-21
	Passwords

	Awareness and Training (SG.AT)

	SG.AT-1
	Awareness and Training Policy and Procedures

	SG.AT-2
	Security Awareness

	SG.AT-3
	Security Training

	SG.AT-4
	Security Awareness and Training Records

	SG.AT-5
	Contact with Security Groups and Associations

	SG.AT-6
	Security Responsibility Training

	SG.AT-7
	Planning Process Training

	Audit and Accountability (SG.AU)

	SG.AU-1
	Audit and Accountability 

	SG.AU-2
	Auditable Events

	SG.AU-3
	Content of Audit Records

	SG.AU-4
	Audit Storage Capacity

	SG.AU-5
	Response to Audit Processing Failures

	SG.AU-6
	Audit Monitoring, Analysis, and Reporting

	SG.AU-7
	Audit Reduction and Report Generation

	SG.AU-8
	Time Stamps

	SG.AU-9
	Protection of Audit Information

	SG.AU-10
	Audit Record Retention

	SG.AU-11
	Conduct and Frequency of Audits

	SG.AU-12
	Auditor Qualification

	SG.AU-13
	Audit Tools

	SG.AU-14
	Security Policy Compliance

	SG.AU-15
	Audit Generation

	SG.AU-16
	Non-Repudiation

	Security Assessment and Authorization (SG.CA)

	SG.CA-1
	Security Assessment and Authorization Policy and Procedures

	SG.CA-2
	Security Assessments

	SG.CA-3
	Continuous Improvement

	SG.CA-4
	Information System Connections

	SG.CA-5
	Security Authorization to Operate

	SG.CA-6
	Continuous Monitoring

	Configuration Management (SG.CM)

	SG.CM-1
	Configuration Management Policy and Procedures

	SG.CM-2
	Baseline Configuration

	SG.CM-3
	Configuration Change Control

	SG.CM-4
	Monitoring Configuration Changes

	SG.CM-5
	Access Restrictions for Configuration Change

	SG.CM-6
	Configuration Settings

	SG.CM-7
	Configuration for Least Functionality

	SG.CM-8
	Component Inventory

	SG.CM-9
	Addition, Removal, and Disposal of Equipment

	SG.CM-10
	Factory Default Settings Management

	SG.CM-11
	Configuration Management Plan

	Continuity of Operations (SG.CP)

	SG.CP-1
	Continuity of Operations Policy and Procedures

	SG.CP-2
	Continuity of Operations Plan

	SG.CP-3
	Continuity of Operations Roles and Responsibilities

	SG.CP-4
	Continuity of Operations Training

	SG.CP-5
	Continuity of Operations Plan Testing

	SG.CP-6
	Continuity of Operations Plan Update

	SG.CP-7
	Alternate Storage Sites

	SG.CP-8
	Alternate Telecommunication Services

	SG.CP-9
	Alternate Control Center

	SG.CP-10
	Smart Grid Information System Recovery and Reconstitution

	SG.CP-11
	Fail-Safe Response

	Identification and Authentication (SG.IA)

	SG.IA-1
	Identification and Authentication Policy and Procedures

	SG.IA-2
	Identifier Management

	SG.IA-3
	Authenticator Management

	SG.IA-4
	User Identification and Authentication

	SG.IA-5
	Device Identification and Authentication

	SG.IA-6
	Authenticator Feedback

	Information and Document Management (SG.ID)

	SG.ID-1
	Information and Document Management Policy and Procedures

	SG.ID-2
	Information and Document Retention

	SG.ID-3
	Information Handling

	SG.ID-4
	Information Exchange

	SG.ID-5
	Automated Labeling

	Incident Response (SG.IR)

	SG.IR-1
	Incident Response Policy and Procedures

	SG.IR-2
	Incident Response Roles and Responsibilities

	SG.IR-3
	Incident Response Training

	SG.IR-4
	Incident Response Testing and Exercises

	SG.IR-5
	Incident Handling

	SG.IR-6
	Incident Monitoring

	SG.IR-7
	Incident Reporting

	SG.IR-8
	Incident Response Investigation and Analysis

	SG.IR-9
	Corrective Action

	SG.IR-10
	Smart Grid Information System Backup

	SG.IR-11
	Coordination of Emergency Response

	Smart Grid Information System Development and Maintenance (SG.MA)

	SG.MA-1
	Smart Grid Information System Maintenance Policy and Procedures

	SG.MA-2
	Legacy Smart Grid Information System Updates

	SG.MA-3
	Smart Grid Information System Maintenance

	SG.MA-4
	Maintenance Tools

	SG.MA-5
	Maintenance Personnel

	SG.MA-6
	Remote Maintenance

	SG.MA-7
	Timely Maintenance

	Media Protection (SG.MP)

	SG.MP-1
	Media Protection Policy and Procedures

	SG.MP-2
	Media Sensitivity Level

	SG.MP-3
	Media Marketing

	SG.MP-4
	Media Storage

	SG.MP-5
	Media Transport

	SG.MP-6
	Media Sanitization and Disposal

	Physical and Environmental Security (SG.PE)

	SG.PE-1
	Physical and Environmental Security Policy and Procedures

	SG.PE-2
	Physical Access Authorizations

	SG.PE-3
	Physical Access

	SG.PE-4
	Monitoring Physical Access

	SG.PE-5
	Visitor Control

	SG.PE-6
	Visitor Records

	SG.PE-7
	Physical Access Log Retention

	SG.PE-8
	Emergency Shutoff Protection

	SG.PE-9
	Emergency Power

	SG.PE-10
	Delivery and Removal

	SG.PE-11
	Alternate Work Site

	SG.PE-12
	Location of Smart Grid Information System Assets

	Planning (SG.PL)

	SG.PL-1
	Strategic Planning Policy and Procedures

	SG.PL-2
	Smart Grid Information System Security Plan

	SG.PL-3
	Rules of Behavior

	SG.PL-4
	Privacy Impact Assessment

	SG.PL-5
	Security-Related Activity Planning

	Security Program Management (SG.PM)

	SG.PM-1
	Security Policy and Procedures

	SG.PM-2
	Security Program Plan

	SG.PM-3
	Senior Management Authority

	SG.PM-4
	Security Architecture

	SG.PM-5
	Risk Management Strategy

	SG.PM-6
	Security Authorization to Operate Process

	SG.PM-7
	Mission/Business Process Definition

	SG.PM-8
	Management Accountability

	Personnel Security (SG.PS)

	SG.PS-1
	Personnel Security Policy and Procedures

	SG.PS-2
	Position Categorization

	SG.PS-3
	Personnel Screening

	SG.PS-4
	Personnel Termination

	SG.PS-5
	Personnel Transfer

	SG.PS-6
	Access Agreements

	SG.PS-7
	Contractor and Third-Party Personnel Security 

	SG.PS-8 
	Personnel Accountability

	SG.PS-9
	Personnel Roles

	Risk Management and Assessment (SG.RA)

	SG.RA-1
	Risk Assessment Policy and Procedures

	SG.RA-2
	Risk Management Plan

	SG.RA-3
	Security Impact Level

	SG.RA-4 
	Risk Assessment

	SG.RA-5
	Risk Assessment Update

	SG.RA-6
	Vulnerability Assessment and Awareness

	Smart Grid Information System and Services Acquisition (SG.SA)

	SG.SA-1
	Smart Grid Information System and Services Acquisition Policy and Procedures

	SG.SA-2
	Security Policies for Contractors and Third Parties

	SG.SA-3
	Life-Cycle Support

	SG.SA-4
	Acquisitions

	SG.SA-5
	Smart Grid Information System Documentation

	SG.SA-6
	Software License Usage Restrictions

	SG.SA-7
	User-Installed Software

	SG.SA-8
	Security Engineering Principles

	SG.SA-9
	Developer Configuration Management

	SG.SA-10
	Developer Security Testing

	SG.SA-11
	Supply Chain Protection 

	Smart Grid Information System and Communication Protection (SG.SC)

	SG.SC-1
	System and Communication Protection Policy and Procedures

	SG.SC-2
	Communications Partitioning

	SG.SC-3
	Security Function Isolation

	SG.SC-4
	Information Remnants

	SG.SC-5
	Denial-of-Service Protection

	SG.SC-6
	Resource Priority

	SG.SC-7
	Boundary Protection

	SG.SC-8
	Communication Integrity

	SG.SC-9
	Communication Confidentiality

	SG.SC-10
	Trusted Path

	SG.SC-11
	Cryptographic Key Establishment and Management

	SG.SC-12
	Use of Validated Cryptography

	SG.SC-13
	Collaborative Computing

	SG.SC-14
	Transmission of Security Parameters

	SG.SC-15
	Public Key Infrastructure Certificates

	SG.SC-16
	Mobile Code

	SG.SC-17
	Voice-Over Internet Protocol

	SG.SC-18
	System Connections

	SG.SC-19
	Security Roles

	SG.SC-20
	Message Authenticity

	SG.SC-21
	Secure Name/Address Resolution Service

	SG.SC-22
	Fail in Known State

	SG.SC-23
	Thin Nodes

	SG.SC-24
	Honeypots

	SG.SC-25
	Operating System-Independent Applications

	SG.SC-26
	Confidentiality of Information at Rest

	SG.SC-27
	Heterogeneity

	SG.SC-28
	Virtualization Technique

	SG.SC-29
	Application Partitioning

	SG.SC-30
	Information System Partitioning

	Smart Grid Information System and Information Integrity (SG.SI)

	SG.SI-1
	System and Information Integrity Policy and Procedures

	SG.SI-2
	Flaw Remediation

	SG.SI-3
	Malicious Code and Spam Protection

	SG.SI-4
	Smart Grid Information System Monitoring Tools and Techniques

	SG.SI-5
	Security Alerts and Advisories

	SG.SI-6
	Security Functionality Verification

	SG.SI-7
	Software and Information Integrity

	SG.SI-8
	Information Input Validation

	SG.SI-9
	Error Handling


� � HYPERLINK "http://www.nist.gov/smartgrid/upload/EISA-Energy-bill-110-140-TITLE-XIII.pdf" �http://www.nist.gov/smartgrid/upload/EISA-Energy-bill-110-140-TITLE-XIII.pdf�. 


� Section 1301 of the Energy Independence and Security Act of 2007 (P.L. 110-140).


� Office of the National Coordinator for Smart Grid Interoperability, National Institute of Standards and Technology, NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0 (NIST SP 1108), Jan. 2010.  The report can be downloaded at: � HYPERLINK "http://nist.gov/smartgrid/" �http://nist.gov/smartgrid/�. 


� � HYPERLINK "http://csrc.nist.gov/publications/PubsNISTIRs.html" �http://csrc.nist.gov/publications/PubsNISTIRs.html�. 


� � HYPERLINK "http://csrc.nist.gov/publications/PubsNISTIRs.html" �http://csrc.nist.gov/publications/PubsNISTIRs.html�. 
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