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1. [bookmark: _Toc273704898]Introduction
1.1 [bookmark: _Toc273704899][bookmark: _Toc276464221]Correlation of Cybersecurity with Information Exchange Standards
Correlating cybersecurity with specific information exchange standards, including functional requirements standards, object modeling standards, and communication standards, is very complex. There is rarely a one-to-one correlation, with more often a one-to-many or many-to-one correspondence. 
First, communication standards for the Smart Grid are designed to meet many different requirements at many different “layers” in the communications “stack” or “profile,” one example of such a profile is the GridWise Architecture Council (GWAC) Stack.  Some standards address the lower layers of the communications stack, such as wireless media, fiber optic cables, and power line carrier. Others address the “transport” layers for getting messages from one location to another. Still others cover the “application” layers, the semantic structures of the information as it is transmitted between software applications. In addition, there are communication standards that are strictly abstract models of information – the relationships of pieces of information with each other. Since they are abstract, cybersecurity technologies cannot be linked to them until they are translated into “bits and bytes” by mapping them to one of the semantic structures.  Above the communications standards are other security standards that address business processes and the policies of the organization and regulatory authorities. 
Secondly, regardless of what communications standards are used, cybersecurity must address all layers – end-to-end – from the source of the data to the ultimate destination of the data. In addition, cybersecurity must address those aspects outside of the communications system in the upper GWAC Stack layers that may just be functional requirements or may rely on procedures rather than technologies, such as authenticating the users and software applications, and screening personnel. Cybersecurity must also address how to: cope during an attack, recover from it afterwards, and create a trail of forensic information to be used in post-attack analysis. 
Thirdly, the cybersecurity requirements must reflect the environment where a standard is implemented rather than the standard itself: how and where a standard is used must establish the levels and types of cybersecurity needed. Communications standards do not address the importance of specific data or how it might be used in systems; these standards only address how to exchange the data.  Standards related to the upper layers of the GWAC Stack may address issues of data importance. Conversely, cybersecurity vulnerabilities identified within a standard may be compensated for by adjacent standards that represent any end-to-end system that employs a defense in depth strategy across heterogeneous physical and transport layers.
Fourthly, some standards do not mandate their provisions using “shall” statements, but rather use statements such as “should,” “may,” or “could.” Some standards also define their provisions as being “normative” or “informative.” Normative provisions often are expressed with “shall” statements. Various standards organizations use different terms (e.g., standard, guideline) to characterize their standards according to the kinds of statements used. If standards include security provisions, they need to be understood in the context of the “shall,” “should,” “may,” and/or “could” statements, “normative,” or “informative” language with which they are expressed.
Therefore, cybersecurity must be viewed as a stack or “profile” of different security technologies and procedures, woven together to meet the security requirements of a particular implementation of a stack of policy, procedural, and communication standards designed to provide specific services. Ultimately, cybersecurity as applied to the information exchange standards should be described as profiles of technologies and procedures which can include both “power system” methods (e.g. redundant equipment, analysis of power system data, and validation of power system states) and information technology (IT) methods (e.g. encryption, role-based access control, and intrusion detection).
There also can be a relationship between certain communication standards and correlated cybersecurity technologies. For instance, if TCP/IP is being used at the transport layer and if authentication, data integrity, and/or confidentiality are important, then TLS (transport layer security) should most likely (but not absolutely) be used.
In the following discussions of information exchange standard(s) being reviewed, these caveats should be taken into account.
1.2 [bookmark: _Toc273704900][bookmark: _Toc276464222]Correlation of Cybersecurity Requirements with Physical Security Requirements
Correlating cybersecurity requirements with specific physical security requirements is very complex since they generally address very different aspects of a system. Although both cyber and physical security requirements seek to prevent or deter deliberate or inadvertent attackers from accessing a protected facility, resource, or information, physical security solutions and procedures are vastly different from cybersecurity solutions and procedures, and involve very different expertise. Each may, in fact, be used to help protect the other, while compromises of one can definitely compromise the other. 
Physical and environmental security that encompasses protection of physical assets from damage is addressed by the NISTIR 7628 only at a high level. Therefore, assessments of standards that cover these non-cyber issues must necessarily also be at a general level.
1.3 Standardization Cycles of Information Exchange Standards
Information exchange standards, regardless of the standards organization, are developed over a time period of many months by experts who are trying to meet a specific need. In most cases, these experts are expected to revisit standards every five years in order to determine if updates are needed. In particular, since cybersecurity requirements were often not included in standards in the past, existing communication standards often have no references to security except in generalities, using language such as “appropriate security technologies and procedures should be implemented.”
With the advent of the Smart Grid, cybersecurity has become increasingly important within the utility sector. However, since the development cycles of communication standards and cybersecurity standards are usually independent of each other, appropriate normative references between these two types of standards are often missing. Over time, these missing normative references can be added, as appropriate.
Since technologies (including cybersecurity technologies) are rapidly changing to meet increasing new and more powerful threats, some cybersecurity standards can be out-of-date by the time they are released. This means that some requirements in a security standard may be inadequate (due to new technology developments), while references to other security standards may be obsolete. This rapid improving of technologies and obsolescence of older technologies is impossible to avoid, but may be ameliorated by indicating minimum requirements and urging fuller compliance to new technologies as these are proven.
1.4 [bookmark: _Toc276464223]References and Terminology
References to the National Institute of Standards and Technology (NIST) security requirements refer to the NIST Interagency Report (IR) 7628, Guidelines to Smart Grid Cyber Security, Chapter 3, High-Level Security Requirements.
The terms “approved”, “acceptable”, and “deprecated” are defined as the following[footnoteRef:1]: [1:  The definitions are obtained from NIST Special Publication 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths.] 

· Approved is used to mean that an algorithm is specified in a FIPS or NIST Recommendation (published as a NIST Special Publication).
· Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is currently known.
· Deprecated means that the use of the algorithm and key length is allowed, but the user must accept some risk. The term is used when discussing the key lengths or algorithms that may be used to apply cryptographic protection to data (e.g., encrypting or generating a digital signature).
References to “government-approved cryptography” refer to the list of approved cryptography suites identified in Chapter 4, Cryptography and Key Management, of NISTIR 7628. Summary tables of the approved cryptography suites are provided in Chapter 4.3.2.1.
As noted, standards have different degrees for expressing requirements, and the security requirements must match these degrees. For these standards assessments, the following terminology is used to express these different degrees[footnoteRef:2]:  [2:  The first clause of each terminology definition comes from the International Electrotechnical Commission (IEC) Annex H of Part 2 of ISO/IEC Directives. The second clause (after “which”) comes from the Institute of Electrical and Electronics Engineers (IEEE) as a further amplification of the term.] 

· Requirements are expressed by “…shall…,” which indicates mandatory requirements strictly to be followed in order to conform to the standard and from which no deviation is permitted (shall equals is required to).
· Recommendations are expressed by “…should…,” which indicates that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others; or that a certain course of action is preferred but not necessarily required (should equals is recommended that).
· Permitted or allowed items are expressed by “…may…,” which is used to indicate a course of action permissible within the limits of the standard (may equals is permitted to).
· Ability to carry out an action is expressed by “…can …,” which is used for statements of possibility and capability, whether material, physical, or causal (can equals is able to).
· The use of the word must is deprecated, and should not be used in these standards to define mandatory requirements. The word must is only used to describe unavoidable situations (e.g. “All traffic in this lane must turn right at the next intersection.”)
2. IEEE 1901™-2010: Standard for Broadband over Power Line Networks: Medium Access Control and Physical Layer Specifications
2.1 [bookmark: _Toc273453952]Description of Document
[bookmark: _Toc273453953]The scope section of the document states, “The project defines a standard for high-speed (>100 Mbps at the physical layer) communication devices via electric power lines, so-called broadband over power line (BPL) devices. This standard uses transmission frequencies below 100 MHz. It is usable by all classes of BPL devices, including BPL devices used for the first-mile/last-mile connection (<1500 m to the premise) to broadband services as well as BPL devices used in buildings for local area networks (LANs), smart energy applications, transportation platform (vehicle) applications, and other data distribution (<100 m between devices). This standard focuses on the balanced and efficient use of the power line communications channel by all classes of BPL devices, defining detailed mechanisms for coexistence and interoperability between different BPL devices, and assuring that desired bandwidth and quality of service may be delivered. The standard addresses the necessary security questions to provide privacy of communications between users and allow the use of BPL for security-sensitive services. It is limited to the physical layer and the medium access sublayer of the data link layer, as defined by the International Organization for Standardization (ISO) Open Systems Interconnection (OSI) Basic Reference Model.”
2.2 Assumptions
The CSWG is reviewing only the coexistence and inter system protocol (ISP) portions of IEEE P1901, which fall under the scope of PAP 15.  This includes the following:
· Clause 1.4 Coexistence overview
· Clause 3 Definitions
· [bookmark: _GoBack]Clause 6 MAC service definition
· Clause 15 Coexistence 
· Clause 16 Inter System Protocol (ISP) 
2.3 Assessment of Cybersecurity Content
2.3.1 Does the standard address cybersecurity? If not, should it?
The purview of PAP 15, Harmonize Power Line Carrier Standards for Appliance Communications in the Home, is to address the coexistence of power line carrier standards; it does not address the standards themselves. The coexistence and ISP portions of IEEE P1901 do not address cybersecurity.  The CXP Coexistence Protocol is defined in Annex P which is outside the scope and purview of PAP15, so it has not been reviewed.
2.3.2 What aspects of cybersecurity does the standard address and how well (correctly) does it do so?
As stated in Section 2.3.1 the coexistence and ISP portions requirements in this document do not address cybersecuirty, and nor should they. Therefore, there is no correlation between this document and the security requirements described in NISTIR 7628, Guidelines to Smart Grid Cybersecurity, Chapter 3, families and requirements.
2.3.3 What aspects of cybersecurity does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The parts of this standard which were reviewed do not address cybersecurity and do not need to. However, cybersecurity of the broadband over power line (BPL) protocols should be addressed.
Although the coexistence aspects of this standard do not address security, and do not need to, another document should address the security requirements for the possibility of rogue nodes from one protocol from affecting another protocol.
2.3.4 What work, if any, is being done currently or is planned to address the gaps identified above?  Is there a stated timeframe for completion of these planned modifications?
None.
2.3.5 Recommendations
Since the sections reviewed by the CSWG do not include any security issues, the CSWG does not have any recommendations on the coexistence aspects of IEEE 1901.  However, this assessment is only for the coexistence aspects of the standard, not the entire standard.  Some other document could address the security requirements for the possibility of rogue nodes from one protocol from affecting another protocol.
2.3.6 List any references to other standards and whether they are normative or informative
2.3.6.1 Normative
· FIPS PUB 180-2:2002, Secure Hash Signature Standard (SHS), (including the change notice dated February 25, 2004, concerning truncation).
· FIPS PUB 197-2001, Advanced Encryption Standard (AES).
· FIPS PUB 198-2002, The Keyed-Hash Message Authentication Code (HMAC).
· FIPS SP 800-38A:2001, Recommendation for Block Cipher Modes of Operation—Methods and Techniques.
· IEC CISPR 16-1:2003, Specification for Radio Disturbance and Immunity Measuring Apparatus and Methods—Part 1: Radio Disturbance and Immunity Measuring Apparatus.
· IEC CISPR 16-1-1:2009, Specification for Radio Disturbance and Immunity Measuring Apparatus and Methods— Part 1-1: Radio Disturbance and Immunity Measuring Apparatus —Measuring Apparatus.
· IEC CISPR 16-2-1:2005, Specification for Radio Disturbance and Immunity Measuring Apparatus and Methods— Part 2-1: Methods of Measurement of Disturbances and Immunity—Conducted Disturbance Measurements (withdrawn).
· IEC CISPR 22, Information Technology Equipment—Radio Disturbance Characteristics—Limits and Methods of Measurement.
· IEEE Std 802TM-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.
· IEEE Std 802.1adTM, IEEE Standard for Local and Metropolitan Area Networks—Virtual Bridged Local Area Networks, Amendment 4: Provider Bridges.
· IEEE Std 802.1DTM-2004, IEEE Standard for Local and Metropolitan Area Networks Media Access Control (MAC) Bridges.
· IEEE 802.1HTM-1997 Edition (ISO/IEC TR11802-5:1997), IEEE Technical Report and Guidelines—Part 5: Media Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Networks.
· IEEE Std 802.1QTM-1998, IEEE Standard for Local and Metropolitan Area Network—Virtual Bridged Local Area Networks.
· IEEE Std 802.1XTM-2010, IEEE Standard for Local and Metropolitan Area Networks: Port-Based Network Access Control.
· IEEE Std 802.3TM-2008, IEEE Standard for Information technology —Specific Requirements—Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications.
· IETF RFC 768, User Datagram Protocol.
· IETF RFC 791, Internet Protocol Specification.
· IETF RFC 793, Transmission Control Protocol Specification.
· IETF RFC 1213, Management Information Base for Network Management of TCP/IP-Based Internets.
· IETF RFC 1321, The MD5 Message-Digest Algorithm.
· IETF RFC 2104-1997, HMAC: Keyed-Hashing for Message Authentication.
· IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification.
· IETF RFC 3394. Advanced Encryption Standard (AES) Key Wrap Algorithm.
· IETF RFC 3610-2003, Counter with CBC-MAC (CCM).
· IETF RFC 4086, Randomness Requirements for Security.
· ISO/IEC 7498-1:1994, Information Technology—Open Systems Interconnection—Basic Reference Model: The Basic Model.
· ISO/IEC TR 11802-5:1997(E), Information Technology—Telecommunications and Information Exchange Between Systems—Local and Metropolitan Area Networks—Technical Reports and Guidelines—Part 5: Medium Access Control Bridging of Ethernet V2.0 in Local Area Networks (previously known as IEEE Std 802.1H-1997).
· ISO/IEC 18033-3, Information Technology—Security Techniques—Encryption Algorithms—Part 3: Block Ciphers.
· PKCS #5 v2.0, Password-Based Cryptography Standard.
· TIA-1113, Medium-Speed (up to 14 Mbps) Power Line Communications (PLC) Modems Using Windowed OFDM.

- 1 -
