Announcement

July 22, 2011

Future Joint National Electric Sector Cybersecurity Organization Resource (NESCOR
) and Smart Grid Interoperability Panel (SGIP) Cyber Security Working Group (CSWG) Technical White Paper on the use of Smart Energy Profile (SEP) 1.0 and 1.1
 

To assist utilities, regulators, and integrators who are deploying and configuring SEP 1.0 and 1.1 in field devices, NESCOR and the CSWG are jointly proposing to develop a technical white paper to provide guidance on the use of SEP 1.0 and 1.1.  This 15-30 page white paper will be published in the Fall 2011 as a SGIP document, and will identify:

 

·  The context for use of SEP 1.0 and 1.1, 
·  The potential vulnerabilities and implications if the vulnerability is exploited, and

·   Mitigation strategies for identified vulnerabilities.

 

The objective of the white paper is to provide high-level recommendations for mitigating the potential vulnerabilities and impacts. The recommendations provided by this joint task group will be at a high level, and will not specify specific technology solutions.  The goal is to ensure that implementers, including utilities, understand that they need to perform a risk assessment to identify the specific vulnerabilities for their systems based on their unique implementations and their risk tolerance.
�The National Electric Sector Cybersecurity Organization Resource (NESCOR) is a Department of Energy funded program.





