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From:	Sandy Bacik

Sent:	Tuesday, October 05, 2010 3:07 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20101005



Since we have many new members, I am adding the additional information about the location of information.



Weekly calls:  Tuesday, 11:00 am Eastern

(UPDATED) Conference call information: 866-793-6322 X3836162#

Group Mailing List: csctgtesting@nist.gov 

Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov" nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com" sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com" robert.former@itron.com)



20101005 Minutes:

		Still in need of SGTCC liaisons:



		WG3 Interoperability: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCPriorityIOPIssues.   Liaison: none



WG4 IPRM: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCIPRM.   Liaison: none

WG5 Laboratory Qualification Criteria: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria" http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria.  Liaison: Ward Pyles

		We talked about the security testing best practices contributions to the SGTCC Interoperability Process Reference Manual (IPRM).  Our contributions can be found here: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Draft_Security_Testing_Best_Practices-10042010.doc.  Please get your recommendations to Nelson Hastings by Thursday

		We talked about our scope document and the use of interoperability.  Based on our conversation, I have updated the document.  Please review for next Tuesday’s call: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupScope-v1p1a.doc" http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupScope-v1p1a.doc 



Sandy will try to get a list of names (no company name, no email) from our mailing list in lieu of taking attendance each week

Reference material on the SGIP SGTCC (Testing and Certification Committee):

		SGIP SGTCC twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SmartGridTestingAndCertificationCommittee" http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SmartGridTestingAndCertificationCommittee



The SGTCC mailing list information is about half way down the SGTCC twiki site

Link to register for the SGTCC management calls: https://www2.gotomeeting.com/register/524592402" https://www2.gotomeeting.com/register/524592402



I think that covers all the topics we discussed.  Talk to everyone next Tuesday on the updated number documented above.



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com" sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com" www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932






Weekly calls:  Tuesday, 11:00 am Eastern
Conference call information: 866-793-6322 X3836162#
Group Mailing List: csctgtesting@nist.gov 
Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and 
Robert Former (robert.former@itron.com)
 
20101012 Minutes:
1.	Still in need of SGTCC liaisons:
a.	WG3 Interoperability: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCPriorityIOPIssues.   Liaison: none
b.	WG4 IPRM: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCIPRM. 
  Liaison: none
c.	WG5 Laboratory Qualification Criteria: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria.  Liaison: Ward Pyles
2.	We submitted our list of security testing best practice contributions to the SGTCC Interoperability 
Process Reference Manual (IPRM).  When the updated document is published, Sandy will send 
out the link
3.	We will continue to work with the SGTCC and get a better direction where cyber security should 
be added to the IPRM document
4.	We talked about our scope document and pretty much we have come to a consensus.  The 
marked up (http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupScope-v1p2-
markedup.doc) and clean (http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupScope-v1p2-clean.doc) 
copy have been posted on our twiki site.  Sandy will be sending the clean copy to the CSWG 
management team for review 
5.	We cannot get a list of names from the mailing list due to privacy concerns.  If you want your 
name on a list posted to our twiki site, please send Sandy (sandy.bacik@enernex.com) an 
email.  Sandy will have the initial list posted to the twiki by our next call.
 
I think that covers all the topics we discussed.  Next Tuesday we will starting discussing our first set of 
tasks and where we can assist in the IPRM.  Talk to everyone next Tuesday.
 
Regards,
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT
Principal Consultant, EnerNex
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932
 
 




From:	Sandy Bacik

Sent:	Wednesday, October 20, 2010 7:47 AM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20101019



Weekly calls:  Tuesday, 11:00 am Eastern

Conference call information: 866-793-6322 X3836162#

Group Mailing List: csctgtesting@nist.gov 

Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)

 

20101019 Minutes:

		Old Business

		Our scope is in the review process with the CSWG Management team



Still in need of SGTCC liaisons:

		WG3 Interoperability: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCPriorityIOPIssues.   Liaison: none



WG4 IPRM: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCIPRM.   Liaison: none

WG5 Laboratory Qualification Criteria: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria.  Liaison: Ward Pyles

		New Business

		Existing security testing programs and certification bodies



		A separate email discussion will be started to continue a list we started during the meeting



This will be a contribution to the SGIP SGTCC IPRM

		Listing security testing frameworks



		A separate email discussion will be started to continue a list we started during the meeting



This will be a possible contribution to the SGIP SGTCC IPRM

We will use this list as a base to create a crosswalk of the NISTIR 7628 high level security requirements to assist in identifying security testing gaps

		Listing of security test case topics



		A separate email discussion will be started to continue a list we started during the meeting.  The list will start with the topics within the Vulnerability and Bottom Up chapters of the NISTIR 7628 and the NERC CIPs



This list will assist us in developing steps to assist in standardizing / making repeatable security testing requirements

		Security test questions to assist utilities in developing RFPs for questionnaires when outsourcing security testing



		A separate email discussion will be started to continue a list we started during the meeting



This will be a short paper that can be posted on the twiki for utilities to download and use internally

		Open topics

		New topic / issue: Tracking and control of tested and certified devices on version control of components and tracking vulnerability within versions within the rules and certifications



Suggestion: Can we move the time to later in the day for the west coast attendees?

New topic / issue:  When we produce documents we need to ensure they are actionable, short, and easy to understand and use

New topic:  Create a list of recommended skills, certification, and education specifically for security testers

		Attendees:

		Diana Polulyakh

Douglas Biggs

Mark Enstrom

Mark Freund

Mike Ahmadi

Mike Alexander

Nelson Hastings

Richard Bockenek

Sandy Bacik

Shrinath Eswarahally

Stacey Prowell

Stan Klein

Stanley Klagko

Stephen Chasko

Thomas Peterson

 

That covers all the topics we discussed.  We will continue the discussions next Tuesday.  Thank you for your contributions.

 

Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932




Weekly calls:  Tuesday, 11:00 am Eastern
Conference call information: 866-793-6322 X3836162#
Group Mailing List: csctgtesting@nist.gov  
Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)
 
20101026 Minutes:
1.	Current tasks
a.	Status of our scope review – A meeting set for this Friday with the CSWG 
management team to discuss our scope and the results and recommendations will be 
talked about in our next call
b.	SGTCC liaisons – still need liaisons
i.	WG3 Interoperability: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCPriorityIOPIssues.   Liaison: none
ii.	WG4 IPRM: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCIPRM.   Liaison: none
iii.	WG5 Laboratory Qualification Criteria: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria.  Liaison: Ward Pyles
c.	Our best practice list is being included in the next SGIP Testing & Certification 
Committee (SGTCC (http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SmartGridTestingAndCertificationCommittee)) 
Interoperability Process Reference Manual (IPRM) version (IPRM twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCIPRM) 
d.	Security testing definition status – The email thread information has been combined 
and forwarded to the SGIP SGTCC IPRM for editing and inclusion in the next version 
of the IPRM.  Here is the link to the initial draft sent to the SGTCC: 
http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/Explanation_of_Security_Testing-v1p0.doc.  
We will be able to refine this again when the next version of the IPRM is published 
and new content is added
e.	Established email threads are the brainstorming on the subject line topics.  In the 
middle of November we will assign small groups to refine the lists and add more 
qualifications
i.	Listing of security testing programs.  In the future this will be refined with what 
vendors and labs have what accreditations 
ii.	Listing of security testing frameworks.  In the future this will be refined into 
what are general testing, what ones are security testing, and which one are 
obsolete
iii.	List of RFP security test questions for utilities to use in the future
iv.	Listing of security test case topics
2.	New tasks
a.	None
3.	Open floor (Comments, concerns, issues)
a.	GridInterop (http://www.grid-interop.com/2010/#home) is scheduled for November 29 
– December 3 in Chicago
i.	The current agenda is posted here: http://www.grid-interop.com/2010/#agenda
ii.	Here is the Grid Interop registration link: http://www.grid-
interop.com/2010/#registration 
iii.	The CSWG meeting will be Tuesday, November 30 from 3:30 – 5:00, we will 
have a separate registration link for those who will be attending remotely and it 
will be at no cost
iv.	Do we want to have a subgroup meeting to meet anyone who is attending 
GridInterop after the CSWG meeting or to work on any tasks?
b.	A question was raised as to the coordination and potential overlap with the CSWG 
AMI-Sec subgroup.  We will be working with the AMI-Sec subgroup, because in their 
charter is to work with us on the AMI-Sec testing requirements.  And we have people 
from our subgroup who are participating in the AMI-Sec subgroup to ensure no 
overlap and we are not duplicating efforts
4.	Attendees:
a.	Brian Monkman
b.	Diana Polulyakh
c.	Ken Modeste
d.	Mark Freund
e.	Matthew Carpenter
f.	Nelson Hastings
g.	Richard Bockenek
h.	Robert Moskowitz
i.	Rudi Schubert
j.	Sandy Bacik
k.	Shrinath Eswarahally
 That covers all the topics we discussed.  We will continue the discussions next Tuesday.  Thank 
you for your contributions.
 
Regards,
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT
Principal Consultant, EnerNex
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932
 





Weekly calls:  Tuesday, 11:00 am Eastern
Conference call information: 866-793-6322 X3836162#
Group Mailing List: csctgtesting@nist.gov  
Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)
 
201011026 Minutes:
1.      Current tasks
a.      Status of our scope review – the CSWG Management team requested a more 
specific and detailed work plan and Nelson Hastings is working on the draft to be 
reviewed next week and there were a few other items and wording the CSWG 
Management team wanted modified.  The new information will be discussed in next 
Tuesday’s call
b.      SGTCC liaisons
i.      WG3 Interoperability: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCPriorityIOPIssues.   Liaison: none, but this WG is on 
hold for a while until the IPRM is published
ii.     WG4 IPRM: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCIPRM.   Liaison: Mark Freund (thank you Mark for 
volunteering)
iii.    WG5 Laboratory Qualification Criteria: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGTCCLabQualCriteria.  Liaison: Ward Pyles
c.      Talked about the nods the subgroup received during the SGIP Governing Board 
meeting in the SGIP Testing & Certification Committee presentation
i.      Here is the link to the SGIP Governing Board complete presentation: 
http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/SGIPPlenaryMeetings/SGIP_Web_Mtg_2010-10-
29_FINAL_V1.1.pptx
ii.     Here is the link to the specific SGIP TCC slides: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/SGIP_Web_Mtg_2010-10-29-TCC_Slides.ppt 
d.      Still need additional input on the established email threads that are the 
brainstorming on the subject line topics.  In the middle of November we will assign small 
groups to refine the lists and add more qualifications
i.      Listing of security testing programs.  In the future this will be refined with what 
vendors and labs have what accreditations 
ii.     Listing of security testing frameworks.  In the future this will be refined into what are 
general testing, what ones are security testing, and which one are obsolete
iii.    List of RFP security test questions for utilities to use in the future
iv.     Listing of security test case topics
2.      New tasks
a.      A new email thread will be started on reviewing the NISTIR 7628 high level security 
requirements to see if they are actionable to build abstract security test cases
b.      When the CSWG AMI-Sec subgroup completes more detailed requirements, we 
will review to see if they are actionable to build security test cases
3.      Open floor (Comments, concerns, issues)
a.      None.
4.      Attendees (if I missed anyone, please let me know):
a.      Brian Monkman
b.      Douglas Biggs
c.      Ken Modeste
d.      Matthew Carpenter
e.      Mike Ahmadi
f.      Nelson Hastings
g.      Richard Bockenek
h.      Sandy Bacik
That covers all the topics we discussed.  We will continue the discussions next 
Tuesday.  Thank you for your contributions.
 
Regards,
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT
Principal Consultant, EnerNex
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932




From:	Sandy Bacik

Sent:	Tuesday, November 09, 2010 3:27 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20101109



Weekly calls:  Tuesday, 11:00 am Eastern

Conference call information: 866-793-6322 X3836162#

Group Mailing List: csctgtesting@nist.gov  

Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)

 

20101109 Minutes:

		Current tasks

		Status of our scope review – Nelson Hastings is completing the updates requested by the CSWG Management team and creating the work plan document.  This should be sent to the group by week’s end.

		Still need additional input on the established email threads that are the brainstorming on the subject line topics.  In the middle of November we will assign small groups to refine the lists and add more qualifications

		Listing of security testing programs.  In the future this will be refined with what vendors and labs have what accreditations 



Listing of security testing frameworks.  In the future this will be refined into what are general testing, what ones are security testing, and which one are obsolete

List of RFP security test questions for utilities to use in the future

Listing of security test case topics

		New tasks – reviewing the NISTIR requirements to ensure they are actionable

		The task to review the NISTIR requirements to determine if they are action will be delayed by a week due to the discussions and concerns.  Please review the documents within the Open Floor section to see if they are applicable

		Defining actionable meaning was defined as being able to be testable and cannot be interpreted multiple ways so that the requirement is repeatable by multiple entities

We discussed that non-technical requirements or administrative controls, such as Awareness and Training (SG.AC), Planning (SG.PL), Security Program Management (SG.PM), and Personnel Security (SG.PS), should be included in security assessments, security reviews, audits, and should form the baseline for security test program requirements

A concern is developing a test program that everyone (globally) can use and not have to continue to customize.  The SGIP TCC is working on a certification program and our security testing requirements will be incorporated into that certification program.

		Open floor (Comments, concerns, issues)

		Carlos Branco discussed they are following the FERC recommendations and have boiled it down to 35 items

		Mike Ahmadi brought up the spreadsheet for a mapping of the NISTIR 7628 to the OpenSG AMI Security Profile 2.0 and NERC CIPS (1-9).  The crosswalk is attached for everyone’s review  file_0.unknown
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Thomas Peterson contributed with potential examples of testing and actionable requirements for the NISTIR.  Attached is an example of Thomas’ work file_1.unknown
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		Grid InterOp information GridInterop (http://www.grid-interop.com/2010/#home).  The CSWG will have an informational session at Grid InterOp for an update from all subgroups and there will not be a CSWG working session.  GridInterop is scheduled for November 29 – December 3 in Chicago

		The current agenda is posted here: http://www.grid-interop.com/2010/#agenda

Here is the Grid Interop registration link: http://www.grid-interop.com/2010/#registration 

The CSWG meeting will be Tuesday, November 30 from 3:30 – 5:00, we will have a separate registration link for those who will be attending remotely and it will be at no cost

		Attendees (if I missed anyone, please let me know):

		Bob Huber

Brian Monkman

Carlos Branco

Douglas Biggs

Ken Modeste

Mark Enstrom

Mark Freund

Mike Ahmadi

Mike Alexander

Nelson Hastings

Rudi Schubert

Sandy Bacik

Thomas Peterson

Ward Pyles



That covers all the topics we discussed.  We will continue the discussions next Tuesday.  Thank you for your contributions.

 

Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932




Next call is December 7, 2011
Weekly calls:  Tuesday, 11:00 am Eastern
Conference call information: 866-793-6322 X3836162#
Group Mailing List: csctgtesting@nist.gov  
Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and 
Robert Former (robert.former@itron.com)
 
20101123 Minutes:
1	Current tasks
a.	Status of our scope review – Nelson Hastings walked through the work plan tasks.  
Sandy will update the dates and publish for review.
2	Still need additional input on the established email threads that are the brainstorming on the 
subject line topics.  In the middle of November we will assign small groups to refine the lists and 
add more qualifications
a.	Listing of security testing programs and labs.  In the future this will be refined with what 
vendors and labs have what accreditations 
b.	Listing of security testing frameworks.  In the future this will be refined into what are 
general testing, what ones are security testing, and which one are obsolete
c.	List of RFP security test questions for utilities to use in the future
d.	Listing of security test case topics
3	New tasks – reviewing the NISTIR high level security requirements to ensure they are actionable
a.	Richard Bockenek reviewed an initial sample of NISTIR 7628 requirements to see if they 
were actionable or not.  The estimated time is about 10-15 minutes per requirement to 
review.
b.	We will also evaluate the NISTIR 7628 requirements to see if they can be technically 
tested or they are an administrative test done by a walkthrough.
c.	The additional considerations of the NISTIR 7628 requirements will not be considered as 
part of the review.
d.	Defining actionable meaning was defined as being able to be testable and cannot be 
interpreted multiple ways so that the requirement is repeatable by multiple entities
e.	We discussed that non-technical requirements or administrative controls, such as 
Awareness and Training (SG.AC), Planning (SG.PL), Security Program Management 
(SG.PM), and Personnel Security (SG.PS), should be included in security assessments, 
security reviews, audits, and should form the baseline for security test program 
requirements
4	Open floor (Comments, concerns, issues)
a.	Tasks above have been completed by Sandy and posted to the twiki.  Please review 
documents and potential assignments for December 7: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/CSCTGTesting#December_7_2011_Agenda 
5	Attendees (if I missed anyone, please let me know):
a.	Brian Monkman
b.	Douglas Biggs
c.	Ken Modeste
d.	Mark Enstrom
e.	Mark Freund
f.	Nelson Hastings
g.	Richard Bockenek
h.	Robert Moskowitz
i.	Rudi Schubert
j.	Sandy Bacik
k.	Stan Klein
l.	Thomas Peterson
m.	Ward Pyles 

That covers all the topics we discussed.  We will continue the discussions next December 7 to review the 
assignments and various tasks.  Thank you for your contributions.
 
Regards,
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT
Principal Consultant, EnerNex
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932
 




From:	Sandy Bacik

Sent:	Wednesday, December 08, 2010 4:52 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20101207



Next call is Tuesday, December 14, 2011 and the current agenda is posted (http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting#December_14_2011_Agenda" http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting#December_14_2011_Agenda)

Weekly calls:  Tuesday, 11:00 am Eastern

Conference call information: 866-793-6322 X3836162#

Group Mailing List: csctgtesting@nist.gov  

Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)

 

20101207 Minutes:

		Current tasks

		Scope and Work Plan

		Scope.  Request to change the last bullet on the scope from “Develop an initial set of cyber security test cases to evaluate smart grid systems, subsystems, and components based on existing smart grid technical requirements” to “Develop guidance on developing cyber security test cases to evaluate smart grid systems, subsystems, and components based on existing smart grid technical requirements” (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupScope-v1p5.doc) 

		Work plan.  No changes for the initial work plan tasks or timeline (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/TestingAndCertificationSubgroupWorkPlan-v1p2.doc) 

		SGIP SGTCC IPRM tasks

		List of RFP security test questions for utilities to use in the future.  Robert Former is taking the lead to update the document for the group’s review



Listing of security testing frameworks.  In the future this will be refined into what are general testing, what ones are security testing, and which one are obsolete.  ICSA labs is taking the lead to update the document for the group’s review

Listing of security test case topics.  Mike Ahmadi has taken the lead to review the existing topics and forwarded to the group on 12/7.  The link on the twiki is here: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-SecurityTestCaseTopics-v1p1.doc 

Listing of security testing programs and labs.  In the future this will be refined with what vendors and labs have what accreditations.  Shrinath Eswarahally has taken the lead to review and update for the group’s review

		CSWG TCC tasks

		List of RFP security test questions for utilities to use in the future.  Robert Former is taking the lead to update the document for the group’s review

Review the NISTIR high level security requirements to ensure they are actionable

		Criteria - Review what we want as a testable / actionable requirement; Is the testing going to be technical or administrative (desktop walkthrough); Can the requirement be interpreted in multiple ways; Basic statement of the analysis 

Current assignment sheet: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-TCC-NISTIR_7628-Requirements-Evaluation-v1p0.xls

Sample spreadsheet is analysis of the NISTIR 7628 to NIST SP800-53: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Requirements_Mapping.xlsx" http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Requirements_Mapping.xlsx

Thank you to ICSA labs for taking the initial review and providing samples.

		Open floor (Comments, concerns, issues)

		SGIP SGTCC/CSWG joint venture

		We kicked off a new task with the SGIP TCC in with the objective to create a meter test suite for interoperability and cyber security using a set of meter standards and compare them to the NISTIR 7628, rewriting the missing cyber security requirements.  This is to produce a initial meter test suite

		The main reason for this joint venture is to combine the interoperability, compliance, and cyber security testing into a single focused task and group

We have a list of initial tasks, but will not proceed with the tasks until an established list of electric meter standards have been identified.  After the identification we will need to map them to the NISTIR 7628, which may fall into the realm of the standards subgroup

		Thomas Peterson talked about CSET (http://www.us-cert.gov/control_systems/pdf/CSET_fact_sheet.pdf" http://www.us-cert.gov/control_systems/pdf/CSET_fact_sheet.pdf) for a way to think about compliance and potentially following up with one of our tasks to use this as a baseline or create a similar document using the NISTIR 7628

Brian Monkman asked for the guidance on how to validate labs when testing for Smart Grid.  The SGIP SGTCC is putting together a lab qualification document to assist the guidance and those labs must also following the IPRM (Interoperability Process Reference Manual) that was approved at Grid Interop.  While the requirements for Smart Grid will be based on the accepted standards, the actual testing procedures will be internal to the labs.

Marianne Swanson brought up that Electrosoft is working on a NIST conformance project and will be assisting us in the meter testing arena.  They will be working on the analysis pieces, conformance activities, and potentially creating test cases and suites.  Marianne will keep us posted on their involvement with our subgroup.

		Attendees (if I missed anyone, please let me know):

		Brian Monkman

Diana Polulyakh

Douglas Biggs

Marianne Swanson

Mike Ahmadi

Nelson Hastings

Richard Bockenek

Robert Former

Robert Moskowitz

Sandy Bacik

Shrinath Eswarahally

Stan Klein

Thomas Peterson



That covers all the topics we discussed.  We will continue the discussions next December 14 to review the assignments and various tasks.  Thank you for your contributions.

 

Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 






Next call is Tuesday, January 4, 2011.
 
Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and 
Robert Former (robert.former@itron.com)
 
20101214 Minutes:
1.	Current tasks
a.	SGIP SGTCC IPRM tasks
i.	Due December 30, 2010.  Listing of security testing frameworks.  The SGTCC will be 
working on the next version of the IPRM early in 2011. ICSA labs is taking the lead to 
update the document for the group’s review: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-TestingFrameworks-
v1p0.doc 
ii.	Due December 30, 2010.  Listing of security testing programs and labs.  In the future 
this will be refined with what vendors and labs have what accreditations.  We need a 
final review by the group: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
SecurityTestProgramsAndVendors-v1p0-evdoc 
b.	CSWG TCC tasks
iii.	List of RFP security test questions for utilities to use in the future.  We need to 
continue to review this as a group:  http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
RFPQuestionsSecurityTesting-v1p0-RVF-Edit.doc 
iv.	Listing of security test case topics.  We need to comment and review the updated 
document: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
SecurityTestCaseTopics-v1p1.doc 
v.	Review the NISTIR high level security requirements to ensure they are actionable
1.	Criteria - Review what we want as a testable / actionable requirement; Is the 
testing going to be technical or administrative (desktop walkthrough); Can 
the requirement be interpreted in multiple ways; Basic statement of the 
analysis 
2.	We need additional volunteers for review.  Current assignment sheet: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-
TCC-NISTIR_7628-Requirements-Evaluation-v1p2.xls 
2.	Open floor (Comments, concerns, issues)
c.	Mike Ahmadi and Shrinath Eswarahally reminded everyone that we all need to review the 
above document.
d.	SGTCC Update
vi.	The Interoperability Process Reference Manual has been approve: 
vii.	The release of the Testing and Certification Framework Program is progressing on 
schedule.  They have completed the Interoperability Testing and Certification 
Authorities (ITCA) commitment letter.
3.	Attendees (if I missed anyone, please let me know):
e.	Brian Monkman
f.	Douglas Biggs
g.	Mark Freund
h.	Mike Ahmadi
i.	Richard Bockenek
j.	Sandy Bacik
k.	Shrinath Eswarahally
 
That covers all the topics we discussed.  Thank you for your contributions.  Have a restful year end and 
we will talk to everyone on January 4, 2011.
 
Regards,
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT
Principal Consultant, EnerNex
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932
 
 
 



