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From:	Sandy Bacik

Sent:	Tuesday, January 04, 2011 1:27 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20110104



Welcome back everyone.  Our next call is Tuesday, January 11, 2011.

  

Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com), and Robert Former (robert.former@itron.com)

 

20110104 Minutes:

		Current tasks

		SGIP SGTCC IPRM tasks

		Listing of security testing frameworks.  Richard Bockenek will lead a group to refine the security testing frameworks and define what a framework is.  The group will include Stan Klein, Mike Ahmadi, and Sandy Bacik.  The most current document is here http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-TestingFrameworks-v1p3.docx 

		Listing of security testing programs and labs.  Shrinath Eswarahally will be updating the latest document with the comments that were received.  The latest document can be found here http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-SecurityTestProgramsAndVendors-v1p0-ev.doc 

		Listing of security test case topics.  Mike Ahmadi updated his document for comments in early December.  We are looking for comments to refine this list.  The most current document is here http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-SecurityTestCaseTopics-v1p1.doc  

		The list of the RFP security test questions for utilities still need to be refined by the group.  The most current document is here http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-RFPQuestionsSecurityTesting-v1p0-RVF-Edit.doc 

		CSWG TCC tasks

		The review the NISTIR high level security requirements to ensure they are actionable needs to be completed by January 28, 2011

		Criteria - Review what we want as a testable / actionable requirement; Is the testing going to be technical or administrative (desktop walkthrough); Can the requirement be interpreted in multiple ways; Basic statement of the analysis 



We need additional volunteers for review.  Current assignment sheet: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-TCC-NISTIR_7628-Requirements-Evaluation-v1p2.xls 

		If you want to review a requirement and not necessarily put your name in the spreadsheet, just email Sandy Bacik (sandy.bacik@enernex.com) with your comments for a specific requirement

		Our next step will be to re-write the requirements that are not actionable to be actionable for the NISTIR 7628 and forward recommendations onto the CSWG high level security requirements subgroup

		Open floor (Comments, concerns, issues)

		SGTC/CSWG Metering Test Suite Task Group update.  The group selected C12.19, C12.1, and C12.22 as the initial standards for the meter test suite and there appear to be security issues with C12.19 and C12.22 that are being documented by the CSWG Standards subgroup.  After this review, the requirements from the NISTIR 7628 testability will be reviewed and test requirements may have to be written.

		During the last few minutes and post meeting we had a discussion on the FIP 140-X and validation versus conformed and the federal systems.  If you would like to continue a discussion on the FIP 140-x, please contact Michaela Iorga (michaela.iorga@nist.gov" michaela.iorga@nist.gov)

.

		Attendees (if I missed anyone, please let me know):



		Brian Monkman



Diana Polulyakh

		Michaela Iorga



Mark Freund

Mike Ahmadi

Nelson Hastings

Richard Bockenek

Sandy Bacik

Shrinath Eswarahally

Stan Klein



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 






From:	Sandy Bacik

Sent:	Tuesday, January 11, 2011 3:51 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20110111



Good conversation on Tuesday’s call, I really appreciated everyone’s contributions and comments.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)

 

20110111 Minutes:

		Current activities

		We finalized the list of security testing frameworks.  Richard Bockenek lead a good discussion on the process and answering questions. (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Test_Framework_Selection-20110110-proposed.txt" http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Test_Framework_Selection-20110110-proposed.txt)  This information will be included in the SGTCC IPRM appendix of testing framework references.  In addition, the following items were discussed on the topic:

		The discussion by the group was to use the AMI Security Profile and NISTIR 7628 as reference documents for the next level of detail for the security testing frameworks



A question was raised as to whether these frameworks would be used to qualify labs.  Not at this time, this list is to guide entities in either selecting a lab or developing an environment to test

There was a proposal to use all the listed frameworks and their requirements to develop a gap analysis, of sorts, and we create a guide to cover the gaps in the security testing frameworks.  (Note:  This was decided to be a future task for our group.)

		ToDos for next weeks

		We started a review of the NISTIR 7628 requirement to see if they were testable/actionable and could be interpreted in one and only one way, the additional columns were added to define if the test could be done as examining documents, interviews, or technical testing.  The current spreadsheet for review and comment is here: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-TCC-NISTIR_7628-Requirements-Evaluation-v1p6.xls" http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-TCC-NISTIR_7628-Requirements-Evaluation-v1p6.xls.  For next week’s call perform a review of the document and send the updates to Sandy Bacik, Sandy will keep all the changes updated to not lose anyone’s comments.  The review is to include the following:

		Can the requirement be an administrative and/or technical testing?

Is the requirement actionable?

Any additional comments

Whether the testing is through review/examination, interview, and/or testing

		We has started a listing of existing security testing programs and labs to also be a contribution to the SGTCC IPRM document.  Shrinath Eswarahally updated the document posted on the twiki that we will review for comments (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-SecurityTestProgramsAndVendors-v1p0-ev.doc)

		Tasks for future weeks

		We started a listing of security test case topics that we will coordinate the AMI topics with the AMI-Sec subgroup.  Mike Ahmadi updated the document posted on the twiki and we are seeking additional comments (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-SecurityTestCaseTopics-v1p1.doc)

		We started a list of the RFP security test questions for entities to assist in finding a vendor (or lab) to perform security testing.  The most current document out for comment is waiting for review (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-RFPQuestionsSecurityTesting-v1p0-RVF-Edit.doc )

		Open floor (Comments, concerns, issues)

		SGTC/CSWG Metering Test Suite Task Group update.  No update, as a status meeting had not been held since before the holidays.

		We had a question about the competency of people actually performing the security testing in any environment.  We will be adding a task to develop guidance to assist entities in asking questions or potentially qualifying people when looking for an entity to perform security testing within Smart Grid.

		We also had a question about the lab environment qualifications.  We will be adding a task to develop guidance to assist when looking at entities for how and where the security testing is performed within various environmental conditions.  For example, when performing testing on an electric meter, the meter operationally does not sit in a clean lab, it is operationally mounted on a structure in the various weather elements.  How does the entity develop their environment to simulate environmental conditions for testing.

		We talked about if our deliverables would be required when qualifying entities for performing Smart Grid security testing.  At this time, there has been no decision made, but our input would be fed to the SGIP SGTCC as they develop any certification and qualification processes.  An SGIP SGTCC task group (lab qualification criteria) is currently on hiatus and is developing this type of a document.

		Attendees (if I missed anyone, please let me know):

		Brian Monkman



Marianne Swanson

Michaela Iorga

Mike Ahmadi

Richard Bockenek

Sandy Bacik

Shrinath Eswarahally

Thomas Peterson

Timothy Yardley



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 

 

 






From:	Sandy Bacik

Sent:	Tuesday, January 18, 2011 2:22 PM

To:	csctgtesting@nist.gov

Subject:	CSWG Testing & Certification minutes from 20110118



Thank you everyone who contributed to our call Tuesday morning, I really appreciated everyone’s contributions and comments.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)

 

20110118 Minutes:

		Current activities - ToDos for next week

		We need to complete the NISTIR 7628 requirements review.  The spreadsheet needs to review to ensure that the recommendations are agreed upon the the group.  Everyone needs to review the spreadsheet by next Tuesday.  The current spreadsheet for review and comment is here: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG-TCC-NISTIR_7628-Requirements-Evaluation-v1p6.xls.  For next week’s call perform a review of the document and send the updates to Sandy Bacik, Sandy will keep all the changes updated to not lose anyone’s comments.



We also need to finalize the initial list of existing security testing programs and labs to also be a contribution to the SGTCC IPRM document.  Any modifications shout be forwarded to Shrinath Eswarahally  Sandy Bacik, the current document is posted on the twiki here. that we will review for comments.

		Current activities - Tasks for future weeks

		A review of the SG Security AMI-Security Profile v2.0 for whether the requirements are testable or not.  The initial spreadsheet for review can be found here.

We started a listing of security test case topics that we will coordinate the AMI topics with the AMI-Sec subgroup. 

		We will eventually get down into detailed test cases that would include machine to machine or machine to chip authentication.

We will eventually get down into the details of different hardware, such as PLC versus meter hardware capabilities.

The test case details that we will develop will contain both process and technical scenarios and requirements.

		We started a list of the RFP security test questions for entities to assist in finding a vendor (or lab) to perform security testing.

		Completed activities

		We finalized the list of security testing frameworks for inclusion into the next version of the SGTCC IPRM.

		Open floor (Comments, concerns, issues)

		A little background for our group, many of our subgroup deliverables will contribute to the SGIP TCC deliverables from a cybersecurity point of view.  So you may want to review the SGTCC twiki site.

		SGTC/CSWG Metering Test Suite Task Group update.  No update, as a status meeting had not been held since before the holidays.  Request to forward these minutes to the SGTCC/CSWG metering test suite.

Re-writing requirements how and when.  While this will be a task to make suggestions back to the CSWG High Level Security Requirements subgroup to update a future version of the NISTIR 7628.  We can make suggestions as we review the requirements to assist us in writing test requirements, but the original NISTIR or AMI Security Profile document will need to go back to the respective subgroup and industry group.

From last week, it was brought up this week about guidance about the competency of people actually performing the security testing in any environment.  We will be adding a task to develop guidance to assist entities in asking questions or potentially qualifying people when looking for an entity to perform security testing within Smart Grid.

From last week, it was brought up this week about the lab environment qualifications.  We will be adding a task to develop guidance to assist when looking at entities for how and where the security testing is performed within various environmental conditions.  For example, when performing testing on an electric meter, the meter operationally does not sit in a clean lab, it is operationally mounted on a structure in the various weather elements.  How does the entity develop their environment to simulate environmental conditions for testing.  An SGIP SGTCC task group (lab qualification criteria) is currently on hiatus and is developing this type of a document.

Michaela has brought up her discussion with Daniel Thanos on the crypto and key management requirements in the NISTIR 7628.

We discussed future test suites that we might consider and the security profiles from ASAP-SG and SG Security were brought up as examples and the currently developed security profiles include Distribution Management, Third Party Data Access, and phasor measurement units for a few.

		Attendees (if I missed anyone, please let me know):

		Diana Polulyakh



Douglas Biggs

Michaela Iorga

Mike Ahmadi

Richard Bockenek

Rick Sheldon

Rudi Schubert

Sandy Bacik

Shrinath Eswarahally

Thomas Peterson

Timothy Yardley



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 




Thank you everyone who contributed to our call Tuesday morning.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)

 

20110125 Minutes:

1.	Current activities - ToDos for next week

a.	Due 01/28/2011.  Review the spreadsheet of the NISTIR 7628 requirements to see if they are 

testable.  The current spreadsheet for review and comment is here.  For next week’s call 

perform a review of the document and send the updates to Sandy Bacik, Sandy will keep all 

the changes updated to not lose anyone’s comments.

b.	Due 02/01/2011.  We also need to finalize the initial list of existing security testing programs 

and labs to also be a contribution to the SGTCC IPRM document.  This is a brainstorm list 

that can be used as guidance, so any lab doing security testing can be included.  Any 

modifications shout be forwarded to Shrinath Eswarahally  Sandy Bacik, the current 

document is posted on the twiki here. that we will review for comments.  We will need to 

figure out a way to keep the vendor information current and accurate. 

c.	Due 02/08/2011.  A review of the SG Security AMI-Security Profile v2.0 for whether the 

requirements are testable or not.  Mike Ahmadi added his comments and the current 

spreadsheet can be found here.

d.	We started a listing of security test case topics that we will coordinate the AMI topics with 

the AMI-Sec subgroup.  We started a list of potential metering (metrology) test case topics 

and these included the following:

i.	Software and firmware updates

ii.	Meter readings

iii.	Fuzz testing

iv.	Field tool connectivity for configuration changes

v.	Communications across the cus and channels between chips within the meter

vi.	Remote disconnect

vii.	Hardware tampering

viii.	Meter external interfaces that involve zigbee, USB, ESI

ix.	Meter acting as a communication hub

x.	Large magnet or interference detection

xi.	Define the communications to/from the meter and which ports

xii.	Last gasp testing.

e.	We started a list of the RFP security test questions for entities to assist in finding a vendor 

(or lab) to perform security testing.

2.	Open floor (Comments, concerns, issues)

a.	Diana Polulyakh sent a copy of the document Aspect Labs and GraniteKey submitted to the 

California Public Utilities Commission about interim metrics comments.

b.	SGTC/CSWG Metering Test Suite Task Group update.  No update, as a status meeting had 

not been held since before the holidays.  Request to forward these minutes to the 

SGTCC/CSWG metering test suite.

3.	Attendees (if I missed anyone or have spelled your name incorrectly, please let me know):

a.	Balu Ambady

b.	Brian Monkman

c.	Diana Polulyakh

d.	Jose Guzman

e.	Michaela Iorga

f.	Mike Ahmadi

g.	Nelson Hastings

h.	Richard Bockenek

i.	Rudi Schubert

j.	Sandy Bacik

k.	Shrinath Eswarahally

l.	Stephen Chasko



Our next meeting will be Tuesday, February 1 at 11:00 Eastern.



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 







Thank you everyone who contributed to our call Tuesday morning.  All links were tested in this email 

before it was sent.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)

 

20110215 Minutes:

1.	Current activities - ToDos for next week

a.	The initial brainstorming list of existing security testing programs and labs to be contributed 

to the SGTCC IPRM document is completed and up for final review.  The spreadsheet can 

be found here.  If there are modifications, please contact Shrinath Eswarahally or Sandy 

Bacik.  We still need to figure out a way to keep it updated. 

b.	We need a final review of the SG Security AMI-Security Profile v2.0 for whether the 

requirements are testable or not.  The current spreadsheet can be found here.  The link to 

the current spreadsheet also contains the mapping of the AMI-Security Profile to the NISTIR 

7628 in the additional worksheets.

c.	We started a list of the RFP security test questions for entities to assist in finding a vendor 

(or lab) to perform security testing.  The general areas include functionality, options, 

compliance, and security.  We will also add the use case topics and the list from Rohit’s 

embedded security task force.  Can someone forward this list from Rohit, as I do not have it 

in my inbox or folders?

d.	We were asked to list our top 10 use case topics for testing.  The below list that we came 

up with during the meeting, can be expanded and it was found that many, if not all, of these 

items can be placed into any use case:

i.	Remote update of firmware and/or software of any device within the Smart Grid

ii.	A hierarchy of mutual authentication and authorization to any device, service, 

interface, and communication for any system or subsystem within the Smart Grid

iii.	Lifecycle and supply chain management of devices in the Smart Grid.  This is the 

complete cycle from manufacturing to testing to configuration to implementation to 

maintenance and operations to retirement.  The supply chain also needs to be 

included for the logistical flow of the device.  This is to ensure that the device 

remains secure or in a secure state throughout the life

iv.	Health and status of systems

v.	Message protection to include privacy, integrity to protect against things list replay 

and ensure network security

vi.	Latency for demand response, something for traffic congestion

vii.	Input parameter checking / input validation.  Including the failure mode to ensure fail 

open / fail close, the last gasp command, or an unexpected command to or from any 

system

viii.	Monitoring and auditing

ix.	Software security and integrity

x.	Secure or trusted storage – where the secure storage contains the keys, 

certificates, etc. in both hardware and software.

xi.	Please add additional topics.

2.	Completed Activities

a.	The review of the NISTIR 7628 for being actionable.  Most of the NISTIR 7628 requirements 

are testable using examination and interview and there are a few that are technically 

testable.  Recommendation is that more technical requirements are needed within the 

NISTIR 7628 (down a level or two) and a few need to be rewritten to be actionable. The 

current spreadsheet for review and comment is here.  If there are any questions, please 

contact Sandy Bacik.

3.	Open floor (Comments, concerns, issues)

a.	There is a new section on our twiki site that is recent smart grid media testing articles.  To 

keep it fresh, Sandy will only keep the last 60 days Smart Grid testing articles posted on the 

twiki (http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/CSCTGTesting#Recent_Media_on_Smart_Grid_Testi).  Please 

forward any links to Sandy.

b.	SGTC/CSWG Metering Test Suite Task Group update.  No update, as a status meeting had 

not been held since before the holidays.  The C12 suite review has not been completed by 

the CSWG standards subgroup to move forward with additional items in the task group.

4.	Attendees (if I missed anyone or have spelled your name incorrectly, please let me know):

a.	Aaron Gomez

b.	Mark Freund

c.	Michaela Iorga

d.	Mike Ahmadi

e.	Nelson Hastings

f.	Ray Chung

g.	Richard Bockenek

h.	Sandy Bacik

i.	Shrinath Eswarahally

j.	Thomas Peterson

k.	Ward Pyles



Our next meeting will be Tuesday, February 22 at 11:00 Eastern.



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 





Thank you everyone on our call Tuesday morning.  All links were tested in this email before it was sent.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)

 

20110222 Minutes:

1.	Current activities - ToDos for next week

a.	From our work plan, our task statuses:

i.	Task 1 – Security Testing Programs – initial draft completed 201102 and to be sent 

to SGTCC for the IPRM update

ii.	Task 2 – Security Testing Frameworks – initial draft completed 201102 and to be 

sent to the SGTCC for the IPRM update

iii.	Task 3 – Security Testing Questions – still working on draft

iv.	Task 4 – Security Test Cases – still working on final draft

v.	Task 5 – Security Test Requirements NISTIR 7628 Volume 1 – review completed 

and need to rewrite some requirements to be testable

vi.	Task 6 – Security Test Requirements AMI-SEC – initial review completed and need 

to rewrite some requirements to be testable

b.	We completed our initial brainstorming review of existing security testing programs and 

labs to be contributed to the SGTCC IPRM document.  Two suggestions for maintaining the 

list is to contact the labs and have them update us and the second suggestion is that as we 

come across updated information we will update the list.  Thank you everyone for your 

contributions.

c.	We need to finish the review of the SG Security AMI-Security Profile V2.0 document for 

testability.  The latest version until the updates are incorporated is here.  The link to the 

current spreadsheet also contains the mapping of the AMI-Security Profile to the NISTIR 

7628 in the additional worksheets.

d.	We need to start finalizing the RFP security test question guideline for entities to assist in 

finding a vendor (or lab) to perform security testing.  The general areas include 

functionality, options, compliance, and security.  Can someone please forward Sandy 

Rohit’s embedded security task force list for inclusion in the document?

e.	From the SGTCC, we were asked to list our top 10 use case topics for testing.  The below 

list that we came up with during the past two weeks.  These are high level topics.  We will 

review on last time next week and forward onto the SGTCC:

i.	Remote update of firmware and/or software of any device within the Smart Grid

ii.	A hierarchy of mutual authentication and authorization to any device, service, 

interface, and communication for any system or subsystem within the Smart Grid

iii.	Lifecycle and supply chain management of devices in the Smart Grid.  This is the 

complete cycle from manufacturing to testing to configuration to implementation to 

maintenance and operations to retirement.  The supply chain also needs to be 

included for the logistical flow of the device.  This is to ensure that the device 

remains secure or in a secure state throughout the life

iv.	Health and status of systems

v.	Message protection to include privacy, integrity to protect against things list replay 

and ensure network security

vi.	Latency for demand response, something for traffic congestion

vii.	Input parameter checking / input validation.  Including the failure mode to ensure fail 

open / fail close, the last gasp command, or an unexpected command to or from any 

system

viii.	Monitoring and auditing.  For example, a security audit log for forensic operations in 

case of an attack.

ix.	Software security and integrity

x.	Secure or trusted storage – where the secure storage contains the keys, 

certificates, etc. in both hardware and software.

2.	Open floor (Comments, concerns, issues)

a.	SGTC/CSWG Metering Test Suite Task Group update.  No update, as a status meeting will 

be held on Tuesday afternoon and the update will be given during next week’s call.

b.	Concern was brought up about the FERC IEC standards review and our direction.  The 

SGIP will probably open a Priority Action Plan (PAP) to perform a formal review of the 5 IEC 

standards and we may re-doc the cybersecurity review or contribute the current work.  This 

decision on these standards should not affect the work within our testing and certification 

subgroup.

c.	Concern was brought up about our work and other testing and certification work within the 

Smart Grid.  We continue to have our membership expanded and we are trying to integrate 

our work into everyone else’s work and vice versa to keep updating on all the Smart Grid 

testing and certification.

d.	Concern was brought up about the mechanism for accreditation and lab qualifications for 

Smart Grid Testing.  NIST has a meter test program contract being worked currently and 

that team is part of our subgroup.  They are also working with NIST on the National 

Voluntary Laboratory Qualifications Program (NVLAP).  The SGIP Testing and Certification 

Committee (SGTCC) has created a lab qualification task group to continue expanding 

qualifications.  The SGIP (parent to the CSWG) is working on a certification and 

accreditation process for smart grid.

3.	Attendees (if I missed anyone or have spelled your name incorrectly, please let me know):

a.	Diana Polulyakh

b.	Frances Cleveland

c.	Irene Gassko

d.	Jose Guzman

e.	Mark Freund

f.	Michaela Iorga

g.	Mike Ahmadi

h.	Nelson Hastings

i.	Ray Chung

j.	Richard Scott

k.	Sandy Bacik

l.	Shrinath Eswarahally

m.	Spiro Sacre

n.	Timothy Yardley



Our next meeting will be Tuesday, March at 11:00 Eastern.



Regards,

Sandy Bacik, CISSP, ISSMP, CISM, CGEIT

Principal Consultant, EnerNex

sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com

620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932

 





Thank you everyone on our call Tuesday morning.  All links were tested in this email before it was sent.



Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting

Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com) 

 

20110301 Minutes:

1.	Current activities

a.	We finalized the brainstorming list of security test labs.  The latest set of comments 

have been incoroprated: http://collaborate.nist.gov/twiki-

sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-

SecurityTestProgramsAndVendors-v1p5.doc 

b.	We finalized our top 10 high level use case topics and these will be forwarded onto the 

SGTCC for the Nashville meeting:

i.	Remote update of firmware and/or software of any device within the Smart Grid

ii.	A hierarchy of mutual authentication and authorization to any device, service, 

interface, and communication for any system or subsystem within the Smart 

Grid

iii.	Lifecycle and supply chain management of devices in the Smart Grid.  This is 

the complete cycle from manufacturing to testing to configuration to 

implementation to maintenance and operations to retirement.  The supply chain 

also needs to be included for the logistical flow of the device.  This is to ensure 

that the device remains secure or in a secure state throughout the life

iv.	Health and status of systems

v.	Message protection to include privacy, integrity to protect against things list 

replay and ensure network security

vi.	Latency for demand response, something for traffic congestion

vii.	Input parameter checking / input validation.  Including the failure mode to 

ensure fail open / fail close, the last gasp command, or an unexpected 

command to or from any system

viii.	Monitoring and auditing.  For example, a security audit log for forensic 

operations in case of an attack.

ix.	Software security and integrity

x.	Secure or trusted storage – where the secure storage contains the keys, 

certificates, etc. in both hardware and software.

c.	We talked about the need to finalize the review of the SG Security AMI-Security Profile 

v2.0 for whether the requirements are testable or not.  The current spreadsheet can be 

found here.  The link to the current spreadsheet also contains the mapping of the AMI-

Security Profile to the NISTIR 7628 in the additional worksheets.

2.	Open floor (Comments, concerns, issues)

a.	SGTC/CSWG Metering Test Suite Task Group update.  The standards subgroup has 

not completed the review of C12.1, C12.19, and C12.22 for the task group to evaluate.  

There is a small group now reviewing the NISTIR 7628 from an interoperability and 

compliance stand point.

b.	Do we want a small subgroup to start writing formal suggestions for re-writing some of 

the NISTIR 7628 requirements?  The response was 'yes', so everyone who made 

comments on the NISTIR 7628 requirements will be part of the small group to make 

formal suggestions to updating the NISTIR 7628 to be forwarded to the high level 

security requirements subgroup when they start up this summer.  Tentatively the group 

is ISCA labs, Aspect Labs, Michaela Iorga, Nelson Hastings, Sandy Bacik.  If there is 

anyone else, please email Sandy Bacik

c.	Shrinath: How do we know the labs want to participate in the Smart Grid and/or 

cybersecurity testing information that we have produced?  We do not know that this 

time, it is a brainstorming list.  As the requirements and the SGIP TCC starts actively 

pursuing labs, we will going in the effort with our list.

d.	Scott: Can we reach out to NEMA (Paul Molitor) to learn about their testing lab setup.  

NEMA will have an operations manual our for public comment sometime the beginning 

of Aprilr.  Then NEMA will be developing a testing methodology.  We need to find out if 

NEMA is interested in joining our security TCC subgroup.

e.	Shrinath:  What is the mailing and information on SGTCC working group 8 (WG8)?  

WG8 is the IPRM implementation working group.  Working Group 8 of the SGTCC 

manages the development of processes, tools and guidance to support stakeholders of 

the Interoperability Process Reference Manual (IPRM), particularly Interoperability 

Testing & Certification Authorities intending to implement the IPRM in certification 

programs.  The twiki site is http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SGTCCIPRMImplementation.  The WG8 mailing list has not 

been setup at this time, but to join the SGTCC general interest list: 

http://www.smartgridlistserv.org/cgi/wa.exe?SUBED1=SGIP-SGTCC-INTEREST&A=1 

f.	Shrinath / Scott: AEIC Guidelines.  How do we update them?  Where is the link and 

information?  The standards subgroup has already performed a review of the AEIC 

Guidelines and have submitted their PAP05 recommendations.  The PAP05 (standard 

meter data profiles) twiki site is http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/PAP05MeterProfiles and the final artifacts for the reviews 

and comments are posted here: http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/PAP05MeterProfilesFinalArtifacts.  PAP05 is going to the 

SGIP Governing Board at the end of March in Nashville.

1.	Attendees

a.	Brian Monkman

b.	Diana Polulyakh

c.	Mark Freund

d.	Nelson Hastings

e.	Ray Chung

f.	Richard Bockenek

g.	Sandy Bacik

h.	Scott Shorter

i.	Shrinath Eswarahally

j.	Spiro Sacre
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d.                We talked about the need to finalize the review of the SG 

Security AMI-Security Profile v2.0 

(http://osgug.ucaiug.org/utilisec/amisec/Shared%20Documents/AMI%20Security%20Profile%20(ASAP-SG)/AMI%20Security%20Profile%20-%20v2_0.pdf) 

for whether the requirements are testable or not  The current spreadsheet can be 

found here: 

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/AMI_System_Security_-TestableRequirements-v1p3.xls. 

 The link to the current spreadsheet also contains the mapping of the 

AMI-Security Profile to the NISTIR 7628 in the additional worksheets.  Before a 

subgroup can assist in suggestions for rewording, we need to have additional 

eyes on the document.  Additional comments are due by 3/15.

e.                Our detailed list of security test case topics that we will be 

coordinating with the AMI-Sec subgroup has been placed on hold.

f.                 We started a list of the RFP security test questions 

(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-RFPQuestionsSecurityTesting-v1p0-RVF-Edit.doc) 

for entities to assist in finding a vendor (or lab) to perform security testing. 

 We will work on this in detail during our 3/22 call.

2.                Open floor (Comments, concerns, issues)

a.                SGTC/CSWG Metering Test Suite Task Group update - no update 

since last week.  The twiki site for the task group is 

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGTCCMeterTest. 

b.                Nashville meeting (03/30 9:00 - 11:30) CSWG update, there will 

be remote access and the links for remote registration should be posted about a 

week before the session.

c.                Scott Shorter asked for a definition of testable / actionable. 

 Response:  1) Can the requirement be evaluated through an administrative, 

examination and/or technical task?  2)  Can the requirement be interpretted one 

and only one way?

d.                During our call on 3/15 we will start brainstorming on 

additional tasks to add to our work plan.

e.                Scott Shorter is working on a document for modeling a test 

framework using the NEMA meter upgradeability standard and has requested our 

assistance in the review when the draft is completed.

3.                Attendees

a.                Aaron Gomez

b.                Brian Monkman

c.                Diana Polulyakh

d.                Gio Gallo

e.                Marianne Swanson

f.                 Michaela Iorga

g.               Mike Ahmadi

h.                Nelson Hastings

i.                 Ray Chung

j.                 Richard Bockenek

k.                Richard Scott

l.                 Sandy Bacik

m.              Scott Shorter

n.                Spiro Sacre

o.                Timothy Yardley

p.                Vicky Yan
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