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From:                                             csctgtesting@nist.gov on 
behalf of Sandy Bacik [sandy.bacik@enernex.com]
Sent:                                               Friday, April 08, 2011 3:35 
PM
To:                                                  Multiple recipients of list
Subject:                                         CSWG Testing & Certification 
minutes from 20110405
 
Thank you everyone for your participation on our call Tuesday.  All links were 
tested in this email before it was sent.  If I have missed anything or anyone on 
the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com)  
 
20110405 Minutes
 
1.                Current activities
a.                A good discussion on using the NIST SP800-53a framework
b.                Consensus was to use the NIST SP800-53a framework to move 
forward in developing testing requirements
c.                There was a discussion on attempting to integrate the Common 
Criteria EAL into the NIST SP800-53a framework and additional discussion will be 
needed
d.                Gio Gallo distributed with permission of Wurldtech Security 
Technologies(WST) and OPUS Consulting Group (OCG), attached are the WIB 2.0 – 
NISTIR 7628 Alignment analysis summary document and workbook prepared by OCG for 
WST last month.  We will need to discuss the applicability of this to our work
e.                Nelson provided a few examples in his overview of NIST 
SP800-53a, that we will work on next week
2.                The discussion on the definition of testing was put on hold
3.                The general scoping question discussion was also put on hold
4.                Tasks the need to be followed-up on
a.              Please review the RFP security test question and comment 
(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
RFPQuestionsSecurityTesting-v1p2.doc)
5.                Attendees
a.                Diana Polulyakh
b.                Ed Beroset
c.                Gio Gallo
d.                Greg Byrum
e.                Jose Guzman
f.                 Michaela Iorga
g.               Mike Ahmadi
h.                Nelson Hastings
i.                 Ray Chung
j.                 Richard Bockenek
k.                Scott Shorter
l.                 Timothy Yardley
m.              Ward Pyles
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Our next call is Tuesday, April 12 at 11:00 Eastern with the same call 
information: 866-793-6322 X3836162#.
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             csctgtesting@nist.gov on 
behalf of Sandy Bacik [sandy.bacik@enernex.com]
Sent:                                               Tuesday, April 12, 2011 2:29 
PM
To:                                                  Multiple recipients of list
Subject:                                         CSWG Testing & Certification 
minutes from 20110412
 
Thank you everyone for your participation on our call Tuesday. good discussion.  
All links were tested in this email before it was sent.  If I have missed 
anything or anyone on the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110412 Minutes
1.                Current activities
a. Please perform a final review of the RFP security testing questions 
(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
RFPQuestionsSecurityTesting-v1p3.doc) 
and in the near future we will issue this as an SGIP document
b. We talked about using the NIST SP800-53a framework document to write our 
testing requirements
                                     i.          Concerns were raised that 
SP800-53a is for system-wide assessment of security controls and not product 
testing.  We will need to look at a higher certification and accreditation 
framework - the SGTCC is looking into this.
                                    ii.          We will be using the NIST 
SP800-53a framework for writing the test requirements for the NISTIR 7628 
version 1.0, because the NISTIR 7628 are at a system and higher level than 
technical controls.
                                   iii.          Within SP800-53a, there are 
three methods that can be used to make the test determination: (1) examine 
consists of reviewing, inspecting, observing, studying or analyzing objects 
(specifications, mechanisms, procedures, etc.); (2) interview consists of 
holding discussions with individuals or groups of individuals within an 
organization; and (3) test consists of exercising one.  We will use these three 
methods for the NISTIR 7628 high level cybersecurity requirements.
                                  iv.          We will write test objectives for 
each NISTIR 7628 requirement.
                                    v.          When we have to write testing 
requirements for products and have stronger product technical requirements we 
will review using the SP800-53a and the common criteria evaluation assurance 
levels (EAL s).
c. We started the discussion on how to write our testing requirements, which we 
will potentially refine in the future
                                     i.          The term “shall” means the 
requirement is required.
                                    ii.          The term “should” means the 
requirement is optional.
                                   iii.          The requirement shall be 
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positively stated, whenever possible.
                                  iv.          The requirement shall contain one 
and only one action and may have many condition.
2.                Open discussion
a. Gio Gallo distributed with permission of Wurldtech Security Technologies(WST) 
and OPUS Consulting Group (OCG) the WIB 2.0 – NISTIR 7628 Alignment analysis 
summary document and workbook prepared by OCG for WST last month.  We will see 
get Dennis Holstein to give an overview of the WIB in a future meeting.
b. Clarification of the CSWG TCC relationship to the SGIP Testing and 
Certification Committee (SGTCC).  The SGTCC twiki site is here: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SmartGridTestingAndCertificationCommittee. 
 A separate email will be sent on how our work integrated into the SGTCC.
3.                Attendees
a. Aaron Gomez
b. Brian Monkman
c. Don Weber
d. Ernie Hayden
e. Gio Gallo
f.  Mark Freund
g.Michaela Iorga
h. Mike Ahmadi
i.  Nelson Hastings
j.  Richard Bockenek
k. Rick Shelton
l.  Sandy Bacik
m.         Scott Shorter
n. Shrinath Eswarahally
o. Vicky Yan
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Wednesday, April 20, 2011 
9:24 AM
To:                                                  csctgtesting@nist.gov
Cc:                                                   holsteindk@earthlink.net
Subject:                                         CSWG Testing & Certification 
minutes from 20110419
 
Thank you everyone for your participation on our call Tuesday. good discussion.  
All links were tested in this email before it was sent.  If I have missed 
anything or anyone on the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110419 Minutes
1.      SURET.
a.      Thank you to Dennis Holstein, OPUS Consulting, for presenting 
information on SURET.  Thank you also to Gio Gallo and Ward Pyles for their 
contributions and additional explanations during the call.
b.      SURET is an excel macro based tool used for alignment studies and is 
used to perform requirements analysis only.
c.      The spreadsheet reviewed during the session was the SURET analysis of 
the NISTIR 7628, where the columns are the NISTIR 7628 requirements and the rows 
are what was being assessed, which was the WIB 2.0. 
(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/WIB_Assessment_2011-03-16.xlsm). 


d.      WIB (http://www.wib.nl/).  The International Instrument Users' 
Association.  WIB provides process instrumentation evaluation- and assessment 
services for- and on behalf of- its industrial user member companies.  The 
requirements document that Dennis had mentioned has been forwarded to the group 
by Gio Gallo: 
(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/WIB_M2784_PCS_vendorsecurity_v2.pdf). 
 And the WIB Guideline Document: 'Process Control Domain-Security Requirements 
for Vendors' is freely available to interested professionals, but requires 
registration: http://www.wib.nl/download.html. 
e.      Dennis had mentioned that the WIB was going to be combined with 
ISA-99.03.04 to make IEC 62443-3-4 and is the work product subject of 'product 
development requirements)'.  This work is part of TC65 and you can contact 
Dennis or Tom Phinney about contributing to resolving the comments on this new 
proposed IEC document.
f.       When OPUS performed a WIB review of the NISTIR 7628 there were no 
conflicts in the requirements and found that the WIB was more specific, more 
prescriptive.  When using the WIB, the reviewing analyst reviews it from an 
objective and subjective point of view.  Here is the WIB review of the NISTIR 
7628 report: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/WIB_2.0_-_NISTIR_7628_Alignment_2011-
03-16.docx 


g.     Anyone can perform this type of analysis.  To get the WIB certification, 
there are semi-annual reviews and spot audits, where an entity must perform and 
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pass to retain the certification.  This certification is mostly about business 
process certification and not testing the security of products or environments.  
This is a baseline of business practices for efficiency and effectiveness.
2.      Open Items
a.      We still need to finish the review and email thread comments on the 
document for RFP security testing questions: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCC-Brainstorm-
RFPQuestionsSecurityTesting-v1p3.doc. 


b.      Start developing test requirements based on the NISTIR 7628.
3.      Attendees
a.      Aaron Gomez
b.      Balu Ambady
c.      Dennis Holstein
d.      Drake Byrum
e.      Ernie Hayden
f.       Gio Gallo
g.     Greg Hollenbaugh
h.      Jose Guzman
i.       Michaela Iorga
j.       Mike Ahmadi
k.      Nelson Hastings
l.       Ray Chung
m.    Richard Bockenek
n.      Richard Scott
o.      Sandy Bacik
p.      Scott Shorter
q.     Shrinath Eswarahally
r.       Vicky Yan
s.      Ward Pyles
 
Our next call will be on Tuesday, April 26, 2011 at 11:00 ET.
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Wednesday, April 27, 2011 
2:33 PM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110426
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com)  
 
20110426 Minutes
1.      Review the RFP security test questions.  The discussion and comments 
centered around criticism on the document, lack of term definition and on the 
content.
a.      There was a suggestion to remove the guidance responses from the 
document.
b.      And replace the guidance responses with guidance on what a requester 
should ask for from the provider as evidence.
c.      A task team has been formed to define terms before we proceed with this 
document.  They will hopefully get to meet this week and have something to 
present on Tuesday (05/03).
d.      This document is on hold until the definitions are accepted and a new 
scope of the document defined.
2.      There was criticism on the definition of testing requirements that had 
been established in a few of the previous calls.  So the team established in the 
above task will also redefine what a 'testing requirement' or another term that 
we will use.
3.      We did not get to reviewing the DRAFT samples and template.  The due 
date for writing the NISTIR 7628 test requirements is June 2011.  Next week we 
will review the samples, please ensure that you review the document content, not 
the document format yet: 
http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Cybersecurity_Test_Requirements-DRAFT-v1p0.doc. 
 We will review and discuss the samples of SG.AC-1 and SG.AC-11.  Then make 
assignments to model requirements using NIST SP800-53a. 
4.      No open discussion.
5.      Attendees
a.      Diana Polulyakh
b.      Don Weber
c.      Greg Hollenbaugh
d.      Larry Camm
e.      Michaela Iorga
f.       Mike Ahmadi
g.     Nelson Hastings
h.      Richard Scott
i.       Rick Sheldon
j.       Sandy Bacik
k.      Scott Shorter
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l.       Shrinath Eswarahally
m.    Vicky Yan
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Sunday, May 08, 2011 2:38 PM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110503
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.  I apologize if my fonts do not look 
proper.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110503 Minutes
1.      Open Items
a.      Definitions task
                                                    i.     A short discussion 
was held on the definitions team list of terms
                                                   ii.     The work of the 
definitions task group will not hold us up in developing the testing 
requirements document
b.      Writing testing requirements based on the NISTIR 7628
                                                    i.     A question arose 
having to do with “scope” or how much detail can be provided when a requirement 
can be tested for in a product. A suggestion was to investigate whether or not 
the Logical Interface Categories found in the NISTIR might address this 
“scoping” issue but no one has been identified to lead this effort and may be 
done later. The rational was that our first step should be to make a cut at the 
NISTIR at a high level then provide more detail as necessary later. 
                                                   ii.     The rational was that 
our first step should be to make a cut at the NISTIR at a high level then 
provide more detail as necessary later. 
                                                  iii.     Finally, there was 
some confusion about what controls are required verses optional since the NISTIR 
in general does not have “shall” statements so, we discussed how one determines 
a baseline set of controls based on the impact level of the system.
                                                 iv.     A suggestion that the 
document the group is working on be called “Guide for Assessing NISTIR 7628 High 
Level Security Requirements” since it would parallel the NIST 800-53 and 
800-53A.  We need to discuss and come to consensus in a future meeting
2.      No open discussion.
3.      Attendees
a.      Frances Cleveland
b.      Gio Gallo
c.      Marianne Swanson
d.      Michaela Iorga
e.      Nelson Hastings
f.       Richard Scott
g.     Scott Shorter
h.      Spiro Sacre
i.       Timothy Yardley







file:///C|/...SubGroups/NIST-TestingAndCertification/Minutes/2011Q02-Minutes/CSWG_Testing__Certification_minutes_from_20110503.txt[7/6/2011 8:21:18 AM]


j.       Vicky Yan
 
On Tuesday, May 10th, we will review a few examples.
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Friday, May 13, 2011 2:42 PM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110510
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110510 Minutes
1.      Open Items
a.      We reviewed the updated assessment template based on NIST SP800-53a.
                                          i.     It was pointed out that the 
template did not capture assurance levels for the assessment methods. Given 
assessment methods for a security control when should examination, interview, 
and testing (and associated depth and coverage) methodologies be applied. For 
example, a low assurance system may only need the examination method while a 
high assurance system may require examination as well as interview and testing 
methods. 
                                         ii.     We discovered that NIST 
SP800-53A (2008) and SP800-53a (2010) vary slightly and we will continue the 
discussion on how to adapt both for the CSWG use.
                                        iii.     We will continue to review the 
template before we make assignments based on the NISTIR 7628 high level security 
requirements.
2.      No open discussion.
3.      Attendees
a.      Dennis Holstein
b.      Diana Polulyakh
c.      Gio Gallo
d.      Greg Hollenbaugh
e.      Jose Guzman
f.       Marianne Swanson
g.     Michaela Iorga
h.      Mike Ahmadi
i.       Nelson Hastings
j.       Richard Scott
k.      Scott Shorter
l.       Shrinath Eswarahally
m.    Vicky Yan
 
On our next call, May 17, Gio Gallo will lead the discussion on the assurance 
levels in 800-53a.  We will be having a webinar, reserve your Webinar seat now 
at: https://www2.gotomeeting.com/register/944143618.  
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
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EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:   csctgtesting@nist.gov on behalf of Sandy Bacik 
[sandy.bacik@enernex.com]
Sent:   Tuesday, May 17, 2011 3:32 PM
To:     Multiple recipients of list
Subject:        CSWG Testing & Certification minutes from 20110517


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please 
let me know.  I am going to start doing the minutes in text format to ensure my fonts are not messed up 
and to allow anyone to be able to read the emails.


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com) 


20110517 Minutes
1. Open Items
        a. Gio Gallo presented the differences found between NIST SP800-53a final and the SP800-53a 
rev1.  The discussion centered around the assurance levels and the focus levels of depth and coverage.
                i. Old: http://csrc.nist.gov/publications/nistpubs/800-53A/SP800-53A-final-sz.pdf 
                ii. New: http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf 
                iii. Gio identified other missing information from both documents for using the assurance 
levels and focus levels of depth and coverage
                iv. We may want to make some suggestions back to NIST for potentially improving 
SPP800-53a examples to ensure it includes the assurance levels and the focus levels
        b. Sandy Bacik will take the template and incorporate the suggested changes for us to discuss 
during our next call
        c. Sandy Bacik will make a decision tree that we can review and easily understand the 
assurance levels with the focus levels of depth and coverage 2. No open discussion.
3. Attendees
        a. Andre Ristaino
        b. Balu Ambady
        c. Dennis Holstein
        d. Don Weber
        e. Gio Gallo
        f. Jose Guzman
        g. Mark Freund
        h. Michael Alexander
        i. Michaela Iorga
        j. Nelson Hastings
        k. Richard Scott
        l. Rick Sheldon
        m. Sandy Bacik
        n. Scott Shorter
        o. Shrinath Eswarahally


Next Tuesday, May 23, many of us will be at Connectivity Week, so our next call will be May 31st. 


Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470
e:  sandy.bacik@enernex.com // www.enernex.com 
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No meeting on May 24, 2011.
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From:                                             Sandy Bacik
Sent:                                               Tuesday, May 31, 2011 3:50 
PM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110531
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.  I am going to start doing the minutes in 
text format to ensure my fonts are not messed up and to allow anyone to be able 
to read the emails.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110531 Minutes
1.      Open Items
a.      We reviewed the updated template: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Assessment-Sample-Matrix-v0p3.xls 


                                                     i.     Reference only.  
Tab: Assurance Testing Levels.  Matrix of options of SP800-53a assurance levels 
to the focus level for each of the assessment methods.
                                                   ii.     Reference only.  Tab: 
Assessment Method Definitions.  Copies from SP800-53a for the definitions for 
each assessment method.  NOTE:  As Gio noted in the email, this will need to be 
updated with the SP800-53a revision 1 definitions.
                                                  iii.     Reference only.  Tab: 
Assurance Guidance matrix.  If, say, assurance level 3 is selected, then 27 
assessment requirements will need to be written for each objective statement.  
An example of a simple decision tree.
                                                  iv.     Reference only.  Tab:  
NISTIR 7628 Mappings.  From the NISTIR 7628, a mapping of the NISTIR 7628 high 
level security requirements to the SP800-53a requirements.
b.      Tab: Assurance Objectives.  
                                                     i.     Reference only.  The 
columns of Smart Grid Cyber Security Requirement, Requirement Type, NISTIR 7628 
Requirements Detail, Test; Technical (T) or Administrative (A), Examine, 
Interview, and Test are not to be changed, as this was the previous work agreed 
upon the group and is the baseline for developing assessment objectives.
                                                   ii.     TBD at a later date.  
The columns of Assurance testing Level (1, 2 or 3), Examine Focus Level (depth), 
Examine Focus Level (coverage), Interview Focus Level (depth), Interview Focus 
Level (coverage), Test Focus Level (depth), Test Focus Level (coverage) will be 
updated after all the assessment objectives have been defined.
                                                  iii.     TASK:  The Assurance 
Objective column was initialized with the verbiage from SP800-53a and needs to 
be updated based on the information from the NISTIR 7628 details of the high 
level security requirements.  Send the updates to Sandy and she will coordinate 
all master updates.
                                                  iv.     TASK: Tab Assurance 
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Objectives.  Who is assigned which set of requirements to perform the task of 
writing assessment objectives.  So far we have
1.      SG.AC family - Dennis Holstein
2.      SG.AU family - Scott Shorter
3.      SG.IA - Mike Ahmadi
4.      SG.PL - Sandy Bacik
2.      Attendees
a.      Dennis Holstein
b.      Douglas McGinnis
c.       Gio Gallo
d.      Jack Walsh
e.      Jose Guzman
f.       Mark Freund
g.      Michaela Iorga
h.      Mike Ahmadi
i.        Richard Scott
j.        Rick Sheldon
k.      Sandy Bacik
l.        Scott Shorter
m.    Shrinath Eswarahally
n.      Vicky Yan
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Thursday, June 09, 2011 8:18 
AM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110607
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.  My Outlook is not liking some of my 
fonts, so I apologize if the font size varies in the email.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110607 Minutes
1.      Open Items
a.      Reviewing and updating the assessment objectives spreadsheet: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Assessment-Sample-Matrix-v0p4.xls 
 
                                          i.     We still need additional 
volunteers to assist in writing assessment objectives.
                                         ii.     We started a review of the 
"Assessment Objectives" tabs and the "Assessment Objective" column.
1.      The content of the SG.AC has too brief of assessment objectives and need 
to be updated using the SP800-53a.  Sandy will work on this for next Tuesday.
2.      SG.AT-1 is in a good format, but Supplemental Guidance should not be 
included.  Sandy will work on this modification for next Tuesday.
3.      SG.IA-1 is also a good format, but the Supplemental Guidance and 
Additional considerations should not be included.  Sandy will work on this 
modification for next Tuesday.
                                        iii.     We want the assessment 
objective written in the NIST SP800-53a format.
                                        iv.     We want the main portion of the 
NISTIR 7628 requirement and the requirement enhancement included in the 
assessment objective.  The supplemental guidance and additional consideration of 
the NISTIR 7628 requirement will be part of the assessment case later in our 
development.
b.      We will be working on developing the assessment cases and requirements 
at a later date and the format will be discussed at this time.
                                          i.     As we move forward we will 
discuss the detail level, such as requirements for a bronze, silver, or gold 
level to put it in context of the assessment scope.  The assurance level will be 
after we completed after the assessment objectives.
c.      The maturity of this and future documents will improve over time, such 
as CMM that Rick Sheldon had mentioned on the call.
d.      Scott Shorter asked about the CSWG Risk Management framework and how it 
would fit into this process.  Marianne Swanson relayed some of the response of 
the selecting controls based on the mission with the CIA and the high, moderate, 
low level and that is within the Federal government.  We need to have a 
baseline, and the utilities can use compensating controls to mitigate or accept 
the risk.
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e.      In the future we will need to define the maturity levels (what are you 
doing) and the assurance level (degree to which it is being examined) and this 
will be based on the criticality of the system.  We discussed that maturity is 
how far along the path to compliance or how well is the process being met.  We 
discussed that assurance is about the level of confidence.  We need to consider 
both of these as we proceed.
f.       Along with documenting the process of our development, we will want to 
add a lessons learned to the document.  In the future when a test program is 
implemented we will need to determine how to keep a lessons learned throughout 
the testing.
2.      Attendees
a.      Don Weber
b.      Douglas McGinnis
c.      Gio Gallo
d.      Jose Guzman
e.      Marianne Swanson
f.       Mark Freund
g.      Michaela Iorga
h.      Mike Ahmadi
i.       Nelson Hastings
j.       Richard Scott
k.      Rick Sheldon
l.       Sandy Bacik
m.    Scott Shorter
n.      Shrinath Eswarahally
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Tuesday, June 14, 2011 5:08 
PM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110614
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.  My Outlook is not liking some of my 
fonts, so I apologize if the font size varies in the email.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110614 Minutes
1.      Open Items
a.      Reviewing and updating the assessment objectives spreadsheet: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Assessment-Sample-Matrix-v0p5.xls 


                                          i.     We continued the review of the 
"Assessment Objectives" tabs and the "Assessment Objective" column.
                                         ii.     In writing the objectives, even 
using the SP800-53a format, we need to write them so there is no 
misinterpretation and no confusion on what the objective means.  Specifically in 
this discussion SG.AT-5.1 iii and iv was mentioned as to who's recommended 
standards.  While it does imply reference back to the NISTIR 7628 SG.AT-5 
requirement it needs to be written more clear in the objective
                                        iii.     The other question that was 
presented is should we list the items that we are looking for specifically in a 
document or have them all in a sentence - SG.AU-1 versus SG.AC-1.  Whomever is 
writing the objective will write it in either format and when we perform a final 
review we will decide on which format and let Marianne weigh in on the format 
decision.
b.      We still need additional volunteers to assist in writing assessment 
objectives.
                                          i.     Scott Shorter volunteered to 
take on the SI family during the call.
c.      We want the main portion of the NISTIR 7628 requirement and the 
requirement enhancement included in the assessment objective.  The supplemental 
guidance and additional consideration of the NISTIR 7628 requirement will be 
part of the assessment case later in our development.
d.      We will continue to write the objectives and try to get all the initial 
objectives written by the July 4th holiday.
2.      Attendees
a.      Douglas McGinnis
b.      Jose Guzman
c.      Michaela Iorga
d.      Mike Ahmadi
e.      Nelson Hastings
f.       Richard Scott
g.      Sandy Bacik
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h.      Scott Shorter
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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From:                                             Sandy Bacik
Sent:                                               Wednesday, June 22, 2011 
11:10 AM
To:                                                  csctgtesting@nist.gov
Subject:                                         CSWG Testing & Certification 
minutes from 20110621
 
All links were tested in this email before it was sent.  If I have missed anyone 
on the attendance, please let me know.
 
Our twiki site: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting 
Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik 
(sandy.bacik@enernex.com) 
 
20110621 Minutes
1.      Open Items
a.      Reviewing and updating the assessment objectives spreadsheet: 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/Assessment-Sample-Matrix-v0p6.xls 


                                          i.     We continued the review of the 
"Assessment Objectives" tabs and the "Assessment Objective" column.  On the call 
we had consensus on the formatting of the Assessment Objectives and they look 
pretty good.  The comments that should come back would be grammar and finite 
details to be updated.
                                         ii.     ASSIGNMENT:  Everyone needs to 
review the Assessment Objectives column to ensure that nothing was missed from 
the NISTIR 7628 high level security requirements and requirement enhancements.  
Comments should be back to Sandy Bacik by July 5, 2011 for finalization of the 
Assessment Objectives.
                                        iii.     On the call we had consensus to 
retain the focus levels of basic, focused, and comprehensive as in SP800-53a 
revision 1.0.
                                        iv.     On the call we had consensus 
that we should add an assessment method and assessment objects columns before we 
proceed any farther with the spreadsheet.
                                         v.     On the call we had consensus 
that we would not be writing the detailed assessment steps, as this would be the 
procedures that a lab or utility would write for the assessment.
                                        vi.     One of the next steps will be to 
document a process for the lab or utility to select the focus level of basic, 
focused, or comprehensive assessments based on the risk of the smart grid 
system.
2.      Open Forum
a.      Mike Ahmadi brought up Craig Miller's NRECA document on the questions 
for vendors.  Mike would like to see a mapping / crosswalk of the NRECA document 
for vendors questions 
(https://groups.cooperative.com/smartgriddemo/public/CyberSecurity/Documents/SecurityQuestions.docx) 
to the NISTIR 7628 assessment objectives we are working on.
b.      Mike Ahmadi provided a link to the NRECA cyber security materials: 
https://groups.cooperative.com/smartgriddemo/public/CyberSecurity/Pages/default.aspx 


3.      Attendees







file:///C|/...SubGroups/NIST-TestingAndCertification/Minutes/2011Q02-Minutes/CSWG_Testing__Certification_minutes_from_20110621.txt[7/6/2011 8:21:21 AM]


a.      Michaela Iorga
b.      Mike Ahmadi
c.      Richard Scott
d.      Rick Sheldon
e.      Sandy Bacik
f.       Scott Shorter
g.      Shrinath Eswarahally
 
Due to the NESCOR Summit next week, there will not be a CSWG Testing & 
Certification call on June 28th.
 
Regards,
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant
EnerNeX
p:  865.696.4470 
e:  sandy.bacik@enernex.com // www.enernex.com 
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No meeting on June 28, 2011.
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