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Sandy Bacik


From: Sandy Bacik
Sent: Tuesday, August 16, 2011 4:28 PM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110816


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting   
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov),  Sandy Bacik (sandy.bacik@enernex.com)  
 
20110816 Minutes 
1. Open Items 


a. We will be forwarding our NISTIR 7628 Assessment Guide (http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide‐v1p0.doc) and companion 
spreadsheet (http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet‐v1p0.xls) 
in the SGIP template to the CSWG Management review and approval to publish as an SGIP document. 


i. HATS OFF TO THE TEAM for completing this large deliverable!  Thank you everyone for your 
contributions and feedback. 


ii. When publishing, we will also include a pdf formatted for printing the excel spreadsheet to assist 
users in ensure they are printing everything with the spreadsheet. 


iii. When publishing, we will also have a cover letter to accompany the document about the use and 
caution on the printing of the very large spreadsheet. 


iv. Mike Ahmadi asked about the distribution of this document for use with IEC 62443 2‐4 and because 
we are a public group anyone is able to download, reference, and use the document. 


2. Next steps 
a. The AMI Security subgroup has not completed the requirements document, so our next task to write an 


assessment guide for the AMI Security requirements is on hold.  It was suggested to take the OpenSG 
SGSecurity AMI Security Profile v2.0 and start writing an assessment guide based on this.  We would then 
also be able to begin our homework on AMI. 


b. We brainstormed on additional topics to write an assessment guide and the following are a few topics and 
links: 


i. Create an assessment to address the SG functional and security issues under extreme environments: 
extreme temperatures, humidity and radiations – in these environments crypto modules 
(operations) can fail even when it is not maliciously induced. But for security reasons, to prevent 
induced failures, systems should conform to some standards/specifications (which I do not know if 
they exist) and then tested, because these kind of failures can potentially cause critical security 
breaches. 


ii. IEC crypto management, which Sandy think was ISO/IEC JTC1 SC27. 
iii. Assessment guide based on a system security plan on the enterprise or meter or one of the smart 


grid systems.  Some sample documents would be required and here are links to a few NIST 
documents, but these would have to be customized toward Smart Grid unless we get someone’s 
security plan.  Gio Gallo provided additional background on what it would take to develop an 
assessment guide for this. 


1. NIST SP800‐18 (Guide for Developing Security Plans for Federal Information Systems) 
http://csrc.nist.gov/publications/nistpubs/800‐18‐Rev1/sp800‐18‐Rev1‐final.pdf 


2. Guide to NIST Information Security Documents 
http://csrc.nist.gov/publications/CSD_DocsGuide.pdf 


3. NISTIR 7358 (Program Review for Information Security Management Assistance) 
http://csrc.nist.gov/publications/nistir/ir7358/NISTIR‐7358.pdf 
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4. NIST sp800‐55 (Performance Measurement Guide for Information Security) 
http://csrc.nist.gov/publications/nistpubs/800‐55‐Rev1/SP800‐55‐rev1.pdf  


iv. Risk Management based on the Risk Management framework document draft coming out in 
September. 


v. Assessment guide based on the WIB (http://www.wib.nl/) which was one of the baselines for IEC 
62443 2‐4. 


3. Open floor 
a. An update on the SGIP TCC.  The SGIP TCC kicked off the IPRM update and Marianne assigned an internal 


NIST team to develop the outline for the cybersecurity chapter and contribute to the SGIP TCC.  At this time, 
this subgroup does not have any open tasks with the SGIP TCC. 


b. Shrinath Eswarahally asked what had happened with our list of security testing labs.  Nelson will take the 
suggestion forward as a recommendation in the cybersecurity chapter and outline for the IPRM update 
where we might contact these labs to tell them about the SGIP testing requirements. 


4. Attendees 
a. Diana Polulyakh 
b. Gio Gallo 
c. Mark Freund 
d. Mike Ahmadi 
e. Nelson Hastings 
f. Rick Sheldon 
g. Robert Sargent 
h. Sandy Bacik 
i. Scott Shorter 
j. Shrinath Eswarahally 
k. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, August 24, 2011 6:53 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110823


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 


 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting    


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20110823 Minutes 


1. Open Items 


a. NISTIR 7628 Assessment Guide 


i. Our NISTIR 7628 Assessment Guide (http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide-v1p0.doc) and companion 


spreadsheet (http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet-


v1p0.xls) has been forwarded to the CSWG Management team and they will discuss any comments 


and updates requested during their 08/29 call. 


ii. This assessment guide and companion spreadsheet is and will be a public document and anyone can 


use or reference the document. 


iii. Marianne Swanson replied with a thank you to the subgroup for their hard work last week. 


b. Participating in the SGIP Testing & Certification Committee (TCC) update to the Interoperability Process 


Reference Manual v2.0 has been assigned back into the group. 


i. Tanya Brewer assisted in drafting an outline for our cybersecurity chapter and we will need to 


expand and then actually write the chapter contents.  Here is the current chapter outline: 


http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/Cybersecurity_Outline_for_the_IPRM_v2.doc.  


ii. Our written chapter will be due by the end of the year. 


iii. To catch those up, the IPRM outlines the conformance, interoperability and cyber-security testing 


and certification requirements for SGIP-recommended Smart Grid standards. This document has 


been designed to capture testing and certification processes and best practices needed to verify 


product interoperability amongst two or more products using the same standards-based 


communications technology. These processes and best practices are intended for use by an 


Interoperability Testing and Certification Authority (ITCA) in the design and management of a testing 


and certification program.  This IPRM focuses on describing the functions and responsibilities of the 


ITCA, but does not propose an organizational structure since it will vary based on the standard and 


standard’s market-place.  The IPRM outlines the role of an ITCA and specifies the testing and 


certification processes associated with achieving interoperability for a specific Smart Grid standard.  


Some activities associated with ITCA include: 


1. Designing, developing and managing a testing and certification program 


2. Monitoring and enforcing testing and certification policies and procedures 


3. Managing relationships between various actors and stakeholders 


4. Managing conformance and interoperability assessments in the course of standard creation 


iv. This also means that we will be updating out best practices document and our testing framework 


document. 


v. Currently the IPRM recommends the labs have ISO 17025 and ISO Guide 65 accreditation. 


1. Do we want to consider ISO 17065 (Conformity assessment — Requirements for 


certification bodies certifying products, processes and services) as part of our 


requirements? 
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2. As part of our chapter we can add additional (more detailed) requirements to 


supplement ISO 17025 and ISO Guide 65 


vi. Additional topics discussed during the call for outline expansion 


1. Discuss the relationship between interoperability and cybersecurity testing and that both 


are needed and potential complications. 


vii. The IPRM will be the baseline set of requirements that the ITCAs will use to qualify labs for 


interoperability and cybersecurity testing. 


viii. SGTCC WG8 (IPRM Implementation): http://collaborate.nist.gov/twiki-


sggrid/bin/view/SmartGrid/SGTCCIPRMImplementation  


2. Next steps 


a. Updating our best practices document (http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/Final-Security_Testing_Best_Practices-10082010.doc).  Our volunteers 


are Mike Ahmadi, Eugene Polulyakh, Nelson Hastings, and (maybe) Shrinath Eswarahally.  A separate email 


thread will be started for this task.  If you would like to join in the document updating, please contact Sandy 


Bacik. 


b. Updating our testing frameworks document (http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/Test_Framework_Selection-20110110-proposed.txt). Our volunteers 


are Mike Ahmadi, Eugene Polulyakh, Mark Freund.  A separate email thread will be started for this task.  If 


you would like to join in the document updating, please contact Sandy Bacik. 


3. Open floor 


a. If you need to temporary access the SGIP Portal for gaining access to review ISO 17025, ISO Guide 65, and 


ISO 17065, please fill out the attached form and email it back to Sandy Bacik: 


http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/SGIPMemberAccessToANSIPortal/SGIP_ANSI_Portal_Participant_Request_Form-


v1p1.doc.  


b. Shrinath ask for an updating on the NESCOR project and the potential of redundant testing and certification 


tasks.  Michaela Iorga is our liaison with that group.  Some of the tasks will be similar and NESCOR may go 


into more technical detail and other tasks within the NESCOR project will not be a duplicate. 


4. Attendees 


a. Alan Greenberg 


b. Diana Polulyakh 


c. Eugene Polulyakh 


d. Mark Freund 


e. Mike Ahmadi 


f. Nelson Hastings 


g. Richard Scott 


h. Sandy Bacik 


i. Shrinath Eswarahally 


j. Vicky Yan 


k. Ward Pyles 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, August 31, 2011 6:36 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110830


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20110830 Minutes 


1. Open Items 
a. NISTIR 7628 Assessment Guide 


i. The CSWG management team is still in the review process and we will hopefully receive 
comments by the middle of next week (09/07).  A recommendation currently is to rename the 
guide to "Assessment Guide for the NISTIR 7628".  Other potential recommendations will be to 
ensure the alignment with NIST SP800‐53a. 


1. The guide: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide‐v1p0.doc)  


2. Companion spreadsheet: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spr
eadsheet‐v1p0.xls  


b. We started the review and expansion of the IPRM v2.0 cybersecurity chapter outline 
(http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/Cybersecurity_Outline_for_the_IPRM_v3.doc) and we need to 
have the outline completed by 09/13 so we can start developing out text.  If there are additional 
updates to the outline, please send them to the list.  Current updates include the following: 


i. Adding a section title 'adjudication authority for cyber security testing' 
ii. Definition of what is an “accreditated” lab, who recognizes the accreditation, list specific 


accreditations 
iii. With the testing definitions, we will include examples 
iv. With the testing framework suggestions we will include additional requirements for the 


adjudication authority or an entity assessing a lab environment.  For example 
1. besides testing the crypto algorithm, they need to test the implementation of the crypto
2. besides standard test environment, there needs to be environmental conditions defined 


such as a standard production profile, which is technically out of scope, but we could 
give suggestions.  Mike, Michaela, Shrinath, and Eugene volunteered to assist with this 
section 


v. Adding additional requirements for the security testing staff (NOTE:  Bring in Mike Assante and 
the National Board of Information Security Examiners (NBISE).  NBISE was recently formed to 
promote the development of a cybersecurity workforce for the electrical sector, and to develop 
certification(s) for this workforce. 


vi. We need to borrow our requirements from the common criteria and other sources. 
vii. We need to update the framework list to state or the most current version of the framework, 


such as FIPS 140‐2 or a later version. 
2. Next steps 


a. Continue to update our best practices document (http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/Final‐Security_Testing_Best_Practices‐10082010.doc).  Our 
volunteers are Mike Ahmadi, Eugene Polulyakh, Nelson Hastings, and (maybe) Shrinath Eswarahally.  A 
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separate email thread was started last week and currently no updates have been received.  If you would 
like to join in the document updating, please contact Sandy Bacik. 


b. Continue to update our testing frameworks document (http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/Test_Framework_Selection‐20110110‐proposed.txt).  Our 
volunteers are Mike Ahmadi, Eugene Polulyakh, Mark Freund.  A separate email thread was started last 
week and currently no updates have been received.  If you would like to join in the document updating, 
please contact Sandy Bacik. 


3. Open floor 
a. SGIP Testing and Certification Committee is focusing only on the IPRM v2.0 outline and having the 


documented updated by the end of 2011.  Our chapter needs to be completed by December 2011.  
IPRM v1.0 can be found here: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/SGTCCIPRM/SGTCC_IPRM_Version_1.0_Updated.pdf  


4. Attendees 
a. Diana Polulyakh 
b. Elizabeth Sisley 
c. Eugene Polulyakh 
d. Michaela Iorga 
e. Mike Ahmadi 
f. Nelson Hastings 
g. Sandy Bacik 
h. Scott Shorter 
i. Shrinath Eswarahally 
j. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
 








1


Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, September 07, 2011 7:41 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110906


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 


 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20110906 Minutes 


1. Open Items 


a. NISTIR 7628 Assessment Guide 


i. Still waiting for feedback from the CSWG management team.  A recommendation currently is to 


rename the guide to "Assessment Guide for the NISTIR 7628".  Other potential recommendations 


will be to ensure the alignment with NIST SP800-53a. 


ii. The guide: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide-v1p0.doc  


iii. Companion spreadsheet: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet-


v1p0.xls   


iv. The Assessment Guide for the NISTIR 7628 will not be part of the next version of the NISTIR7628, it 


will be a stand alone document that an entity could name as a normative reference. 


b. NISTIR 7628.  We need to start thinking what we want to put into the  updated NISTIR 7628 for the Spring 


2012 CSWG face to face meeting. 


c. SGIP Testing and Certification Committee is focusing only on the IPRM v2.0 outline and having the 


documented updated by the end of 2011.  Our chapter needs to be completed by December 2011.  IPRM 


v1.0 can be found here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/SGTCCIPRM/SGTCC_IPRM_Version_1.0_Updated.pdf  


i. We made assignments to start writing our chapter for the expansion of the IPRM v2.0.   


1. Our cybersecurity chapter outline can be found here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/Cybersecurity_Outline_for_the_IPRM_v3.doc  


2. Section writing are due by the middle of October, so that we can turn over our chapter to 


the SGIP TCC in November. 


3. Assignments are currently as follows: 


a. Chapter Introduction: Sandy 


b. Cybersecurity Testing Types with definitions and examples: Justin Searle, Eugene 


Polulyakh 


c. Scope of cybersecurity testing with test metrics and levels of testing: Eugene 


Polulyakh 


d. Roles in the Cybersecurity Assessment Process: Tanya Brewer 


e. Cybersecurity Testing Best Practices: Eugene Polulyakh, MIke Ahmadi, Nelson 


Hastings 


f. Testing Frameworks: Eugene Polulyakh, Mike Ahmadi, Mark Freund 


2. Open floor 


a. Our next big assignment, when the AMI Security subgroup is completed with the AMI Security Profile 


update, we will write an assessment guide for the AMI Security Profile. 


b. As we move forward with our IPRM chapter, we will also expand our RFP question document. 


3. Attendees 


a. Andre Ristaino 
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b. Eugene Polulyakh 


c. Gio Gallo 


d. Justin Searle 


e. Robert Sargent 


f. Sandy Bacik 


g. Scott Shorter 


h. Shrinath Eswarahally 


i. Tanya Brewer 


j. Vicky Yan 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, September 14, 2011 7:48 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110913


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20110913 Minutes 
1. Open Items 


a. Assessment Guide for the NISTIR 7628 High Level Security Requirements 
i. The CSWG management team had questions that were not answered in the paper such as 'why are 


we doing this', 'how to build an effective assessment case', 'how do we use this document with the 
NISTIR 7628', and where is walking through our process. 


ii. Sandy will incorporate changes and provide a clean copy for every to review. 
b. SGIP Testing and Certification Committee is focusing only on the IPRM v2.0 outline and having the 


documented updated by the end of 2011.  Our chapter needs to be completed by December 2011.  IPRM 
v1.0 can be found here: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/SGTCCIPRM/SGTCC_IPRM_Version_1.0_Updated.pdf  


i. Our cybersecurity chapter outline can be found here: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/Cybersecurity_Outline_for_the_IPRM_v3.doc.  Scott Shorter 
asked some questions about the security testing types that Justin responded will be clarified in the 
chapter text.  


ii. Section writing are due by the middle of October, so that we can turn over our chapter to the SGIP 
TCC in November. 


iii. Many people were missing due to attendance at GridWeek.  There was no work reported or updates 
from the assigned sections: 


1. Chapter Introduction: Sandy 
2. Cybersecurity Testing Types with definitions and examples: Justin Searle, Eugene Polulyakh 
3. Scope of cybersecurity testing with test metrics and levels of testing: Eugene Polulyakh 
4. Roles in the Cybersecurity Assessment Process: Tanya Brewer 
5. Cybersecurity Testing Best Practices: Eugene Polulyakh, Mike Ahmadi, Nelson Hastings 
6. Testing Frameworks: Eugene Polulyakh, Mike Ahmadi, Mark Freund 


2. Open floor 
a. Scott Shorter provided us with the link from the NTSB report on the San Bruno gas explosion in which 8 


people were killed and many more injured, and 30 homes were destroyed: 
http://www.ntsb.gov/news/events/2011/san_bruno_ca/index.html  


3. Attendees 
a. Elizabeth Sisley 
b. Gio Gallo 
c. Nelson Hastings 
d. Sandy Bacik 
e. Scott Shorter 
f. Shrinath Eswarahally 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
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EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, September 28, 2011 6:16 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20110927


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20110927 Minutes 
1. Current tasks:  


a. Please continue to review the updates for the Guide for Assessing the High Level Security Requirements in 
the http://collaborate.nist.gov/twiki‐sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide‐
v0p4.doc  


i. The CSWG Management changes were incorporated and Sandy continues to work on the additional 
comments by the CSWG Management team. 


ii. Scott Shorter sent the following comments to the list and will be incorporated as below: 
1. Why change the term from "security assessment" to "security requirements assessment"? 


Let's keep it aligned with DOE RMP and FISMA terminology.  Sandy will review the DOE RMP 
and re‐review the FISMA document and follow‐up on the change in term in the purpose 
section of the document and will ensure it is consistent throughout the document. 


2. Scott recommends more strongly aligning the document with the DOE's Risk Management 
Process by explaining that the activities governed by the guide take place at Tier 3, thus they 
are informed by the policy decisions made at Tier 2 (i.e. the system security plan and 
management support of security assessment) and further provide assessment results back 
to Tier 2 to further the risk management process work flow.  The group agrees since the 
DOE RMP is out in draft form.  Sandy will update to ensure the information is in our guide.  
This will also enhance some of the CSWG Management team comments 


3. Speaking of feedback to Tier 2, Scott recommends we say more about what the results of a 
security  assessment look like and how they are used.  There should be a common looking 
end result of a security assessment for consistency.  For example, see FIPS 140‐2 which has 
an appendix describing what a security policy should contain in the specification.  The group 
agrees, Sandy will ensure this is included. 


4. In the last paragraph of the purpose section about tailoring, in addition to the NISTIR I 
suggest referencing Appendix I of SP 800‐53 which provides ICS specific tailoring guidance 
also.  Good idea and this will be included in the document. 


b. Status update on the our chapter work for IPRM V2.0 draft cybersecurity chapter outline 
(http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/Cybersecurity_Outline_for_the_IPRM_v3.doc)  


i. Chapter Introduction: Sandy is about 1/4 the way done and Shrinath suggested that we potentially 
need to include requirements for the different type of potential testing facilities. 


ii. Cybersecurity Testing Types with definitions and examples: Justin Searle, Eugene Polulyakh.  No 
work has been completed. 


iii. Scope of cybersecurity testing with test metrics and levels of testing: Eugene Polulyakh.  No work 
has been completed. 


iv. Roles in the Cybersecurity Assessment Process: Tanya Brewer is about 2/3 of the way completed 
with this section. 


v. Cybersecurity Testing Best Practices: Eugene Polulyakh, MIke Ahmadi, Nelson Hastings.  No work has 
been completed. 
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vi. Testing Frameworks: Eugene Polulyakh, Mike Ahmadi, Mark Freund.  No work has been completed. 
vii. We are going to need to keep our total page count to about 5 to ensure the completed IPRM is 


about 20 pages. 
viii. Tanya and Sandy will be taking over the chapter work. 


2. Attendance 
a. Diana Polulyakh 
b. Elizabeth Sisley 
c. Sandy Bacik 
d. Scott Shorter 
e. Shrinath Eswarahally 
f. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
 








From: Sandy Bacik


Sent: Wednesday, July 06, 2011 7:49 AM


To: csctgtesting@nist.gov


Subject: CSWG Testing & Certification minutes from 20110705


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know.


Our twiki site: http://collaborate.nist.gov/twikisggrid/bin/view/SmartGrid/CSCTGTesting


CoLeads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com) 


20110705 Minutes


1. Open Items


a. We started the review of the NISTIR 7628 assessment spreadsheet: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/CSCTGTesting/AssessmentSampleMatrixv0p7.xls.


i. ACTION REQUIRED: The review of the Assurance Objectives tab column "Assessment Objective" for all 197 


NISTIR 7628 high level security requirements assessment objectives.  Comments are due by July 19th and 


no comments or changes means consensus for the assessment objectives column.


ii. ACTION REQUIRED: The review of the Assurance Objectives tab column "Assessment Method" for all 197 


NISTIR 7628 high level security requirements assessment methods.  Comments are due by July 19th and no 


comments or changes means consensus for the assessment method column.


iii. The format to keep the "Assessment Object" column was agreed upon to be general like the NIST SP800


53a samples and we when we write the instructions the actual testing or auditing procedures will require to 


document which specific documents were reviewed.  This column needs to be completed and Sandy will try 


to get it completed by the July 19th meeting. 


b. Near future tasks for the SGIP Testing and Certification Committee  are as follows:


i. SGTCC Interoperability Process Reference Manual (IPRM) updates: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/SGTCCIPRM/SGTCC_IPRM_Version_1.0_Updated.pdf. 


1. Please review section 8.6 Cyber Security that includes Table 5  Interoperability Cyber Security 


Process Requirements and make suggestions for enhancements.  This task should be kicked off in 


Montreal.


2. Please review the document, in general, to see where we might want to add cybersecurity 


enhancements.


ii. ISO Guide 65 and ISO 17025 Audit Checklist: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/SGTCCIPRMImplementation/Accreditation_Preparation_Guidance_


_17025_and_Guide_65.doc.  Please review the document, in general, to see where we might want to add 


cybersecurity enhancements.


iii. Certification Body Internal Audit Checklist: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/SGTCCIPRMImplementation/General_ITCA_Internal_Audit_Procedure_052311.doc.  


Please review the document, in general, to see where we might want to add cybersecurity enhancements.


2. Open floor


a. Michaela Iorga is our liaison to the NESCOR technical group 3 on testing.  In the NESCOR F2F they discussed the 


definition of test versus certify and the certification of the company versus product.  Michaela gave an update to 


the NESCOR group on our status.


b. Do we want to combine or enhance our RFP security test questions: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/CSCTGTesting/CSWG_TCCBrainstormRFPQuestionsSecurityTestingv1p3.doc with the 


NRECA Vendor Questions: 


https://groups.cooperative.com/smartgriddemo/public/CyberSecurity/Pages/default.aspx document.  We need to 


compare to see what might be missing in either document, then we will do a merging of the documents.  It was 


suggested that we update our assessment spreadsheet to include a column for vendor questions that would be 


similar to the NRECA document.  This decision has been deferred.


c. Michaela requested the information to become an ITCA for NIST NVLAP.  Sandy will forward this information onto 


Michaela.


d. As we move forward we need to keep in mind with all of our writing and discussion: 'security testing is in a context'.


e. No meeting next week due to the Montreal F2F.


3. Attendees


a. Mike Ahmadi


b. Nelson Hastings
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c. Richard Scott


d. Rick Sheldon


e. Sandy Bacik


f. Scott Shorter


g. Shrinath Eswarahally


h. Vicky Yan


Due to the Montreal F2F next week, there will not be a CSWG Testing & Certification call on July 12th.


Regards,


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT


Principal Consultant


EnerNeX


p: 865.696.4470


e: sandy.bacik@enernex.com // www.enernex.com
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From: Sandy Bacik


Sent: Tuesday, July 26, 2011 2:20 PM


To: csctgtesting@nist.gov


Subject: CSWG Testing & Certification minutes from 20110726


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me 


know.


Our twiki site: http://collaborate.nist.gov/twikisggrid/bin/view/SmartGrid/CSCTGTesting


CoLeads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com) 


Our initial objective of the NISTIR 7628 Assessment Guide is to assist auditors, regulators, and testers have a 


baseline assessment for performing a utility assessment against the NISTIR 7628.


20110726 Minutes


1. Open Items


a. We started the review of the document for future publication of the NISTIR 7628 Assessment Guide: 


http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guidedraftv0p1.doc


i. Sandy corrected her dyslexia in the document name to ensure that things said 'NISTIR 7628'.


ii. Scott Shorter brought up that document needed a section on applying the assessment 


procedures and some discussion of the utility system security plan as the baseline against 


which the system assessment is being conducted.  Scott will write a proposed writeup by 


cob Monday, August 1 for us to continue our review in the next call.


iii. General and first glance comments were favorable of the document.


iv. An appendix will be added showing the assessment objective, assessment method, and 


assessment objects so the reader has the assessment all in one document, but the 


spreadsheet will continue to have the NISTIR 7628 requirement along with the assessment 


objective information.  A sample format has currently been placed in the document.


b. We started the review of the NISTIR 7628 assessment spreadsheet: 


http://collaborate.nist.gov/twikisggrid/pub/SmartGrid/CSCTGTesting/AssessmentSampleMatrix


v0p9.xls. 


i. We want consensus on the complete spreadsheet and have the documents turned over to 


the CSWG Management team by the end of August.


ii. Sandy corrected the protection on the spreadsheet so that it does not always default back to 


row 1.


iii. The Assurance Objectives worksheet column "Assessment Objective" for all 197 NISTIR 7628 


high level security requirements assessment objectives has consensus on during the 


meeting with the right to update the column should any errors be found moving forward.


iv. We started the review of the Assurance Objectives worksheet column "Assessment Method" 


for all 197 NISTIR 7628 high level security requirements assessment methods.  Due to some 


updating, we will continue the review and get consensus at a later date.


v. We started the review of the Assurance Objectives worksheet column "Assessment Object".


1. We changed the name of the column to "Potential Assessment Objects"


2. We, in the future, will standardize the list formatting for all of the requirements for 


an easier gathering of documents by the auditors, regulators, and testers. 


2. Open floor


a. No items.


3. Attendees


a. Alan Greenberg
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b. Michaela Iorga


c. Mike Ahmadi


d. Richard Scott


e. Sandy Bacik


f. Scott Shorter


g. Shrinath Eswarahally


h. Vicky Yan


Regards,


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT


Principal Consultant


EnerNeX


p: 865.696.4470


e: sandy.bacik@enernex.com // www.enernex.com
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From: Sandy Bacik


Sent: Tuesday, August 02, 2011 7:19 PM


To: csctgtesting@nist.gov


Subject: CSWG Testing & Certification minutes from 20110802


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know.


Our twiki site: http://collaborate.nist.gov/twikisggrid/bin/view/SmartGrid/CSCTGTesting


CoLeads: Nelson Hastings (nelson.hastings@nist.gov),  Sandy Bacik (sandy.bacik@enernex.com)  


20110802 Minutes


1. Open Items


a. NISTIR 7628 Assessment Guide: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guidedraftv0p1.doc


i. Michaela Iorga and Scott Shorter submitted comments.  These will be incorporated and sent back out 


for final review.


ii. Additional comments are due by August 9th.


b. Review of the NISTIR 7628 assessment spreadsheet: http://collaborate.nist.gov/twiki


sggrid/pub/SmartGrid/CSCTGTesting/AssessmentSampleMatrixv0p9.xls


i. Additional comments are due by August 9th.


c. Next steps


i. After our consensus, the CSWG management team will review, then the CSWG and finally the 


document will be published as an SGIP document


2. Open floor


a. AMI Security group needs to complete the update to the AMI Security Profile so we can develop the 


assessment for th profile.  If you would like to assist in developing controls, here is the twiki link for meeting 


and status information: http://collaborate.nist.gov/twikisggrid/bin/view/SmartGrid/CsCTGAMI


b. The SGIP TCC is incorporating cybersecurity information into all their tasks.  To join the SGIP TCC interest 


group here is the link:  http://www.smartgridlistserv.org/cgi/wa.exe?SUBED1=SGIPSGTCCINTEREST&A=1.  


The interest list give the meeting notices and statuses of the various tasks.


3. Attendees


a. Alan Greenberg


b. Andre Ristaino


c. Douglas McGinnis


d. Nelson Hastings


e. Richard Scott


f. Robert Sargeant


g. Sandy Bacik


h. Scott Shorter


i. Shrinath Eswarahally


j. Timothy Yardley


k. Vicky Yan


There will be no call on August 9 and our next call will be August 12.


Regards,


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT


Principal Consultant


EnerNeX


p: 865.696.4470


e: sandy.bacik@enernex.com // www.enernex.com
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