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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, October 19, 2011 6:15 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111018


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20111018 Minutes 
1. Current tasks 


a. Comments are due on Friday, October 21 close of business for the Guide for Assessing the High Level 
Security Requirements and is out for review with the team and with the CSWG Management team: 
http://collaborate.nist.gov/twiki‐sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide‐
v0p4.doc.  There has not been any comments on the companion spreadsheet: 
http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet‐v1p0.xls  


b. We submitted our cybersecurity information for the SGTCC IPRM v2.0: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/IPRM‐CyberSecuritySection‐v4‐clean.doc  


c. The official release and comment dates from the SGTCC have been posted and the timeline is as follows: 
i. 10/24 ‐ SGTCC to release first draft for comment 
ii. 10/28 ‐ Comments on IPRM v2.0 due back to the SGTCC 
iii. 10/31‐11/04 ‐ SGTCC will reconcile the initial set of comments 
iv. 11/07 ‐ SGTCC to release second draft for comment 
v. 11/11 ‐ Comments are due by close of business ET 
vi. 11/18‐11/22 ‐ SGTCC will reconcile the last set of comments 
vii. 12/05‐12/08 ‐ officially release IPRM v2.0 to the SGIP 


d. RFP Security Testing Questions and Lab Listing document has been placed on hold.  It was suggested the we 
use the NRECA vendor question document as a baseline to build our document. 


e. Our next task will be to review the German Protection Profile for the Gateway of a Smart Metering System 
based on common criteria: https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/SmartMeter/PP‐
SmartMeter.pdf?__blob=publicationFile  


i. Marianne wants us to review the profile for actionable requirements and to map it to the NISTIR 
7628 


ii. Eugene Polulyakh volunteered to give a presentation next Tuesday on the profile and types of 
deployments.  The webinar for next week is https://www2.gotomeeting.com/join/382947610  


iii. Gio Gallo would like to see a TOE (target of evaluation) against the NISTIR 7628 using the spaghetti 
drawing and using the SFR (security functional requirements) within the profile.  Sandy will get an 
example ready for next week's webinar 


iv. Gio did caution on line 183 of the document that the security module is separate from this profile 
and is not currently defined 


v. A question was asked where is the requirement / statement that the Protection Profile for the 
Gateway of a Smart Metering System will be required in 2013.  This date was presented by a 
Common Criteria Summit presenter. 


2. Open Floor 
a. When the AMI Security subgroup completes the updated AMI Security Profile, we will write an assessment 


guide for the AMI Security profile as one of our next tasks. 
3. Attendees 


a. Diana Polulyakh 
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b. Eugene Polulyakh 
c. Gio Gallo 
d. Mark Freund 
e. Michaela Iorga 
f. Mike Ahmadi 
g. Nelson Hastings 
h. Robert Sargent 
i. Sandy Bacik 
j. Scott Shorter 
k. Tanya Brewer 
l. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, October 26, 2011 8:49 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111025


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20111025 Minutes 
1. Current tasks 


a. Eugene Polulyakh presented an overview of the Protection Profile for the Gateway of a Smart Metering 
System.  Thank you Eugene for presenting this information, it was appreciated.  Eugene's presentation can 
be found here: http://collaborate.nist.gov/twiki‐sggrid/pub/SmartGrid/CSCTGTesting/20111025‐
SmartGridGatwayProtectionProfile‐IntroEugenePolulyakh.pdf  


i. Shrinath Eswarahally mentioned that the SGSecurity Embedded Systems task force was also 
reviewing this profile.  Sandy is following up with SGSecurity to see what they will be doing and if 
there is an overlap. 


ii. Eugene stated that 'The Gateway serves as the communication component between the 
components in the LAN of the consumer and the outside world' 


iii. Question: Slides 1‐2, this profile is being mainly adapted in Europe and would be a central data 
collection point?  Response: This can be a standalone device or can be combined with a meter.  This 
is in Europe. 


iv. Question: Slides 4‐6, what is the proximity of the Gateway to the meter and/or HAN devices?  
Response: The gateway and meter are at the same location and there is no assumption on distance 
related to the network topology.  The gateway has to be on the LAN and not have any other 
communication point.  This is displayed in a few of the slides. 


v. Question: On Slide 7, Explain why "EAL 4 augmented by AVA_VAN.5 and ALC_FLR.2 is used" where 
the EAL level is higher than the reporting level.  Response: The lab has to do much more assurance 
testing evidence related to the degree of assurance, because this is not a technical requirement, yet 
the detailed reporting is not required. 


vi. Question: On Slide 9, the three target of evaluation (TOE) logs do they have to be separate or can 
they be placed on a centralized server?  Response:  Yes and no, there is a requirement to define the 
three separate logs and depending upon access requirements could possibly be placed into a 
centralized log file, else they have to be kept separate. 


vii. Question: On slide 10 with the TOE and the environment, is the gateway a separate device?  
Response:  If the building has more than one meter, then there is a need for more than one 
gateway.  The gateway could be part of the meter or a separate device. 


viii. Question: On slide 12, can you explain why the communications between the TOW and the logical 
interface are non‐TSF (TOE security functionality)?  Response: The communications is a simple 
network piece and does not have to do with security.  The communication only handles network 
communications and does not handle security.  The non‐TSFs is not a requirement to the gateway 
protection profile technical requirements. 


ix. Question: On slide 12, what happens if it is wireless.  Response:  The assumption will be as if it is a 
single meter solution. 


x. Question: On slide 15, confusing to read the firewall rules and the communication requirements.  
Response:  The table was re‐explained.  There should be no connection from the outside network to 
the Local Metrological Network (LMN).  We need to think of the gateway as a relay and the 
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protection profile looks at requirements for point to point or segment to segment and not from end 
to end. 


xi. Request:  To better explain slide 15 and the firewall rules for next week. 
xii. Question: Since the security module profile has not been completed when will it be done.  


Response:  It will be done at a later date and additional information will be provided to the group. 
xiii. Question:  The required implementation is 2013, who recommended this date and is enforcing it.  


Response:  This date was presented by a Common Criteria Summit presenter during the Summit. 
xiv. From last week, Gio Gallo would like to see a TOE (target of evaluation) against the NISTIR 7628 


using the spaghetti drawing and using the SFR (security functional requirements) within the profile.  
Sandy will continue to create a presentation 


b. The IPRM v2.0 has been released and comments are due on Friday, October 24th.  IPRM v2.0 contains our 
cybersecurity chapter 


2. Open Floor 
a. None. 


3. Attendees 
a. Diana Polulyakh 
b. Eugene Polulyakh 
c. Gio Gallo 
d. Sandy Bacik 
e. Scott Shorter 
f. Shrinath Eswarahally 
g. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik [sandy.bacik@enernex.com]
Sent: Tuesday, November 01, 2011 5:41 PM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111101


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 


 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20111101 Minutes 


1. Current tasks 


a. Marianne asked that the Assessment Guide, the IPRM v2.0, and the Protection Profile for the Gateway of a 


Smart Metering system continue to be our top priorities. 


b. Assessment Guide. 


i. The CSWG Management team is re-updating the Assessment Guide document and once this is 


completed, it will come back to the subgroup for a review. 


ii. Once approved by the subgroup, the CSWG will review and, then the SGIP will review and comment. 


iii. Sandy will present at the F2F in December in Phoenix an overview and how to use the Assessment 


Guide and companion spreadsheet. 


c. IPRM v2.0. 


i. The first round of comments have been sent back to the SGTCC.  Only the NIST staff and Mike 


Ahmadi provided comments to the SGTCC. 


ii. We need to review the complete IPRM v2.0 went there is another call for review and comment. 


iii. The following is the schedule for the IPRM v2.0 


1. 10/31-11/04 - SGTCC will reconcile the initial set of comments 


2. 11/07 - SGTCC to release second draft for comment 


3. 11/11 - Comments are due by close of business ET 


4. 11/18-11/22 - SGTCC will reconcile the last set of comments 


5. 12/05-12/08 - officially release IPRM v2.0 to the SGIP 


d. Protection Profile for the Gateway of a Smart Metering System. 


i. A presentation was given on mapping a target of evaluation (TOE) to the NISTIR 7628 requirements.  


The TOE for the presentation was using the gateway as a separate device and not integrated on the 


meter.  The presentation can be found here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/20111101-TCC-Presentationb.pdf.  


ii. The process was placing the TOE in a potential location on the spaghetti drawing.  Then looking at 


which interfaces on the spaghetti drawing would map to the TOE, then looking where the interfaces 


fit into the logical interface categories (LICs).  And lastly looking at the LIC mapping to the NISTIR 


high-level security requirements. 


iii. We also need to look at a TOE with the gateway integrated into the Smart Meter, as Shrinath 


suggested, and the gateway being utility and customer owned. 


iv. It was requested that the Architecture subgroup take a look at putting the gateway on the spaghetti 


drawing in the updated NISTIR.  Sandy will pass this comment onto the Architecture subgroup, but 


this does not mean the spaghetti drawing will be updated to include the gateway. 


v. We postponed the discussion on the gateway firewall rules as, as Eugene was not available for the 


call. 


vi. Our next steps will be to map the Protection Profile to the NISTIR 7628 starting with the information 


Eugene presented during the October 25th call. 


2. Open Floor 


a. Thinking about what we want in the updated NISTIR 7628 in 2012. 
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i. Shrinath:  Putting our lab listing and lab qualification for cybersecurity Smart Grad testing and 


referencing the IPRM and our work. 


3. Attendees 


a. Jim Foti 


b. Mark Freund 


c. Nelson Hastings 


d. Robert Sargent 


e. Sandy Bacik 


f. Tanya Brewer 


g. Vicky Yan 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, November 09, 2011 7:15 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111108


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 


 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20111108 Minutes 


1. Current tasks 


a. The CSWG Management team is still working on updates to the Assessment Guide. 


b. The IPRM v2.0 is out again for review and comments are due 11/13.  See email to the list on 11/07 for the 


current version to review.  This is your last chance to comment. 


c. Protection Profile for the Gateway of a Smart Metering System (PP) 


i. The mapping to the NISTIR 7628 has been started for the functional requirements: 


http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR7628_to_GatewayPP_Requirements_Mapping-v0p1.xls  


ii. The non-functional requirements mapping needs to be completed. 


iii. The analysis of whether the PP requirements meet the NISTIR 7628 fully needs to be completed. 


iv. So far, three PP profile requirements are not covered by the NISTIR 7628  


1. Class FPR: Privacy, FPR_CON.1: Communication Concealing 


2. Class FPR: Privacy, FPR_PSE.1: Pseudonymity 


3. Class FPT: Protection of the TSF, FPT_TST.1: TSF testing (self test) 


2. Open Floor 


a. Thinking about what we want in the updated NISTIR 7628 in 2012. 


3. Attendees 


a. Diana Polulyakh 


b. Eugene Polulyakh 


c. Jim Foti 


d. Nelson Hastings 


e. Rick Sheldon 


f. Sandy Bacik 


g. Shrinath Eswarahally 


h. Vicky Yan 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, November 16, 2011 12:21 PM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111115


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 


 


Next call is November 29, 2011 at 11:00 am ET. 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20111115 Minutes 


1. Current tasks 


a. Assessment Guide update 


i. The CSWG Management team is still working on updates to the Assessment Guide. 


ii. The Assessment Guide should be ready for the subgroup to review the week of November 28th. 


b. IPRM V2.0 


i. The SGTCC is incorporating the last round of comments and should release the document during the 


meetings at GridInterop the week of December 5. 


ii. Here is the SGTCC main twiki site: http://collaborate.nist.gov/twiki-


sggrid/bin/view/SmartGrid/SmartGridTestingAndCertificationCommittee  


iii. The IPRM task group twiki site has not been updated in a while: http://collaborate.nist.gov/twiki-


sggrid/bin/view/SmartGrid/SGTCCIPRM  


iv. Here is the IPRM implementation task group twiki site: http://collaborate.nist.gov/twiki-


sggrid/bin/view/SmartGrid/SGTCCIPRMImplementation  


2. Protection Profile for the Gateway of a Smart Metering System (PP) 


a. The mapping to the NISTIR 7628 has been started for the functional requirements: 


http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR7628_to_GatewayPP_Requirements_Mapping-v0p1.xls  


i. The German Federal Office for Information Security recently issued the final draft of a Common 


Criteria protection profile for smart metering gateways. The profile defines minimum security 


requirements of future smart meter gateway devices to be used in household installations.  The 


development of the CC profile is based on the current plans of the German Federal Ministry of 


Economics and Technology to make remote accessible smart meter devices mandatory for every 


new household installation and the planned stepwise replacement of existing meters 


ii. References for PP include ISO/IEC 15408-1:2009, ISO/IEC 15408-2:2008, ISO/IEC 15408-3:2008, 


ISO/IEC 18045:2008. 


iii. Sandy could not find any reference that this document was based on IEC 62351-3 


iv. The PP does not include the Security Module requirements, see page 45 line 184 of the PP. 


v. The non-functional requirements mapping has been completed. 


vi. We removed the column of PP requirements meet the NISTIR 7628. 


vii. There are still only three PP profile requirements are not covered by the NISTIR 7628  


1. Class FPR: Privacy, FPR_CON.1: Communication Concealing 


2. Class FPR: Privacy, FPR_PSE.1: Pseudonymity 


3. Class FPT: Protection of the TSF, FPT_TST.1: TSF testing (self test) 


viii. Rick Sheldon asked if the PP was going to be updated.  Because the threat landscape changes, how 


will the document be updated.  Sandy will do some research for our next call. 


ix. Sandy will complete the reverse mapping for our next call. 


x. Sandy will find out the direction of use after we complete the mapping. 


3. Open Floor 
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a. Our next call will be November 29th. 


4. Attendees 


a. Diana Polulyakh 


b. Nelson Hastings 


c. Rick Sheldon 


d. Sandy Bacik 


e. Shrinath Eswarahally 


f. Vicky Yan 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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Sandy Bacik


From: Sandy Bacik
Sent: Tuesday, November 29, 2011 4:06 PM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111129


I really did test all links before this message was sent.  If I have missed anyone on the attendance, please let me know. 


 


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20111129 Minutes 


1. Current tasks 


a. Assessment Guide update 


i. The Assessment Guide is ready for review and comments are due 12/06: 


http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide-v0p8.doc  


ii. The companion spreadsheet can be found here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet-


v1p0.xls  


iii. The next step will be for the CSWG to review the document. 


iv. Sandy Bacik will be giving an overview of the Assessment Guide during the CSWG session at Grid 


InterOp 


b. Interoperability Process Reference Manual (IPRM) V2.0 


i. The latest version is out for draft and should be released during the SGTCC GridInterOp meeting the 


week of December 5: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/SGTCCIPRM/IPRM_V2_-_3rd_draft_112311.doc 


ii. Our cybersecurity chapter had comments about wanting requirements for a certification authority 


to certify labs for cybersecurity testing.  Marianne and the NIST team are working on submitting 


those requirements 


c. Protection Profile for the Gateway of a Smart Metering System (PP) 


i. Eugene Polulyakh clarified the protection profile may not contain all requirements and the security 


target may have additional requirements that are separate. 


ii. The mapping and reverse mapping to the NISTIR 7628: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR7628_to_GatewayPP_Requirements_Mapping-v0p2.xls 


iii. We need to have Marianne Swanson confirm our next steps for the PP. 


d. Updating the NISTIR 7628 


i. We should review the SG.CA (Security Assessment and Authorization) family and potentially make 


recommendations to the high level requirements subgroups. 


ii. We should provide a definition for testing, certification, and acreditation to assist assessor. 


iii. We should keep our work separate from the NISTIR. 


2. Open Floor 


a. Can we get a guest speaker for a CIP primer, how to apply the CIPs, and how it is audited and results. 


b. No meeting on 12/6 


c. The 12/13 meeting will be to review and resolve comments on the Assessment Guide 


d. The 12/20 meeting will be a status update. 


e. No meeting on 12/27. 


3. Attendees 


a. Eugene Polulyakh 


b. Jim Foti 


c. Michaela Iorga 
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d. Mike Ahmadi 


e. Nelson Hastings 


f. Sandy Bacik 


g. Scott Shorter 


h. Shrinath Eswarahally 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  


 








file:///C|/Temp/Minutes/CSWG_Testing__Certification_minutes_from_20111206.txt[12/21/2011 9:07:08 AM]


No meeting was held on December 6, 2011.





		Local Disk

		C:\Temp\Minutes\CSWG_Testing__Certification_minutes_from_20111206.txt








file:///C|/Temp/Minutes/CSWG_Testing__Certification_minutes_from_20111213.txt[12/21/2011 9:07:08 AM]


No minutes taken, as 12/13/2011 was a review of comments received on the assessment guide.





		Local Disk

		C:\Temp\Minutes\CSWG_Testing__Certification_minutes_from_20111213.txt
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Sandy Bacik


From: Sandy Bacik
Sent: Tuesday, December 20, 2011 12:22 PM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111220


Our twiki site: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGTesting  


Co-Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  


 


20111220 Minutes 


1. Current tasks 


a. Assessment Guide update.  Our assessment guide is ready for the CSWG and SGIP TCC review.  We have 


standardize on the comment form and put the pdfs up on the twiki for others to review and comment. 


i. Comments from the CSWG will be due by Monday, January 16th. 


ii. The comment form is here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/Assessment_Guide_Comment_Form.xls  


iii. The assessment guide pdf is here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide-v0p9.pdf  


iv. The assesment guide companion spreadsheet pdf is here: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet-


v1p0.pdf  


b. Interoperability Process Reference Manual (IPRM) V2.0.  The SGIP TCC has started the voting to approve / 


accept the IPRM that includes our cybersecurity chapter.  Voting will conclude in January.  The IPRM V2.0 


can be found here: 


c. Protection Profile for the Gateway of a Smart Metering System (PP).  This topic has been postponed until our 


January meeting so that Eugene Polulyakh can participate in the discussion. 


2. Open Floor. 


a. Marianne Swanson updated us on our next tasks: 


i. Finishing up the assessment guide. 


ii. Completing the Protection Profile for the Gateway of a Smart Metering System mapping and 


comments. 


iii. Adding a section or chapter to the NISTIR 7628. 


iv. Then we will go on hiatus until the AMI Security subgroup completes the AMI Security profile. 


b. Marianne complimented and thanked us for our good work. 


c. What should we put in the NISTIR 7628 update: 


i. We have many documents that we completed on our twiki that could be included in the next 


version of the NISTIR 7628, including additional information on security testing and frameworks, 


defining what is expected with security testing. 


ii. Michaela Iorga brought up the requirements clarification for FIPS 140-2 related requirements and 


understanding.  Michaela's comments have been added to the the high level requirements twiki site 


for requirement updates: http://collaborate.nist.gov/twiki-


sggrid/pub/SmartGrid/DiscussionItemsForNISTIRUpdates/SuggestedNISTIRupdates_HLR.xls  


iii. In general, we may need additional explanations / definitions of validation, testing, certification, 


accreditation, and what is to be expected for security testing and why it is needed. 


iv. Marianne requested that Sandy start an outline for an additional section for the NISTIR 7628, then 


pass it off to her and Nelson for review before the subgroup continues to expand the outline. 


d. No meeting on 12/27 and our next meeting will be 01/03/2012 at 11:00 AM ET. 


3. Attendees 


a. Diana Polulyakh 


b. Marianne Swanson 


c. Michaela Iorga 
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d. Nelson Hastings 


e. Robert Sargent 


f. Sandy Bacik 


g. Scott Shorter 


h. Vicky Yan 


 


Regards, 


Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 


Principal Consultant 


EnerNeX 


p:  865.696.4470  


e:  sandy.bacik@enernex.com // www.enernex.com  
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No meeting was held on December 27, 2011.
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Sandy Bacik


From: Sandy Bacik
Sent: Wednesday, October 12, 2011 9:46 AM
To: csctgtesting@nist.gov
Subject: CSWG Testing & Certification minutes from 20111011


All links were tested in this email before it was sent.  If I have missed anyone on the attendance, please let me know. 
 
Our twiki site: http://collaborate.nist.gov/twiki‐sggrid/bin/view/SmartGrid/CSCTGTesting  
Co‐Leads: Nelson Hastings (nelson.hastings@nist.gov), Sandy Bacik (sandy.bacik@enernex.com)  
 
20111011 Minutes 
1. Current tasks 


a. Comments have been incorporated to the Guide for Assessing the High Level Security Requirements and is 
out for review with the team and with the CSWG Management team: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide‐v0p4.doc.  There has not been any 
comments on the companion spreadsheet: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide_Companion_Spreadsheet‐v1p0.xls  


b. SGTCC IPRM v2.0 
i. Our IPRM cybersecurity chapter is almost ready as part of the SGTCC IPRM version 2 update.  The 


current draft of our cybersecurity chapter can be found here: http://collaborate.nist.gov/twiki‐
sggrid/pub/SmartGrid/CSCTGTesting/IPRM‐CyberSecuritySection‐v1p0.doc  


ii. Tanya should have the final section ready to be incorporated in a few days.  Tanya will send it onto 
Marianne for review. 


iii. We need to get our chapter to the SGTCC by week's end to be included in the IPRM v2.0. 
iv. The official release and comment dates from the SGTCC have been posted and the timeline is as 


follows: 
1. 10/17 ‐ SGTCC Management team to finalize all input for v2.0 
2. 10/24 ‐ SGTCC to release first draft for comment 
3. 10/28 ‐ Comments on IPRM v2.0 due back to the SGTCC 
4. 10/31‐11/04 ‐ SGTCC will reconcile the initial set of comments 
5. 11/07 ‐ SGTCC to release second draft for comment 
6. 11/11 ‐ Comments are due by close of business ET 
7. 11/18‐11/22 ‐ SGTCC will reconcile the last set of comments 
8. 12/05‐12/08 ‐ officially release IPRM v2.0 to the SGIP 


c. RFP Security Testing Questions and Lab Listing document. 
i. Our next task will finish the RFP security test question document to be released as a CSWG or SGIP 


document. 
ii. The lab listing will be a companion document (or appendix) for a sample list of labs for a utility to 


initially send the RFP to for security testing.                
2. Open Floor 


a. Next task requested from the group is a review of the German Protection Profile for the Gateway of a Smart 
Metering System based on common criteria. 


i. Eugene Polulyakh sent the actual document to the list.  Thank you Eugene. Here is the link to the 
document: https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/SmartMeter/PP‐
SmartMeter.pdf?__blob=publicationFile  


ii. A suggestion was to review this to see what others are doing and we can borrow from it for 
additional security controls. 


iii. Gio Gallo would like to have a discussion about the document and how assets owners would be able 
to meet this protection profile. 
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iv. The document is a specific architecture implementation and vendors currently have had questions 
about the integration. 


v. This German document is still in draft form and is set to be enforced in 2013. 
vi. A request was also made to map this profile to the NISTIR 7628 for alignment. 
vii. To ensure we stay in scope of our subgroup stays within our scope, we will review the document for 


applicability to be testable.  The CSWG architecture and design principles group could be asked to 
do a more in depth review and this decision would need to be approved by Marianne Swanson.   


viii. Marianne Swanson approved the TCC subgroup to review the profile for requirement actionability 
and mapping to the NISTIR 7628. 


b. A request for the slides and an update from the testing and certification workshop from the Smart Grid 
Security Summit West in San Diego last week.  Here a link to the presentation is pdf format: 
http://www.smartgridsecuritysummit.com/Portals/1/Testing_and_Certification_20110913.pdf  


3. Attendees 
a. Diana Polulyakh 
b. Eugene Polulyakh 
c. Gio Gallo 
d. Michaela Iorga 
e. Nelson Hastings 
f. Sandy Bacik 
g. Scott Shorter 
h. Shrinath Eswarahally 
i. Tanya Brewer 
j. Vicky Yan 


 
Regards, 
Sandy Bacik, CISSP, CISM, ISSMP, CGEIT 
Principal Consultant 
EnerNeX 
p:  865.696.4470  
e:  sandy.bacik@enernex.com // www.enernex.com  
 





