CSWG Testing and Certification Subgroup: Sample List of Security Testing Programs & Labs


Discussion Goal: Create a list of security testing programs (Smart Grid and non-Smart Grid) for contributing to the Testing Programs section of the IPRM

Program: Plan of action aimed at accomplishing a clear objective, with details on what work is to be done, by whom, when, and what means or resources will be used. 

Note: As of March 2011, currently none of these labs have specific Smart Grid certifications and some have Control System certifications.
Note: There are missing government and international labs from this list and this is not an inclusive list and will continue to be expanded as research continues.
	Lab
	Web Site
	Testing Program Name
	Certified / Accredited in What Framework(s)

	Advanced Systems, Inc
	http://www.advsystems.com/capabilities.html
	Network penetration testing
	

	Arca CCTL 2355 Dulles Corner Blvd.
Herndon, VA 20171
	http://www.savvis.net/en-US/Pages/Home.aspx
	APE, ASE, EAL1, EAL2, EAL3 and EAL4
	· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	Aspect Labs, a division of BKP Security, Inc. (USA - CA)
	http://www.aspectlabs.com/ 
	FIPS and Common 
Criteria
 (ISO/IEC 15408); APE, ASE, EAL 1, EAL 2. EAL 3. EAL 4; FIPS 140-2; Cryptographic Algorithm Testing; PIV Testing
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.

	atsec Information Security Corporation (USA - TX)
	http://www.atsec.com/us/index.html 
	· Common Criteria (ISO/IEC 15408) 

· FIPS 140-2 

· Cryptographic Algorithm Testing 

· Security Content Automation Protocol (SCAP) 

· NIST's Personal Identity Verification Program (NPIVP) Testing 

· GSA Personal Identity Verification Evaluation (FIPS 201) 

· PCI QSA 

· PCI ASV 

· PCI PA-QSA 


	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· NIAP approved Common Criteria Testing Laboratories (CCTLs) are IT security testing laboratories that are accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	Booz Allen Hamilton Common Criteria Testing Laboratory
900 Elkridge Landing Road
Suite 100
Linthicum, MD 21090
	http://www.boozallen.com/capabilities/services/global_resilience 
	· APE, ASE, EAL1, EAL2, EAL3 and EAL4
	· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	CEAL: a CygnaCom Solutions Laboratory (USA - VA)
	http://www.cygnacom.com/labs/ceal.htm 
	(Common Criteria
) product evaluation

  FIPS 140-1 and FIPS 140-2 cryptographic

module evaluation

FIPS 201 Personal Identity Verification

(PIV) evaluation
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.


SCAP testing


Certification (C&A)

	· 
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.
· NIAP approved Common Criteria Testing Laboratories (CCTLs) are IT security testing laboratories that are accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	Computer Sciences Corporation (USA)
	http://www.csc.com/security/offerings/26034/31953-cryptographic_module_validation_program 
	FIPS, 

APE, ASE, EAL1, EAL2, EAL3 and EAL4
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 

· NIAP approved Common Criteria Testing Laboratories (CCTLs) are IT security testing laboratories that are accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	CygnaCom Solutions, Inc 7925 Jones Branch Drive
Suite 5200
McLean, VA 22102-3321
	http://www.cygnacom.com/labs/
	APE, ASE, EAL1, EAL2, EAL3 and EAL4
	· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	DOMUS IT Security Laboratory (Canada)
	http://www.domusitsl.com/ 
	Common Criteria, FIPS, Payment card, SCAP
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accredited by the Communications Security Establishment (CSE) which operates the Canadian Common Criteria Evaluation and Certification Scheme

	DSD Information Assurance Laboratory (DIAL) 1160 Johnson Ave.
Suite 101
Bridgeport, WV 26330-1487
	http://dsdial.com/
	APE, ASE, EAL1, and EAL2
	· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	ECSEC Laboratory Inc. (Japan)
	http://www.ecsec.jp/english/ 
	· Evaluation of IT Products by ISO/IEC15408

· Testing of cryptographic module and algorithm implementation by JIS X 19790 (ISO/IEC 19790) and FIPS 140-2

· Support for obtaining a certificate of IT products

· Support for obtaining a certificate of cryptographic modules and algorithm implementations

· Support for producing PP (Protection Profile) and/or ST (Security Target)
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accrediteb by the Japan Information Technology Security Evaluation and Certification Scheme (JISEC) which operates the Japanese Evaluation and Certification Scheme

	Epoche & Espri (Spain)
	http://www.epoche.es/ 
	Common Criteria and FIPS
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accredited by the Certification Body (CB) of the Spanish Evaluation and Certification Scheme operates under the scope of the National Cryptologic Center, as laid out in the Act 11/2002, 6th May, regulating the National Intelligence Centre, and the Royal Decree 421/2004, 12th March, regulating the National Cryptologic Centre.

	E-Systems
	http://www.esystems-inc.com/esystems-inc/default.php 
	
	

	EWA - Canada IT Security Evaluation & Test Facility (Canada)
	http://www.ewa-canada.com/studies/it_security.php 
	Common Criteria
Cryptographic Module Testing, Cryptographic Algorithm Testing, Personal Identity Verification (PIV) Testing and Security Content Automation Protocol (SCAP) Testing.
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accredited by the Communications Security Establishment (CSE) which operates the Canadian Common Criteria Evaluation and Certification Scheme

	GISOLVE, INC. (USA - CA)
	http://www.aegisolve.com/ 
	SCAP, FIPS
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.

	ICSA Labs, An Independent Division of Verizon Business (USA)
	https://www.icsalabs.com/ 
	IPSec, SSL-TLS, FIPS 140-2, SCAP, Network Firewall, Network IPS, Web Application Firewalls, Network Attached Peripherals, USGv6, Anti-Spam, Anti-Virus, Anti-Spyware, Endpoint Security, ONC-EHR, Custom Testing
	· ISO 9001-2008 Registered and ISO 17025-2005 Accredited (Flexible Scope) Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.

· Accredited by NIST, NVLAP for SCAP testing 
Accredited by NIST for USGv6 Host/Router and NPD testing  

	InfoGard Laboratories, Inc. (USA)
	http://www.infogard.com/ 
	FIPS, Common Criteria,SCAP
APE, ASE, EAL1, EAL2, EAL3 and EAL4
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	Information Technology Security Center (Japan)
	http://www.itsc.or.jp/ 
	Common Criteria, FIPS
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.
· Accredited by the Japan Information Technology Security Evaluation and Certification Scheme (JISEC) which operates the Japanese Evaluation and Certification Scheme

	InGuardians
	http://www.inguardians.com/ 
	Network Security Architecture Review

Network Penetration Tests & Assessments

Web Application Penetration Tests & Assessments

Wireless Network Penetration Tests & Assessments

Physical Security Assessments & Penetration Tests


	

	International Society of Automation Security Compliance Institute (ISCI)
	http://www.isasecure.org/Certification-Program/ISASecure-Program-Description.aspx
	Embedded Device Security Assurance (EDSA)
	

	IOActive
	http://www.ioactive.com/ 
	· Application Security 

· SCADA and Smart Grid 

· PCI and Compliance 

· Automated Teller Machine Security 

· Security Development Lifecycle 

· Infrastructure Audit 


	

	KEMA
	http://www.wurldtech.com/ 
	
	

	Leviathan Security Group
	http://www.leviathansecurity.com/services.html
	Network penetration testing
	

	MuDynamics
	http://www.mudynamics.com/ 
	· Tests for Exploitable Software Weaknesses 

· Proactively Tests for Known Security Attacks 
·  Tests for Network Weaknesses related to Denial of Service (DoS) Attacks 
	

	SAIC Accredited Testing & Evaluation (AT&E)Labs (USA)
	http://www.saic.com/infosec/testing-accreditation/ 
	· APE, ASE, EAL1, EAL2, EAL3 and EAL4

· Common Criteria and FIPS

· SCAP Accreditation and Testing

· PCI DSS Validation
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1  FIPS 140-2 and FIPS201, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 

· Accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP) and meet CCEVS-specific requirements to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security Evaluation, International Standard ISO/IEC 15408.

	stratsec lab (Australia)
	http://www.stratsec.net/Home 
	Common Criteria, Digital forensic and penetration testing
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions. 
· Accredited by the Defence Signals Directorate (representing the federal government of Australia) and Government Communications Security Bureau (representing the government of New Zealand) which jointly operate the Australasian Information Security Evaluation Program (AISEP)

	TTC IT Security Evaluation Laboratory (Taiwan, R.O.C.)
	http://www.ttc.org.tw/english/its_e.asp 
	
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.

	TÜV Informationstechnik GmbH (Germany)
	http://www.tuvit.de/english/FIPS.asp 
	Trusted parts/sites/process, FIPS,software escrow
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.
· Accredited by the Bundesamt für Sicherheit in der Informationstechnik (BSI) which operates the German Evaluation and Certification Scheme

	Underwriters Laboratories, Inc. (USA - IL)
	http://www.ul.com/global/eng/pages/ 
	
	· Accredited by NIST, NVLAP for test methods for FIPS 140-1 and FIPS 140-2, Security Requirements for Cryptographic Modules, and for testing of Approved security functions.

	Wurldtech
	http://www.wurldtech.com/ 
	Achilles
	


� Aspect Labs is accredited under Norwegian scheme, so the proper accrediting body for the CC certification is Norwegian Certification Authority for the IT Security (SERTIT), which is a member of the CCRA.


� CygnaCom solutions does do Common Criteria testing but it is SEL not CEAL. CEAL is their FIPS 140 test lab.
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