Understanding that interoperability and conformance testing is based upon testing against documented requirements and standards and security testing can be primarily based on known vulnerabilities and threats, one key issue is to intertwine their testing in a manner that maximizes velocity to market while retaining fidelity.  There are different types of security testing that must be address some of these may be able to be done in concert with existing conformance and iop testing regimes IF security personnel are involved in the test construction.

When thinking about Smart Grid security testing or security assessments, there are entities that shall include security testing and assessments within their enterprise Smart Grid programs:
· Vendors and their direct partners,

· Systems integrators/implementers and other partners,

· The principal owning the Smart Grid component (e.g. utilities, others).
Security testing and validation for the Smart Grid is a framework of methods to give assurance that the combined Information Technology, Communications, and Control Systems protect critical data and processes needed to maintain power system reliability. It is accomplished by:

· Determining whether the Smart Grid component (system software/hardware/firmware) meets an appropriate set of the specified NISTIR 7628 high level security requirements

· Determining whether the Smart Grid component (system software/hardware/firmware) meets an appropriate set of enterprise and business security requirements

· Verifying SGIP CSWG identified threats and vulnerabilities have been mitigated against as documented in the supportive analysis of volume 3 of NISTIR 7628

· Giving assurance that specific protection functions found in relevant Smart Grid components are at adequate security levels as determined by specific Smart Grid system and device profiles.

When discussing and incorporating security testing and assessments, there are different types
 of security testing and assessments to consider.
· Active Security Testing: Security testing that involves direct interaction with a Smart Grid component
· Covert Testing: Smart Grid environment testing performed using covert methods and without the knowledge of the entity’s staff, but with full knowledge and permission of upper management
· External Security Testing: Smart Grid component security testing conducted from outside the entity’s security perimeter
· Information Security Testing: The process of validating the effective implementation of security controls for Smart Grid components, systems and networks, based on the entity’s Smart Grid and enterprise security requirements
· Information Security Assessment: The process of validating the effective development and implementation of the entity’s Smart Grid processes, practices, policies, and architecture

· Internal Security Testing: Smart Grid component security testing conducted from inside the organization’s security perimeter
· Overt Testing: Smart Grid component security testing performed with the knowledge and consent of the entity’s management and staff
· Passive Security Testing: Smart Grid component security testing that does not involve any direct interaction with the Smart Grid components
· Penetration Testing: Smart Grid component security testing in which evaluators mimic real-world attacks in an attempt to identify ways to circumvent the security features of an application, system, or network. 
When completing and remediating issues from the various types of the above listed security testing, we need to continue to verify the components remain interoperability.

� � HYPERLINK "http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf" �http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf�. 


� � HYPERLINK "http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf" �http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf�. 


� The base definitions are based on definitions found in NIST SP800-115 (Technical Guide to Information Security Testing and Assessment).





