List of Security Testing Best Practices

A few notes Nelson.  We are going to have to intertwine security and iop testing doing them separately could break the other.
Please look at comments in #2.  Maybe something like this for the intro:
“since we know how to test security and do conformance and iop the issues is how to entertwine their testing in a manner that maximizes velocity to market while retaining fidelity.  There are different types of security testing that must be address some of these may be able to be done in concert with existing conformance and iop testing regimes IF security personnel are involved in the test construction.

The different types of security testing are:


-


-


-“
# 4 fits this well and if a security team identifies these they should be testable by a normal testing regime by adding them to the test cases.
1) The test team should have members with experience in security testing.

Benefit: The test team should have members with specific experience in the type of testing (interoperability, conformance, usability, security. etc.) to be conducted. If security testing is to be part of a test campaign, the test team should have members with specific experience in security testing and evaluation.

2) Security specific test methodologies (such as penetration testing, static analysis, etc.) should be used.  These will have to be ordered in a manner that makes conformance and iop last, which may break security. We need to intertwine these appropriately….. or at least verify they remain iop after security fixes are applied.

I think this section at this time should be the major point of this discussion. Discussing the types of security testing that must be addressed and thoughts on how to address them with iop and conformances with the other points supporting the section.
Benefit: Test methodologies are used to determine different attributes (interoperability, conformance, usability, security, etc.) about an implementation under test. If security testing is to be part of a test campaign, security specific test methodologies should be used.

3) A model security policy should be provided for the item to be tested.

Benefit: A security policy provides the security rules under which an implementation must operate. In order to understand the security of an implementation being tested, the rules and assumptions about how the implementation must operate needs to be specified. Particularly mitigations and controls outside the boundary of the implementation. 

4) A threat analysis should be provided for the item to be tested.

Benefit: A threat analysis provides information to the test team about actions that may be harmful to an implementation and the sources of the actions. In order to understand the security of the implementation being tested, the threats an implementation is expected to address needs to be known as well as the threats that are not addressed. Particularly threats that are intended to be addressed by mitigations external to the implementation. 

5) Existing security test programs should be leveraged, when possible. 

Benefit: Integrating existing security test programs, when possible, into a security testing program allows for the expertise and experience from other security testing domains to be applied. However, understanding the limits of existing security testing programs is required in order to integrate those programs appropriately. By leveraging existing security testing programs, it may reduce the time and cost of the testing process. 

6) Component security testing should be included in security test programs, when possible. 

Benefit: When a software or firmware component is reused throughout a product line and if that component has a vulnerability, the vulnerability could be within multiple products.  Testing at the component level ensures that the layered security within a product continues to protect the information and processing. Components oftern require iop (re-iop) testing to ensure proper setup and use.
7) Security testing programs should ensure they align with the business and technical requirements for the enterprise, unit, product, etc. 

Benefit: When security testing programs align with business, system, and technical requirements, then risk can be limited and the product will have security that can be tested to the core components and is not a “feature” to be tested. 
