Summary of Protection Profile for the Gateway of a Smart Metering System (Gateway PP) and NISTIR 7628 Mapping

The Gateway PP defines security objectives and corresponding requirements for a Gateway, the communication component between the components in the local area network (LAN) of the consumer and the outside world.  The Gateway features a mandatory user interface, enabling authorized consumers access to their data.   This protection profile is directed to developers of Smart Metering systems and their components, informing them of requirements that must be implemented to become certified according to the Common Criteria (CC).  The minimum Evaluation Assurance Level for this PP is EAL 4 augmented by AVA_VAN.5 and ALC_FLR.2. 
The NISTIR 7628, Guidelines for Smart Grid Cyber Security, is both a starting point and a foundation that organizations can use to develop effective cybersecurity strategies tailored to their particular combinations of Smart Grid-related characteristics, risks, and vulnerabilities.  These guidelines are not prescriptive, nor mandatory.  Rather, they are an advisory tool intended to facilitate each organization’s efforts to develop a cybersecurity strategy effectively focused on prevention, detection, response, and recovery.  
Where the Gateway PP is scoped to only the security objectives of the Gateway, the NISTIR covers end-to-end security of a Smart Grid system. This mapping will not show a one-to-one correlation of requirements, rather, the purpose of this mapping activity is to identify requirements from the Gateway PP that conform to those of the NISTIR 7628.  Additionally, through cross-mapping the requirements, potential gaps in the NISTIR 7628 can also be identified.  
The attached spreadsheet presents a bi-directional mapping, identifying the relationship between the NISTIR 7628 and the Gateway PP.
· The first worksheet titled “Legend,” explains the significance of the colors used throughout the worksheets. 
· “Gateway PP Requirements” identifies the assurance and functional requirements of the Gateway PP.

· “NISTIR 7628 to GatewayPP Map” identifies NISTIR 7628 requirements that do not have a comparable Gateway PP functional requirement.  

· “GatewayPP to NISTIR 7628 Map” identifies GatwayPP functional requirements that do not have a comparable NISTIR requirement.

· “Assurance Components for TOE” identifies GatewayPP assurance components that do not have a comparable NISTIR 7628 requirement. 

· “Common Criteria v2.1 to NISTIR” identifies the mapping from the Common Criteria Assurance Requirements to the NISTIR 7628.
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