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3.26 Testing and Certification of Smart Grid Cyber Security
The testing and certification of the Smart Grid cybersecurity requirements provide assurance that systems and system components are conformant to the requirements selected by the organization.  The use of consistent, standardized cybersecurity evaluation criteria and methodologies contributes to the repeatability and objectivity of test results, which provide insight into the extent to which the requirements are implemented correctly, operating as intended, and producing the desired security posture for the Smart Grid information system and system components. Understanding the overall effectiveness of the security requirements implemented in the Smart Grid information system and its operational environment is essential in determining the risk to the organization’s operations.  
Guide for Assessing the High-Level Security Requirements in NISTIR 7628 [footnoteRef:1] (The Guide) provides a set of guidelines for building effective security assessment plans and a baseline set of procedures for assessing the effectiveness of security requirements employed in Smart Grid information systems.  The Guide is written to provide a foundation to facilitate a security assessment based on the high-level security requirements identified earlier in this chapter, implemented within an effective risk management program.  It includes descriptions of the basic concepts needed when assessing the high-level security requirements in Smart Grid information systems, the Security Assessment process (including specific activities carried out in each phase of the assessment), the assessment method definitions, the Assessment Procedures Catalog and a Sample Security Assessment Report outline.  Additionally, the Assessment Procedures Catalog has been placed in a companion spreadsheet tool[footnoteRef:2] for assessors that can be used to record the findings of an assessment and used as the basis for the development of a final assessment report. [1:  Guide for Assessing the High-Level Security Requirements in NISTIR 7628 is available for download at: https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/NISTIR_7628_Assessment_Guide-v1p0-24Aug2012.pdf ]  [2:  The Companion Spreadsheet to the Guide for Assessing the High-Level Security Requirements in NISTIR 7628 is available at  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGTesting/2012-004_1_Companion_Spreadsheet.docx] 

The objective of security assessments is to verify that the implementers and operators of Smart Grid information systems are meeting their stated goals.  The security assessment process involves participation and buy-in from both the assessor and organizational stakeholders. Key organizational participants in the process include senior management, Smart Grid information system and industrial control system owners, and the Chief Information Security Officer.  The result of the security assessment provides realistic information to senior management about the risk posture and residual risks of the Smart Grid information system, which will form the basis for any decision to approve or authorize the system for operation.    
However, cybersecurity testing does not operate in a vacuum; these efforts should be performed in coordination with interoperability testing to ensure that changes to one do not adversely impact the operation of the other.  For instance, as a functionality is developed to enable interoperability, new potential vulnerabilities can be introduced.  By ensuring that cybersecurity testing is coordinated with interoperability testing, design, implementation and operational flaws that could allow the violation of cybersecurity requirements, and loopholes that can cause loss of information, availability, or allow unauthorized access can be identified and mitigated.  
The Smart Grid Interoperability Panel (SGIP) Smart Grid Testing and Certification Committee (SGTCC) developed and issued an Interoperability Process Reference Manual (IPRM) Version 2.0[footnoteRef:3] in January 2012 that details its recommendations on processes and best practices that enhance the introduction of interoperable products in the marketplace.  These recommendations build upon international standards-based processes (ISO/IEC 17025 and ISO/IEC Guide 65) for interoperability testing and certification for testing laboratories and certification body management systems.   Additionally, the IPRM identifies technical requirements and best practices necessary to help assure testing programs’ technical depth and sufficiency for interoperability and cybersecurity.  The IPRM Version 2.0 includes sections that discuss: International Guidelines for Testing and Certification, ITCA Implementation of the IPRM, Interoperability and Conformance Test Construction, Cybersecurity Testing, and Interoperability Certification Body and Testing Laboratory Requirements. [3:  The IPRM Version 2.0 is available for download at: https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SmartGridTestingAndCertificationCommittee/IPRM_final_-_011612.pdf ] 

The SGTCC asserts that implementation of the IPRM by Interoperability Testing and Certification Authorities (ITCAs) will increase the quality of standards-based, secure and interoperable products in the Smart Grid marketplace.  Implementation of the IPRM will lead to reduced deployment costs of Smart Grid systems and devices, and enhanced product quality with respect to interoperability and conformance.  This will ultimately provide increased end-user customer satisfaction and confidence to the buyer through meaningful certification programs.  For instance, as electric utilities turn to Advanced Metering Infrastructures (AMIs) to promote the development and deployment of the Smart Grid, one aspect that can benefit from standardization is the upgradeability of Smart Meters. The National Electrical Manufacturers Association (NEMA) standard SG-AMI 1-2009, “Requirements for Smart Meter Upgradeability,” describes functional and security requirements for the secure upgrade—both local and remote—of Smart Meters. Draft NISTIR 7823, Advanced Metering Infrastructure Smart Meter Upgradeability Test Framework, describes conformance test requirements that may be used voluntarily by testers and/or test laboratories to determine whether Smart Meters and Upgrade Management Systems conform to the requirements of NEMA SG-AMI 1-2009. 
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