SG.XX-1 “standard language” NISTIR Requirement
Category: Common Governance, Risk, and Compliance (GRC) Requirements

Requirement

1. The organization develops, implements, reviews, and updates on an organization-defined frequency—
a. A documented XYZ security policy that addresses—
i. The objectives, roles, and responsibilities for the XYZ security program as it relates to protecting the organization’s personnel and assets; and
ii. The scope of the XYZ security program as it applies to all of the organizational staff, contractors, and third parties; and
b. Procedures to address the implementation of the XYZ security policy and associated continuity of operations protection requirements;

2. Management commitment ensures compliance with the organization’s security policy and other regulatory requirements; and

3. The organization ensures that the XYZ security policy and procedures comply with applicable federal, state, local, tribal, and territorial laws and regulations.

Sample language assessment objective (replace highlighted text XYZ for each NISTIR family to correspond with the family name, replace highlighted text XX with unique identifier)
SG.XX-1.1

Determine if:

(i) the organization defines the frequency of reviews and updates to the XYZ security policy and procedures;

(ii) the organization develops, implements, reviews, and updates on an organization-defined frequency—

(a) a documented XYZ security policy that addresses—
(I) the objectives, roles, and responsibilities for the XYZ security program as it relates to protecting the organization’s personnel and assets; and
(II) the scope of the XYZ security program as it applies to all of the organizational staff, contractors, and third parties; and
(b) procedures to address the implementation of the XYZ security policy and associated XYZ protection requirements.

SG.CP-1.2

Determine if: 

(i) the organization documents management commitment to ensure compliance with the organization’s security policy and other regulatory requirements; and 
(ii) management commitment ensures compliance with the organization’s security policy and other regulatory requirements.

SG.CP-1.3

Determine if the organization ensures that the XYZ security policy and procedures comply with applicable federal, state, local, tribal, and territorial laws and regulations.

