Summary of Common Criteria Evaluation Assurance Levels (EALs)
Summary of Common Criteria (CC)

Common Criteria for Information Technology Security Evaluation (abbreviated as Common Criteria or CC) is an evaluation methodology, standardized as ISO/IEC 15408, for computer security certification.  The standard was initially developed from various national evaluation standards in 1999, it is currently at version 3.1.

In contrast to SP 800-53A, Common Criteria is about evaluating products, rather than systems.

Common Criteria is a framework in which computer system users can specify their security functional and assurance requirements, vendors can then implement those requirements, and testing laboratories can evaluate the products to determine if they actually meet the claims. In other words, Common Criteria provides assurance that the process of specification, implementation and evaluation of a computer security product has been conducted in a rigorous and standard manner.

CC defines assurance in the following manner:
Assurance is grounds for confidence that an IT product meets its security objectives. Assurance can be derived from reference to sources such as unsubstantiated assertions, prior relevant experience, or specific experience. However, the CC provides assurance through active investigation. Active investigation is an evaluation of the IT product in order to determine its security properties. 

CC defines a set of security assurance requirements (SARs) in Part 3 of the standard, they cover a variety of means by which assurance is obtained.  These SARs are grouped into the following classes and families:

· Development requirements covering design and implementation

· Security architecture

· Functional specifications

· Internal design

· Source code review

· Guidance documents levied on the end user documentation:

· Operational user guides

· Installation procedures

· Life cycle support requirements regarding:

· Configuration management

· Development security

· Secure delivery

· Flaw remediation

· Tests performed during the evaluation:

· Functional tests

· Independent tests (including penetration tests)

· Coverage and depth analysis

· Vulnerability assessment

· Composition analysis
The Evaluation Assurance Level (abbreviated as EAL) is a numerical grade assigned to an evaluation, indicating the level of the assurance requirements that were achieved during the evaluation.  EAL ranges from EAL1 (“functionally tested”) to EAL7 (“formally verified design and tested”), with each increase adding additional levels of stringency in the security assurance requirements that comprise the EAL.
EAL1: Functionally Tested

EAL1 is applicable where some confidence in correct operation is required, but the threats to security are not viewed as serious.

EAL2: Structurally Tested

EAL2 requires the cooperation of the developer in terms of the delivery of design information and test results, but should not demand more effort on the part of the developer than is consistent with good commercial practice.

EAL3: Methodically Tested and Checked

EAL3 permits a conscientious developer to gain maximum assurance from positive security engineering at the design stage without substantial alteration of existing sound development practices

EAL4: Methodically Designed, Tested, and Reviewed

EAL4 permits a developer to gain maximum assurance from positive security engineering based on good commercial development practices which, though rigorous, do not require substantial specialist knowledge, skills, and other resources. EAL4 is the highest level at which it is likely to be economically feasible to retrofit to an existing product line.

Higher EALs are not likely to be applicable to Smart Grid testing, so those descriptions are omitted.  

EAL Details
EAL1: Functionally Tested
	Assurance Class 
	Assurance components 

	ADV: Development 
	ADV_FSP.1 Basic functional specification 

	AGD: Guidance documents 
	AGD_OPE.1 Operational user guidance 

	AGD_PRE.1 Preparative procedures 

	ALC: Life-cycle support 
	ALC_CMC.1 Labelling of the TOE 

	ALC_CMS.1 TOE CM coverage 

	ASE: Security Target evaluation 
	ASE_CCL.1 Conformance claims 

	ASE_ECD.1 Extended components definition 

	ASE_INT.1 ST introduction 

	ASE_OBJ.1 Security objectives for the operational environment 

	ASE_REQ.1 Stated security requirements 

	ASE_TSS.1 TOE summary specification 

	ATE: Tests 
	ATE_IND.1 Independent testing - conformance 

	AVA: Vulnerability assessment 
	AVA_VAN.1 Vulnerability survey 


EAL2: Structurally Tested
	Assurance Class 
	Assurance components 

	ADV: Development 
	ADV_ARC.1 Security architecture description 

	ADV_FSP.2 Security-enforcing functional specification 

	ADV_TDS.1 Basic design 

	AGD: Guidance documents 
	AGD_OPE.1 Operational user guidance 

	AGD_PRE.1 Preparative procedures 

	ALC: Life-cycle support 
	ALC_CMC.2 Use of a CM system 

	ALC_CMS.2 Parts of the TOE CM coverage 

	ALC_DEL.1 Delivery procedures 

	ASE: Security Target evaluation 
	ASE_CCL.1 Conformance claims 

	ASE_ECD.1 Extended components definition 

	ASE_INT.1 ST introduction 

	ASE_OBJ.2 Security objectives 

	ASE_REQ.2 Derived security requirements 

	ASE_SPD.1 Security problem definition 

	ASE_TSS.1 TOE summary specification 

	ATE: Tests 
	ATE_COV.1 Evidence of coverage 

	ATE_FUN.1 Functional testing 

	ATE_IND.2 Independent testing - sample 

	AVA: Vulnerability assessment 
	AVA_VAN.2 Vulnerability analysis 


EAL3: Methodically Tested and Checked
	Assurance Class 
	Assurance components 

	ADV: Development 
	ADV_ARC.1 Security architecture description 

	ADV_FSP.3 Functional specification with complete summary 

	ADV_TDS.2 Architectural design 

	AGD: Guidance documents 
	AGD_OPE.1 Operational user guidance 

	AGD_PRE.1 Preparative procedures 

	ALC: Life-cycle support 
	ALC_CMC.3 Authorisation controls 

	ALC_CMS.3 Implementation representation CM coverage 

	ALC_DEL.1 Delivery procedures 

	ALC_DVS.1 Identification of security measures 

	ALC_LCD.1 Developer defined life-cycle model 

	ASE: Security Target evaluation 
	ASE_CCL.1 Conformance claims 

	ASE_ECD.1 Extended components definition 

	ASE_INT.1 ST introduction 

	ASE_OBJ.2 Security objectives 

	ASE_REQ.2 Derived security requirements 

	ASE_SPD.1 Security problem definition 

	ASE_TSS.1 TOE summary specification 

	ATE: Tests 
	ATE_COV.2 Analysis of coverage 

	ATE_DPT.1 Testing: basic design 

	ATE_FUN.1 Functional testing 

	ATE_IND.2 Independent testing - sample 

	AVA: Vulnerability assessment 
	AVA_VAN.2 Vulnerability analysis 


 EAL4: Methodically Designed, Tested, and Reviewed
	Assurance Class 
	Assurance components 

	ADV: Development 
	ADV_ARC.1 Security architecture description 

	ADV_FSP.4 Complete functional specification 

	ADV_IMP.1 Implementation representation of the TSF 

	ADV_TDS.3 Basic modular design 

	AGD: Guidance documents 
	AGD_OPE.1 Operational user guidance 

	AGD_PRE.1 Preparative procedures 

	ALC: Life-cycle support 
	ALC_CMC.4 Production support, acceptance procedures and automation 

	ALC_CMS.4 Problem tracking CM coverage 

	ALC_DEL.1 Delivery procedures 

	ALC_DVS.1 Identification of security measures 

	ALC_LCD.1 Developer defined life-cycle model 

	ALC_TAT.1 Well-defined development tools 

	ASE: Security Target evaluation 
	ASE_CCL.1 Conformance claims 

	ASE_ECD.1 Extended components definition 

	ASE_INT.1 ST introduction 

	ASE_OBJ.2 Security objectives 

	ASE_REQ.2 Derived security requirements 

	ASE_SPD.1 Security problem definition 

	ASE_TSS.1 TOE summary specification 

	ATE: Tests 
	ATE_COV.2 Analysis of coverage 

	ATE_DPT.1 Testing: basic design 

	ATE_FUN.1 Functional testing 

	ATE_IND.2 Independent testing - sample 

	AVA: Vulnerability assessment 
	AVA_VAN.3 Focused vulnerability analysis 


