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CSWG Testing & Certification Subgroup Charter & Scope

1.1 Change Record

	Date
	Author
	Version
	Change Reference

	09/18/2010
	Sandy Bacik
	1.0
	Initial daft based on general discussions

	10/03/2010
	S. Bacik
	1.1
	Added comments from the scope teleconference

	10/12/2010
	S. Bacik
	1.2
	Added clarification based on our teleconference

	10/29/2010
	S. Bacik
	1.3
	Updated based on CSWG Management Team changes

	12/7/2010
	S. Bacik
	1.4
	Changes the development of security test cases to developing guidance on developing security test cases


1.2 Charter

The purpose of the Testing & Certification subgroup is to establish guidance and methodologies for security testing of smart grid systems, subsystems, and components.  The National Institute of Standards and Technology (NIST) Smart Grid Interoperability Panel (SGIP) Cyber Security Working Group (CSWG) Testing & Certification subgroup will focus on developing cyber security testing guidance and test cases for Smart Grid systems, subsystems, and components for their hardware, software, and processes.  The CSWG Testing & Certification subgroup is not a certifying body
. Specifically our charter will be to accomplish the following: 

· Leverage existing security certifications and methodologies to limit the cyber security testing burden within Smart Grid entitites

· Provide cyber security interoperability testing input to the Smart Grid Interoperability Panel (SGIP) Testing & Certification Committee (TCC)

· Provide a CSWG cyber security testing liaison to the SGIP TCC

· Coordinate with the NIST on the “Smart Grid Conformance Project”  

· Develop initial guidance and processes for laboratories and utilities conducting cyber security and/or interoperability testing to evaluate smart grid systems, subsystems, and components
· Develop guidance on developing cyber security test cases to evaluate smart grid systems, subsystems, and components based on existing smart grid technical requirements.
1.3 Scope

The scope of the CSWG Testing & Certification subgroup will be the cyber security testing requirements and guidance for hardware, software, and processes within the smart grid systems, subsystems, and processes and following the SGIP TCC scope and collaborate with their activities.

Initially the focus of the CSWG Testing & Certification subgroup will be limited to Advanced Metering Infrastructure (AMI) from endpoints through the head end systems and provide guideance to the SGIP TCC and utilities on cyber security testing.

� The CSWG Testing & Certification subgroup will not be performing any conformity or security testing to verify Smart Grid components and systems.  
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