Proprietary Information

PRELIMINARY

CSWG Testing & Certification Subgroup Work Plan

1.1 Change Record

	Date
	Author
	Version
	Change Reference

	11/27/2010
	Sandy Bacik
	1.2
	Modified based on CSWG Management suggestions


1.2 Task 1 – Security Testing Programs

Compile list of security testing programs providing testing, certifications, or accreditation to a security methodology by laboratories or consultants to be incorporated into the next version of the Interoperability Process Reference Manual (IPRM).  


a) December 30, 2010: Initial draft of security testing programs

b) January 30, 2011: Draft with list of vendor and lab accreditations

c) February 15, 2011: Final draft delivered to SGIP TCC WG4 IPRM 
NOTE:  Completed.  The work was posted on the twiki and removed from the IPRM v2.0 work and not required.

1.3 Task 2 – Security Testing Frameworks

Compile list of security testing frameworks that provide repeatable testing structures to be incorporated into the next version of the Interoperability Process Reference Manual (IPRM).



a) December 30, 2010: Initial draft of security testing frameworks

b) January 15, 2011: Draft categorizing general testing frameworks, security testing frameworks, and obsolete frameworks. 

c) February 15, 2011: Final draft delivered to SGIP TCC WG4 IPRM
NOTE:  Completed.  The work was posted on the twiki and removed from the IPRM v2.0 work and not required.

1.4 Task 3 – Security Testing Questions

Compile list of security testing questions for utilities to use in request for proposals (RFPs).

a) January 15, 2011: Initial draft of security testing questions

b) February 15, 2011: Final draft posted to subgroup twiki

1.5 Task 4 – Security Test Cases

Compile list of security test case topics.

a) January 15, 2011: Initial draft of security test case topics

b) January 15, 2011: Draft with security test case topics derived from NISTIR 7628 high level security requirements

c) March 15, 2011: Draft with abstract security test case topics built

d) April 30, 2011: Final draft delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability 

e) TBD: Final draft to be included in a SGIP TCC deliverable yet to be identified

f) TBD: Draft with security test cases derived from CSWG AMI-Sec subgroup requirements

g) TBD: Draft with AMI-Sec abstract security test cases built

h) TBD: Updated final draft delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability 

i) TBD: Final draft to be included in a SGIP TCC deliverable yet to be identified 
NOTE:  Not started and may not be completed, because the test cases will vary depending upon the utility, the test, and the test environment.

1.6 Task 5 – Security Test Requirements NISTIR 7628 Volume 1

Compile list of general security test requirements based on the NISTIR 7628 volume 1.
a) January 30, 2011: Initial document review to clarify if NISTIR 7628 requirements are actionable and testable

b) February 15, 2011: draft list of additional generic security categories that should be part of a set of security test requirements

c) March 30, 2011: Draft of security test requirements based on NISTIR 7628 volume 1 to be delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability and comment

d) April 30, 2011: Final security test requirements based on NISTIR 7628 volume 1 to be delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability
NOTE:  WIP.  Still waiting for final approval to post.

1.7 Task 6 – Security Test Requirements AMI-SEC

Compile list of general security test requirements based on the CSWG AMI-SEC subgroup requirements.
a) TBD: Initial document review to clarify if the CSWG AMI-SEC subgroup requirements are actionable and testable

b) TBD: draft list of additional generic security categories that should be part of a set of the CSWG AMI-SEC subgroup security test requirements 

c) TBD: Draft of security test requirements based on the CSWG AMI-SEC subgroup requirements to be delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability and comment

d) TBD: Final security test requirements based on the CSWG AMI-SEC subgroup requirements to be delivered to the CSWG management team for posting on the CSWG TCC twiki site for public availability

NOTE:  Not started because the AMI Security subgroup is not completed with updating the AMI Security Profile.

1.8 Task 7 – Review the Protection Profile for the Gateway of Smart Metering Systems
Review the Protection Profile for the Gateway of Smart Metering Systems based on common criteria.

a) TBD: Review the Protection Profile against the NISTIR 7628 high level security requirements

b) TBD: Review the Protection Profile requirements for actionability.
�  The dates associated with this activity will all have to be slid, because additional SGIP TCC IPRM contribution will have to wait until after the current version is released.
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