





WIB 2.0 / NISTIR 7628 Alignment 
Introduction
These notes supplement the SURET[footnoteRef:1] Workbook prepared in OPUS Consulting Group’s (OCG) analysis of WIB Report M 2784 – X-10, “Process Control Domain-Security Requirements for Vendors”, Index Classification 50.1-Version 2.0 (Published by WIB, Second issue, October, 2010).  OCG treated the WIB Report as the Document under Consideration (or DuC).  This document strictly follows the convention that “shall” means a requirement is binding and “should” means a requirement is strongly recommended. [1:  SURET: System Users Requirements Evaluation Tool] 

Objective and goals
The purpose of this analysis was to assess the alignment of the four Process Area Categories set forth in the WIB document with 223 NISTIR 7628 requirements – 886 combinations.  NISTIR 7628 is specifically titled “Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements”, compiled by The Smart Grid Interoperability Panel – Cyber Security Working Group (August 2010).  The goal was to assess the areas of alignment and conflict between the two documents.  In addition to assessing the areas of alignment or conflict, OCG assessed which document contains a significantly more extensive treatment of a topic.  Furthermore, the NISTIR does not follow rigorous definitions of shall and should, but intent is usually clear from the context.  OCG inserted comments in the row/column cell for each combination of WIB PA and NISTIR when questions of interpretation arise.
Challenges
The comparison of these two documents is complicated due to their having two different purposes.  The NISTIR is a high-level framework document. Its purpose is to server as a guideline for Standards Setting Organizations chartered to develop standards to protect the electric industry’s Smart Grid against cyber-attack.  Whilst WIB 2.0, the DuC, is an Industry Agreement, which articulates System Owner/Operator (called the Principal) cyber-security requirements that system suppliers (called Vendor) must satisfy. The stated objective of WIB 2.0 is to establish Vendor policies and practices to build security into their products and services.
Thus, the DuC focuses on requirements, which Vendors must meet, and omits topics relevant to standards groups.  The DuC specifies minimum requirements with which Vendors must comply.  In this analysis, OCG assumed that any requirement imposed on a Vendor aligns with a similar policy in place and enforced by the Principal, although the DuC does not explicitly state such alignment. 
Additionally, WIB 2.0, the DuC, is a prescriptive document, which provides sufficient information to audit Vendor’s compliance with the requirements. Determination of Vendor compliance requires other specifications such as those found in Wurldtech’s Achilles Practices Certification (APC) program. Although OCG is acutely aware of the APC requirements, we did not consider them for this alignment analysis. OCG only considered WIB 2.0 requirements as stated.


Analysis methodology
DuC divides requirements into four categories called Process Areas (PAs). The meaning assumed for each of the four Process Areas is:
Organizational Process Areas – These are requirements and requirement enhancements for policies and procedures.
System Capability Process Areas – These are requirements and requirement enhancements for security functions to be designed into the Vendor’s system and compensating security functions used to protect Vendor system components and subsystems which do not have built-in security capabilities.
System Acceptance Testing and Commissioning Process Areas – These are requirements and requirement enhancements for demonstrating correct implementation of security functions built into the Vendor’s system and readiness of system turnover for operation by the Principal or selected Operator.
Maintenance and Support Process Areas – These are requirements and requirement enhancements for demonstrating correct maintenance of security functions built into the Vendor’s system, as well as timely support in response to security related events.
OCG’s System User Requirements Evaluation Tool (SURET) is an EXCEL-based application with one row corresponding to each of the four PAs.  There is one column for each of the 223 NISTIR specifications.  Thus, at each cell at which a PA requirement intersects with a NISTIR specification, an entry indicates the extent to which the two documents align.  Entries are made from a predefined menu of four possible degrees of alignment, identified here as a “first order filter.”  The four possible alignment classifications are:  
Aligned – The two documents have almost equivalent requirements.
WIB Dominates – The two documents have almost equivalent requirements, but the DuC has more extensive specifications than the NISTIR.
NISTIR Dominates – The two documents have almost equivalent requirements, but the NISTIR has more extensive specifications than the DuC.  This entry is also made if the NISTIR does contain a specification on which the DuC is silent.
Conflict – The two documents have conflicting requirements.
In many cases, a cell entry includes a comment.  These comments provide an OCG reason for the decision to assign the classification.  OCG also used comments to identify assignments that are subject to debate or interpretation.  Non-standard capitalization of words should help recognize the key words – which may differ between the two documents compared.  The comments are an important part of the SURET workbook.
Entries of “NISTIR Dominates” for which there is no comment generally mean that the DuC did not address the NISTIR requirement.
In some cases, there are two entries for the same requirement.  The first WIB (PA01 – Organizational Process Areas) refers to policy requirements.  If a requirement in any other PA referred to policies or documentation requirements, the same comment was entered both in the row for that process area and for PA01. 
Note that there is an asymmetry in this methodology because the NISTIR is the standard against which OCG evaluated the DUC.  If the NISTIR has a specification not addressed by the DuC, OCG enters “NISTIR Dominates.”  However, if the DuC has a requirement on which the NISTIR is silent, there is no cell in which to make an entry because the NISTIR terminology determines the column titles. To remedy this, for each such case, OCG includes the following, which are an integral part of OCG’s analysis.
 WIB topics on which the NISTIR is silent
In this list, items OCG identified topics by their designation in Tables 3 to 6 of the DuC.  The PA designation is omitted and the BP.xx.xx designation from the “Base Practice Objective” column of Tables 3 to 6 identifies the requirement.  The designation of RE(x) is also included when necessary to identify the requirement or requirement enhancement.
· BP.01.05 requires Vendors assign competent security leads to projects.
· BP.02.01 has much more detailed requirements for Security Contacts between the Principal and the Vendor than does NISTIR 
· BP.03.02 recommends Vendors to obtain control security certificates and inform the Principal thereof.
· BP.04.01 RE(4) requires documenting the formatting of security extensions provided for servers.
· BP.07.05 requires the ability to set service, auto-login, and operator accounts which never expire.
· BP.07.06 requires role-based access control.
· BP.07.06:RE(1) requires the ability to encrypt password within the network device
· BP.07.06:RE(2) requires the ability to use encryption for network administration on Ethernet.
· BP.08.01 requires vendors provide detailed instructions on system backup.
· BP.08.02 requires system functionality during backup.
· BP.09.02 requires the option of a Management Information Base to display configuration and security performance information.
· PA11 requires operators acknowledge new or modified set points and automated set point changes.
· PA13 requires a hardware key switch to disable the Safety Instrumented System (SIS) configuration mode, have a 3rd party assess the safety network, separate the SIS and communication network, only connect to work stations to Layer 3 with a firewall, prohibit connection between the SIS and the Distributed Control System, and  restrict communication to the SIS Engineering Work Station.
· BP.20.05:BR requires that on Commissioning, Vendor must demonstrate that service, auto-log-in, and operator accounts never expire or become disabled automatically. 
· BP.22.01:BR  requires the Vendor to provide architecture drawings.
· BP.22.02:BR requires the Vendor to verify that Layers 2 and 3 are separated.
· BP.23.01:BR and BP.32.01:RE(1) require the use of SSIDs that are not readily seen or identified.
· BP:23.01:RE(2) requires that wireless devices us static IP addresses and the DHCP is disabled.
· BP.23.02 requires that wireless devices connected to Layers 1 or 2 be routed through the control system  management work station and devices connected at Layer 3pass through a firewall.
· BP.23.03 restricts or prohibits the use of wireless connections in safety related control loop connections.
· BP.23.05:BR requires that wireless handheld device communications be routed through the CSAD.
· BP.23.06:BR requires extensive architecture documentation on wireless connections.
· BP.23.06:RE(1) requires wireless infrastructures be shown to avoid interference and co-existence problems.
· BP.30.04:BR requires that prior to scheduled maintenance, Vendor must demonstrate that service, auto-log-in, and operator accounts never expire or become disabled automatically.
· BP.32.01:BR  requires the Vendor update architecture documentation before maintenance.
· BP.32.02:BR requires the Vendor to verify that physical network separation remains properly implemented during scheduled maintenance.
· BP.33.01:BR requires re-verifying Unique, Location-Specific SSIDs during maintenance.
· BP.33.02 requires re-verifying that wireless devices connected to Layers 1 or 2 remain routed through the control system  management work station and devices connected at Layer 3pass through the control system management workstation (Layer 1 or 2) or a firewall (Layer 3) during .
· BP.33.03:BR requires re-verifying there are no wireless connections in safety related control loop.
· BP.33.03:RE(1) requires re-verifying the response time of wireless devices in a control loop
· BP.33.05:BR requires re-verifying that wireless handheld device communications be routed through the CSAD during maintenance.
· BP.33.06:BR requires re-verifying  that its wireless system architecture documentation is up-to-date and that the re are no issues with interference or co-existence.
[bookmark: _GoBack]OCG’s finding and conclusion
Overall, these documents show a high degree of alignment, given their different audiences and industries of origin. In fact, there are no entries of “Conflict” in the SURET Workbook. Despite the length of the previous list, most of the differences are lack of specific language, rather than divergence of intent. That is, although one standard may not specifically state a requirement, it is often the case that it is clear that any reasonable organization would probably implement the (unstated) requirement as it applied the document. The second topic in the list illustrates this point.  The DuC requires that Vendors assign competent security leads to the Principal’s project.  The document does not specify that the Principal must assign competent security leads to its own projects, but it does not seem reasonable that an organization would require competent staff on the part of Vendors, but staff its own operation with incompetent people. 


WIB 2.0 – NISTIR 7628 Alignment 	Page 4

