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Colorado Energy Assurance Emergency Plan (CEAEP)

Workshop #3

CYBER SECURITY



Date and Time:  Thursday, June 9th, 2011 • 7:30 am – 5:00 pm
Location:  Sheraton Hotel Downtown Denver • Conference room -“Governor’s Square 15”
1550 Court Place, Denver, CO  80202

Agenda:


07:30 – 07:45 am	Welcome – Larry Duran, Public Utilities Commission


07:45 – 08:00 am	Governors Energy Office Comments– Matt Futch, Utilities Manager 


08:00 – 08:15 am	Recap of CEAEP Project – Laura Nay, CISPR Project Manager


08:15 – 08:30 am	Introductions of Distinguished Guests – Larry Duran
· NIST Cyber Security Working Group (CSWG)
· Department of Energy (DOE) 

08:30 – 09:00 am	Nat’l Institute of Standards & Technology – Marianne Swanson, SR Advisor
· Smart Grid Background Information
· NIST’s Role
· NIST Smart Grid Interoperability Panel Overview
09:00 – 09:30 am	Department of Energy - Samara Moore
· DOE Threat Briefing
09:30 – 10:00 am	Break 

10:00 – 10:30 am	Cyber Security Working Group (CSWG) – Marianne Swanson
· Cyber Security Working Group (CSWG)
· The CSWG’s Focus and Role
· The sub-groups
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Continued:

10:30 – 11:30 am	Risk Management Process for the Electric Sector – Marianne Swanson 

11:30 – 01:00 pm	Lunch


01:00 – 02:00 pm	Department of Energy Cyber Security Grants – Samara Moore  

02:00 – 02:30 pm	Break 

02:30 – 04:30 pm	The NIST Interagency Report 7628 – Mark Enstrom and Alan Greenberg 

· Security Architecture
· High-Level Security Requirements
· Cryptography and Key Management
· Vulnerability Classes
· Bottom-Up Security Analysis
· Research and Development
· Standards Review

04:30 – 04:45 pm	 Larry Duran
· Acknowledgments and Appreciation

04:45 – 05:00 pm	 Laura Nay
· Closing Remarks

05:00 pm		Adjourn		
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