GUIDELINES FOR SMART GRID CYBER SECURITY
National Institute of Standards and Technology (NIST)

in partnership with

University of Minnesota

College of Science and Engineering

Technological Leadership Institute

Computer Science and Engineering Department
Wednesday, May 18 – 8:00AM-3:30PM

Reception 4:30PM-6:30PM, Coffman Memorial Union, West Wing
Thursday, May 19 - 8:00AM-12:00PM
Digital Technology Center, Room 402

Walter Library 
University of Minnesota
INVITATION & AGENDA

The University of Minnesota invites you to participate in a one- and a half-day Smart Grid Cyber Security Conference to be held all day on May 18 and the morning of May 19, hosted by the College of Science and Engineering, the Technological Leadership Institute, and the Computer Science & Engineering Department. 
The first day presents a comprehensive overview by The National Institute of Standards and Technology (NIST) and members of the Smart Grid Interoperability Panel – Cyber Security Working Group (CSWG) regarding an Interagency Report 7628 (NISTIR 7628) named “Guidelines for Smart Grid Cyber Security,” which is a critically important document for guiding government, regulatory organizations, industry and academia on Smart Grid cyber security. This regional outreach conference is valuable to any organization that is planning, integrating, executing or developing cyber technology for the Smart Grid.  The second day will include presentations by UMN faculty, Minnesota state government and local industry.
The conference will take place from 8:30am to 4:00pm (Wed) and 8:30am-12:00pm (Thurs) in the Digital Technology Center on the University of Minnesota, Twin Cities campus. On‐site registration is available from 8:00‐8:30 AM.

The conference is free, but we encourage you to register early to help us organize for the correct number of participants. You can register by contacting Elizabeth Sisley at Sisley@cs.umn.edu.  
 AGENDA: Wednesday, May 18th
	8:00 AM
	Registration – coffee and juice served

	8:30 AM
	Welcome and Introduction– Prof. S. Massoud Amin

	8:45 AM
	Smart Grid Interoperability Panel (SGIP) Cyber Security Working Group (CSWG) Welcome and Introduction – Marianne Swanson, Senior Advisor for Information System Security, NIST
· Smart Grid Background Information
· NIST’s role 
· About the SGIP 

	9:15 AM
	Department of Energy (DOE) Threat Briefing – Alan Greenberg, Tech Director, Cyber and Information Solutions, Boeing; CSWG Outreach Lead

	9:45 AM
	Break

	10:00 AM
	About the CSWG – Marianne Swanson

	10:45 AM
	Risk Management Process for the Electric Sector – Marianne Swanson

	11:45 PM
	Lunch – on-site buffet

	12:30 PM
	NIST Interagency Report (IR) 7628, Guidelines for Smart Grid Security, Volume II: Privacy Briefing – Brent Struthers, Senior Director of State Regulatory Affairs, Neustar

	2:00 PM
	Break

	2:15 PM
	NISTIR 7628, Volumes I and III Briefing  – Dr. Elizabeth Sisley, Marianne Swanson, Alan Greenberg, and Brent Struthers
· Security Architecture 
· High-Level Security Requirements
· Cryptography and Key Management
· Vulnerability Classes
· Bottom-up Assessment

· Research and Development

· Standards Assessment

	3:30 PM
	Adjourn


AGENDA: Thursday, May 19th
	8:00 AM
	Registration – coffee and juice served

	8:30 AM
	Welcome and Introductions – Brian Isle, Adventium Labs

	8:40 AM
	Smart Grid Cyber Security – Risks and Rewards including Smart Grid technical needs - S. Massoud Amin, D.Sc. Director and Honeywell/H.W. Sweatt Chair in Technological Leadership, Professor of Electrical & Computer Engineering, University Distinguished Teaching Professor, Center for the Development of Technological Leadership, College of Science and Engineering

	9:30 AM
	Networking break

	10:00 AM
	Minnesota’s Smart Grid needs/desires – Jeffrey Haase, MN Dept. of Commerce

	10:30 AM
	Security and Privacy Research at University of Minnesota - Prof. Nick Hopper – Computer Science and Engineering, UMN


	11:00 AM
	Panel discussion – Implications for Industry
Moderator:
Alan Greenberg

Panelists:
Dr. Himanshu Khurana, Senior Technical Manager, Integrated Security Technology Section, Knowledge Systems Laboratory, Honeywell 
Richard Kalisch, Sr. Director of Technology Initiatives, Midwest ISO

Mayur Rao, Enterprise Integration and Cyber Security Manager, Siemens Energy

Gary Connett, Director of Demand-Side Management and Member Services, Great River Energy



	11:45 AM
	Wrap up and next steps - Alan Greenberg

	12:00 PM
	Adjourn
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