	CSWG 3-Year Plan
	2011



CSWG Three-Year Plan
The Smart Grid Interoperability Panel – Cybersecurity Working Group

April 2011
[image: image1.emf]
This page has been intentionally left blank.

Table of Contents

4Executive Summary


51.
Introduction and Scope


51.1.
EISA 2007 and NIST’s Overall Responsibilities


51.2.
Cybersecurity and the Smart Grid


61.3.
NIST’s role in Smart Grid Cybersecurity


62.
CSWG Overview


72.1.
Subgroups


72.2.
Advanced Metering Infrastructure (AMI) Security Subgroup


72.3.
Architecture Subgroup


82.4.
Design Principles Subgroup


82.5.
High-Level Requirements Subgroup


92.6.
Privacy Subgroup


102.7.
Research and Development (R&D) Subgroup


102.8.
Standards Assessment Subgroup


102.9.
Testing and Certification Subgroup


103.
CSWG Strategy and Activities


113.1.
CSWG Strategy


123.2.
CSWG Completed Activities


123.2.1.
NISTIR 7628


133.2.2.
Standard Reviews


133.3.
CSWG Current and Future Activities


143.3.1.
Risk Management Framework


143.3.2.
Cyber-Physical Attack Research


153.3.3.
Smart Grid Cybersecurity Test Guidance


153.3.4.
NISTIR 7628 Updates


163.3.5.
Outreach and Education


163.3.6.
Coordination with Federal Agencies and Industry Groups


173.3.7.
Face-to-Face (F2F) Meetings


173.3.8.
Smart Group Interoperability Panel (SGIP) Liaisons


184.
Milestones


20Appendix A – Acronyms




Figures
11Figure 1 - Tasks in the Smart Grid Cybersecurity Strategy




Executive Summary

Steps to transform the nation’s aging electric power grid into an advanced, decentralized, digital infrastructure with two-way capabilities for communicating information, controlling equipment, and distributing energy will take place over many years. In concert with these developments and the underpinning public and private investments, key enabling activities must be accomplished. Primary among these tasks is devising effective strategies for securing the computing and communication networks that will be central to the performance and availability of the envisioned electric power infrastructure and for protecting the privacy of Smart Grid-related data. While integrating information technologies is essential to building the Smart Grid and realizing its benefits, the same networked technologies add complexity and introduce new interdependencies and vulnerabilities. Approaches to secure these technologies and to protect privacy must be designed and implemented early in the transition to the Smart Grid.  

To support the critical areas of cybersecurity and privacy, National Institute of Standards and Technology Interagency Report (NISTIR) 7628, Guidelines for Smart Grid Cybersecurity

 was published in August 2010 to provide a starting point and a foundation. As Smart Grid technologies progress, the Cybersecurity Working Group (CSWG) will continue to provide additional guidance as needed. This first installment of the guidelines is:

· An overview of the cybersecurity strategy used by the CSWG to develop the high-level cybersecurity Smart Grid requirements;
· A tool for organizations that are researching, designing, developing, implementing, and integrating Smart Grid technologies—established and emerging;
· An evaluative framework for assessing risks to Smart Grid components and systems during design, implementation, operation, and maintenance; and
· A guide to assist organizations as they craft a Smart Grid cybersecurity strategy that includes requirements to mitigate risks and privacy issues pertaining to Smart Grid customers and uses of their data.

The CSWG will continue to implement the CSWG strategy defined in NISTIR 7628. This document describes how the CSWG will continue to implement the strategy and address the outstanding issues and remaining tasks described in Section 1.4 of the document. NISTIR 7628 will be reviewed approximately every 18 months to determine if the document should be updated to reflect the work products of the subgroups, if applicable, and to ensure that the comprehensive set of high-level cybersecurity requirements are current with today’s Smart Grid cybersecurity risks and threats.

Introduction and Scope

1.1. EISA 2007 and NIST’s Overall Responsibilities

Under the Energy Independence and Security Act (EISA) of 2007, NIST was assigned the “primary responsibility to coordinate development of a framework that includes protocols and model standards for information management to achieve interoperability of Smart Grid devices and systems…” [EISA Title XIII, Section 1305]. Standards are critical and fundamental to enabling interoperable systems and components. Robust and coordinated standards are the foundation of mature markets for the millions of components that will have a role in the future Smart Grid. Standards enable innovation where components may be constructed by thousands of companies. They also enable consistency in systems management, systems interface, and maintenance over the life cycles of components.

Sound interoperability standards are needed to ensure that sizable public and private sector technology investments are not stranded. Such standards enable diverse systems and their components to work together and to securely exchange meaningful, actionable information.

The Smart Grid will ultimately require hundreds of standards. Some are needed more urgently than others. To prioritize its work, NIST chose to focus on standards needed to address the priorities identified in the Federal Energy Regulatory Commission (FERC) Policy Statement
 plus additional areas representing cross-cutting needs. The priority areas are:

· Demand Response and Consumer Energy Efficiency
· Wide Area Situational Awareness
· Electric Storage
· Electric Transportation
· Advanced Metering Infrastructure
· Distribution Grid Management
· Network Communications 

· Cybersecurity
Cybersecurity is recognized as a critical, cross-cutting issue that must be addressed in all standards developed for Smart Grid applications.
1.2. Cybersecurity and the Smart Grid

Traditionally, cybersecurity for information technology (IT) focuses on the protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, and availability. Cybersecurity needs to be expanded to address the combined power system, IT, and communication systems to maintain the reliability of the Smart Grid, the physical security of all components, the reduced impact of coordinated cyber-physical attacks,
 and the privacy of consumers. Smart Grid cybersecurity must include a balance of both power and cyber system technologies and processes in IT and power system operations and governance. Poorly applied practices from one sector into another may degrade reliability and increase risk.
Therefore, cybersecurity for the power industry must cover all issues involving automation and communications that affect the operation of electric power systems and the functioning of the utilities that manage them. Education of the power industry on cybersecurity policy, procedures, and techniques, as well as the various management, operational, and technical requirements that are necessary and available to secure power system resources, must be conducted. In the power industry, the focus has been on implementation of equipment that could improve power system reliability. Until recently, communications and IT equipment were typically seen as supporting power system reliability. However, both the communications and IT sectors are becoming more critical to the reliability of the power system. 
Cybersecurity must address deliberate attacks from disgruntled employees and terrorists, industrial espionage, and inadvertent compromises of the information infrastructure due to user errors, equipment failures, and natural disasters. Vulnerabilities might allow networks to be penetrated, access to control software, and load conditions altered that destabilize the electric grid in unpredictable ways. Many electric sector infrastructures were designed and installed decades ago with limited cybersecurity consideration. Increasing connectivity, integration with legacy systems, the proliferation of access points, escalating system complexity and wider use of common operating systems and platforms may contribute to increased risks for the Smart Grid. The potential risk to critical infrastructure as a result of distributed attacks against the Smart Grid or cyber attacks in conjunction with natural disasters/phenomenon is another reason why a defense-in-depth approach to Smart Grid cybersecurity should be adopted. 
1.3. NIST’s Role in Smart Grid Cybersecurity
To address the cross-cutting issue of cybersecurity, NIST established the Cybersecurity Coordination Task Group (CSCTG). This group was moved under the NIST Smart Grid Interoperability Panel (SGIP) as a standing working group and was renamed the SGIP Cybersecurity Working Group (CSWG). The SGIP was created to support NIST’s role as defined in EISA, providing an open process for stakeholders to provide input to NIST in the ongoing coordination, revision, acceleration, and harmonization of standards development for the Smart Grid. The CSWG has designated liaisons within the Smart Grid Architecture Committee (SGAC), the Smart Grid Testing and Certification Committee (SGTCC), and the Priority Action Plans (PAPs). Some members are also active participants in the above committees, the PAPs, and the Domain Expert Working Groups (DEWGs) in the SGIP.  
2. CSWG Overview

As specified in the SGIP Charter and Bylaws, NIST is the chair of the CSWG. The CSWG management team consists of the chair, three vice chairs, and a secretariat who are volunteers from the membership that are able to commit on average 20 hours a week to CSWG activities and three full-time support staff. Each of the subgroups, which are described below, has one or two subgroup leads. The CSWG now has more than 575 participants, composed of national and international members from the private sector (including utilities, vendors and service providers), academia, regulatory organizations, state and local government, and federal agencies. Members of the CSWG assist in defining the activities and tasks of the CSWG, attend the SGIP and SGIP Governing Board (SGIPGB) meetings, and participate in the development and review of the CSWG subgroups’ projects and deliverables. 
A biweekly conference call is held by the CSWG chair to update membership on the subgroups, SGIP activities, and other related information. Subgroups hold regular conference calls while actively working on a project. Information on the CSWG, subgroups, outreach, and all associated documents can be found on the Twiki at: 
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CyberSecurityCTG. 
2.1. Subgroups

Subgroups are created and closed within the CSWG as needed. During the development of NISTIR 7628, the subgroups performed detailed technical analysis on an array of security-related topics, then documented the research, issues, and guidance in specific sections. The approach taken by all subgroups is an open and collaborative process in which any SGIP member is welcome to participate and contribute.
Since the NISTIR 7628 v1.0 publication, some of the CSWG subgroups were merged, while others are regrouping as they determine their next set of tasks. Three new subgroups were created: the Advanced Metering Infrastructure (AMI) Security subgroup and the Design Principles subgroup (DPG), which will address specific implementation areas, and the Testing and Certification subgroup, which will create a testing and certification program. The sections below describe the CSWG subgroups and their current and future activities. 
2.2. AMI Security Subgroup
The AMI Security subgroup operates under the SGIP CSWG and in collaboration with the UCA International Users Group OpenSG Technical Committee Smart Grid Security Working Group (SG Security). This subgroup was created in late 2010 to accelerate the standardization of a set of AMI security requirements by a formally recognized Standards Development Organization (SDO) or a selected Standards Setting Organization (SSO), via the following tasks:

· Define a set of criteria describing the desired end-state for AMI security requirements standardization;
· Identify and evaluate existing documentation that may be used in part or whole as reference material or the basis for a potential standards document delineating requirements for AMI security; and 

· Support the selected SDO or SSO in efforts to standardize a set of AMI security requirements. 
2.3. Architecture Subgroup
The Architecture subgroup’s initial scope was to document an overall functional logical architecture of the Smart Grid, including all the major domains—service providers, customers, transmission, distribution, bulk generation, markets, and operations—that are part of the NIST conceptual model. The functional logical architecture represents a blending of the initial set of use cases and requirements that came from the 2009 spring workshops and the initial NIST Smart Grid Interoperability Strategy, including the individual logical interface diagrams for the six application areas—electric transportation, electric storage, AMI, wide area situational awareness (WASA), distribution grid management, and home area network/building/business area network (HAN/BAN). The functional logical architecture and the six individual logical interface diagrams have been forwarded to the SGAC for their use in developing an overall Smart Grid conceptual architecture.
To continue fulfilling the CSWG strategy tasks, the architecture subgroup has initiated the development of a conceptual Smart Grid cybersecurity architecture based on the high-level requirements, standards analysis, the overall Smart Grid architecture, and other cybersecurity information from NISTIR 7628. The conceptual Smart Grid cybersecurity architecture will be based on the Sherwood Applied Business Security Architecture (SABSA) framework. The selection of the SABSA framework is to complement the work of the SGIP Architecture Committee that is using The Open Group Architecture Framework (TOGAF) to build a conceptual Smart Grid architecture. The SABSA framework ensures information security compliance with frameworks such as ITIL, BS15000 / AS8018, ISO 27002, CobIT and the NIST Special Publication 800 series that will allow the utility industry to use this conceptual security architecture within their own environment.
2.4. Design Principles Subgroup
The Design Principles subgroup (DPG) was created after publishing NISTIR 7628 to continue the work of identifying bottom-up problems and design considerations developed by the former Bottom-up, Vulnerability, and Cryptography and Key Management Subgroups. The DPG will create a design principles work product to be released as a whitepaper or report to provide guidance on how to begin implementing many of the requirements and inferred requirements of NISTIR 7628. This implementation guidance can be utilized by asset owner organizations that need to procure secure systems and devices, standards groups to become better aligned to the unique Smart Grid security requirements, and system and device manufacturers to increase the security of their technology solutions and become better aligned to NISTIR 7628 requirements. This work is a direct consequence of many industry sources asking for a practical “how-to” guide to NISTIR 7628. 
 

The core topics are:

 

· Cryptography and key management; 

· Security event detection and response (on a contextually deep and converged power, control, IT, and communication system basis);
· Vulnerability management;
· Trusted hardware/software; and
· Design process.  

 

All of these topics were given first priority on the basis of necessity and the fact that they will address the outstanding issues and remaining tasks in the NISTIR. Where appropriate for all of these topics, converged cyber-physical models and potential vulnerabilities will also be explored. 
2.5. High-Level Requirements Subgroup
The High-Level Requirements subgroup developed an initial set of security requirements applicable to the Smart Grid, published in NISTIR 7628. The security requirements are specified for logical interface categories rather than for individual logical interfaces. To create the initial set of security requirements, this subgroup reviewed security source documents, and then identified and tailored existing security requirements applicable to the Smart Grid.
Potential new cybersecurity requirements for the updated version of NISTIR 7628 are being collected by the other subgroups and posted on the Twiki
 for review and comment. It is anticipated that the research in cyber-physical attacks will result in the NISTIR 7628 high-level requirements being augmented.
2.6. Privacy Subgroup
The Privacy subgroup conducted a privacy impact assessment (PIA) for the consumer-to-utility portion of the Smart Grid to include an initial set of issues and guidelines for protecting privacy within the Smart Grid environment. The Privacy subgroup continues to investigate privacy concerns including interfaces between consumers and non-utility third parties, as well as utilities and other third parties. In the months following the PIA, the group additionally considered the privacy impacts and risks throughout the entire Smart Grid structure, and also began to conduct an overview of the laws, regulations, and standards relevant to the privacy of energy consumption data. The focus of the Privacy subgroup is on the data that may be collected or created that can reveal information about individuals or activities within specific premises (both residential and commercial), how these different types of information may be exploited, and policies and practices to identify and mitigate risks. The Privacy subgroup continues to work on the following activities:
· Development of a “Leading Practices” guidance document detailing the processes for maintaining the privacy of smart meter-based information associated with an individual Retail Customer when such information is released to third parties;
· Incorporation of privacy actions and considerations into the existing repository of use cases found in NISTIR 7628;  

· Coordination with the Institute of Electrical and Electronics Engineers (IEEE), the vehicle-to-grid (V2G) DEWG, and other automotive industry contacts to identify the privacy implications of using and driving plug-in electric vehicles (PEVs);
· Identification, exploration, and providing guidance for mitigating privacy issues within business (industrial, commercial/institutional, and commercial/non-institutional) locations;
· Developing outreach, training, and awareness materials targeted at consumer education; and
· The National Strategy for Trusted Identities in Cyberspace (NSTIC) Team is looking at the NSTIC framework and how it might be utilized to gain access to online energy usage data using credential management systems. The ultimate goal is to determine how to incorporate the NSTIC framework’s positive attributes while still maintaining the utmost consumer privacy protections.

2.7. Research and Development (R&D) Subgroup
The R&D subgroup identifies problems that arise or are expected to arise in the Smart Grid that do not yet have commercially viable solutions. The R&D subgroup identified in NISTIR 7628 an initial set of high-priority R&D challenges as well as R&D themes that warrant further discussion.  Many of the topics are now being addressed by other industry groups, federal agencies, and by the Design Principles subgroup. In the future, the R&D subgroup plans to work on Smart Grid cybersecurity topics that are brought to the attention of the R&D group.   
2.8. Standards Assessment Subgroup
The Standards subgroup assesses standards and other documents with respect to the cybersecurity and privacy requirements from NISTIR 7628. These assessments are performed on the standards contained in the Framework or when PAPs are finalizing their recommendations. During these assessments, the subgroup determines if a document does or should contain privacy or cybersecurity requirements, correlates those requirements with the cybersecurity requirements found in NISTIR 7628, and identifies any gaps. Finally, recommendations are made for further work that the reviewed documents may need to mitigate any gaps.
2.9. Testing and Certification Subgroup
Created in late 2010, the Testing and Certification subgroup establishes guidance and methodologies for cybersecurity testing of Smart Grid systems, subsystems, and components. The subgroup focuses on developing cybersecurity testing guidance and test cases for Smart Grid systems, subsystems, and components for their hardware, software, and processes, and assisting the SGIP SGTCC and internal NIST Smart Grid conformance projects.
 The Testing and Certification subgroup has contributed input to the SGTCC Interoperability Process Reference Manual (IPRM) and the Lab Qualifications manual.
The first coordinated activity between the SGTCC and the CSWG is to develop a meter test suite that includes interoperability, compliance, and cybersecurity test requirements based on a selected set of standards. The activity has formed a task group to select meter and meter communication standards, review the requirements to ensure that they are actionable, and develop a meter test suite that the utility sector can use for testing electric smart meters.

3. CSWG Strategy and Activities

As outlined in the draft CSWG Three-Year Plan developed in March 2010, the CSWG roadmap specified the tasks, deliverables, and ongoing activities of the CSWG as they related to the cybersecurity strategy specified in NISTIR 7628. This section provides a synopsis of the strategy and the activities that have been completed, are ongoing, and are planned in support of the CSWG strategy. 
3.1. CSWG Strategy
The overall cybersecurity strategy for the Smart Grid as described in NISTIR 7628 examines both domain-specific and common requirements when developing a mitigation strategy to ensure interoperability of solutions across different parts of the infrastructure. The cybersecurity strategy contains five tasks. Figure 1 below lists the tasks and their relationships.
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Figure 1 - Tasks in the Smart Grid Cybersecurity Strategy
The tasks that have been completed to date, through the publication of NISTIR 7628, include:

· Task 1. Selection of use cases with cybersecurity considerations;

· Task 2. Performance of a risk assessment; and
· Task 3. Specification of high-level security requirements.
The following tasks continue to be developed within the CSWG subgroups:

· Task 4a. Development of a security architecture

The first phase in this task is to assess and revise the six functional priority area diagrams. The additional functionality of the Smart Grid will be included in an overall functional architecture that includes the six functional priority areas. In the next phase of this task, the Smart Grid conceptual reference model and the functional architecture will be used in developing a Smart Grid conceptual security architecture. The Smart Grid conceptual security architecture will overlay the security requirements on this architecture. The objective is to ensure that cybersecurity is addressed as a critical cross-cutting requirement of the Smart Grid. 

· Task 4b. Assessment of Smart Grid standards

In Task 4b, standards that have been identified as relevant to the Smart Grid by the PAP teams and the SGIP will be assessed to determine if cybersecurity is adequately addressed with respect to NISTIR 7628. In this process, the standard is reviewed against the NISTIR 7628 high-level requirements, gaps are identified during the review, and recommendations for modifications are requested.  
· Task 5.  Conformity assessment

The final task is to develop a conformity assessment program for security requirements.  This program will be coordinated with the SGTCC interoperability testing activities.
3.2. CSWG Completed Activities
NIST established the CSWG, formerly CSCTG, in early 2009. Since its formation, the volunteer working group has been actively addressing the cybersecurity needs of the Smart Grid. This section describes two major work efforts that the working group has completed.
3.2.1. NISTIR 7628

The first draft of NISTIR 7628 was released in September 2009. The preliminary report distills use cases collected to date, requirements and vulnerability classes identified in other relevant cybersecurity assessments and scoping documents, and other information necessary for specifying and tailoring security requirements to provide adequate protection for the Smart Grid.

The NISTIR 7628 second draft was released in February 2010 and contains the updated overall security strategy for the Smart Grid, updated logical interface diagrams, privacy, bottom-up analysis, and vulnerability class analysis sections. New chapters on research and development themes, the standards assessment process, and a functional logical Smart Grid architecture are also included.

The NISTIR 7628 v1.0 released in August 2010 addresses documented comments submitted on the second draft and includes chapter updates. The new content contains basic information on security architecture and a section on cryptography and key management. The responses to the comments received on the second draft of the NISTIR were also posted.

An introduction to NISTIR 7628, released in September 2010, provides a high-level summary of the three-volume report, and serves as an introduction and background to the technical report. The document was written for an audience that is not familiar with cybersecurity. 

3.2.2. Standard Reviews
As described in Section 2.8, the Standards subgroup assesses standards and SGIP PAPs’ deliverables with respect to their cybersecurity requirements against NISTIR 7628. To date, the Standards subgroup has produced detailed reports that contain analysis and recommendations for improvements in the following standards:

· Association of Edison Illuminating Companies (AEIC) Metering Guidelines 

· American National Standards Institute (ANSI) C12.1: American National Standard for Electric Meters Code for Electricity Metering

· ANSI C12.19: American National Standard For Utility Industry End Device Data Tables
· ANSI C12.18: American National Standard Protocol Specification for ANSI Type 2 Optical Port
· ANSI C12.21: American National Standard Protocol Specification for Telephone Modem Communication
· ANSI C12.22: American National Standard Protocol Specification For Interfacing to Data Communication Networks

· International Electrotechnical Commission (IEC) 60870-6/TASE.2/ICCP: Control Center to Control Center Information Exchanges

· IEC 61850: Communications Networks and Systems for Power Utility Automation

· IEC 61968: Common Information Model (CIM) and Messaging Interfaces for Distribution Management

· IEC 61970: CIM for Wires Models

· IEC 62351: Power Systems Management and Associated Information Exchange – Data and Communications Security, Part 1 through 7

· North American Energy Standards Board (NAESB) Energy Usage Information 

· National Electrical Manufacturers Association (NEMA) Upgradeability Standard (NEMA SG AMI 1-2009) 

· Organization for the Advancement of Structured Information Standards (OASIS) WS-Calendar 

· Role of Internet Protocol Suite (IPS) in the Smart Grid, an IETF proposed document

· Society of Automotive Engineers (SAE) J1772-TM: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler

· SAE J2847-1: Communication between Plug-in Vehicles and the Utility Grid

· SAE J2836/1: Use Cases for Communication between Plug-in Vehicles and the Utility Grid
· IEEE PC37.238/D5.7, Draft Standard Profile for Use of IEEE Std. 1588 Precision Time Protocol in Power System Applications

· IEC 61850-90-5, Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization

· IEEE 1588, IEEE Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems
3.3.  CSWG Current and Future Activities

The activities listed in this section are in addition to the activities that are being conducted by the CSWG subgroups. Many of the activities include active participation of subgroup members. For example, when the CSWG management participates in the full-day or multi-day outreach events, a member of the Privacy subgroup briefs the privacy portion. The current meter testing and certification project that is being conducted with members of the SGTCC requires the participation of multiple CSWG subgroups. 
3.3.1. Risk Management Framework
The CSWG is participating in a Department of Energy (DOE), Office of Electricity Delivery and Energy Reliability (OE), public-private initiative to develop a harmonized energy sector enterprise-wide risk management process, based on organization missions, investments, and stakeholder priorities. The initiative leadership team includes NIST, the North American Electric Reliability Corporation (NERC), and the CSWG, and will comprise an open collaborative process with participants from FERC, the Department of Homeland Security (DHS), National Rural Electric Cooperatives Administration (NRECA), the National Association of Regulatory Utility Commissioners (NARUC), Municipal Electric Systems (American Public Power Association), and Investor-Owned Utilities (Edison Electric Institute). Starting with the existing electric grid and transitioning to the evolving Smart Grid, this effort will provide guidance for an integrated organization-wide approach to managing cybersecurity risks for operations, assets, data, personnel, and organizations across the United States electric grid and the interconnections with Canada and Mexico. This guideline will leverage NISTIR 7628, Guidelines for Smart Grid Cybersecurity; the NERC Critical Infrastructure Protection (CIP) reliability standards; NIST cybersecurity publications, especially NIST SP 800-39, Integrated Enterprise-Wide Risk Management; the National Infrastructure Protection Plan (NIPP) Risk Management Framework; and lessons learned within the federal government and private industry alike.

The guideline developed by this group will provide a fundamental approach to cybersecurity and risk management across the electric grid and its stakeholders. Securing electric utilities has traditionally been divided between security for industrial control systems (ICSs) and security for information technology or cyber information systems. This division has resulted in an array of security measures, guidance, and requirements that are overly restrictive in some cases, not restrictive enough in others, at best overlapping, but predominantly creating gaps in cybersecurity coverage. 
A sector-wide consistent approach is needed to secure and manage the risk of the diverse equipment contained in the electric grid without being overly cumbersome with compliance requirements. The guideline will provide a three-tiered approach that an electric organization can employ to address risk at the: (i) organization level; (ii) mission/business process level; and (iii) information system level. This should help the electric sector organizations understand the risks, and apply resources in a justified and cost-efficient manner. The guideline will describe how the risk management process can be applied seamlessly across the three tiers with the objective of continuous improvement in the organization’s mission/business operations and effective inter-tier and intra-tier communication among all stakeholders having a shared interest in the mission/business success of the organization. This guideline will bridge the divide between ICS and information technology or cyber information system security, providing an integrated approach that can be used to create an organization-wide risk management program for the electric sector. 

3.3.2. Cyber-Physical Attack Research 
As described in NISTIR 7628 and the Government Accountability Office (GAO) Report mentioned earlier, the Smart Grid is vulnerable to coordinated cyber-physical attacks against its infrastructure. Assessing the impact of coordinated cyber-physical attacks will require expertise in cybersecurity, physical security, and the electric infrastructure. The CSWG recognizes that collaboration is needed to effectively identify the cyber and physical vulnerabilities, threats, and the potential impact on the current power grid. During 2011-2012, the CSWG will actively pursue collaborations with other organizations already starting to address the combined cyber-physical attack vector. By providing the cybersecurity expertise that the CSWG can offer, this critical challenge can be identified and steps taken to mitigate the potential impact these types of attacks could have on the Smart Grid. 

Working with our partners, it is anticipated that the collaborated research will result in the NISTIR 7628 high-level requirements being augmented to address the combined cyber-physical attacks. As the research into the cyber-physical vulnerabilities and attacks matures, the subgroups will utilize the research as they continue to provide more detailed technical, operational, and programmatic guidance and develop conformance testing  criteria. 

3.3.3. Smart Grid Cybersecurity Test Guidance

The CSWG continues to expand coordination with the SGTCC to develop guidance and recommendations on Smart Grid conformance, interoperability, and cybersecurity testing. The guidance and processes developed will be for the utility security laboratories and utilities conducting cybersecurity and/or interoperability testing to evaluate Smart Grid systems, subsystems, and components. It is planned that during the next three years, some of the items to be delivered will include:

· Developing guidance on cybersecurity testing frameworks and methodologies;
· Reviewing utility industry standards, requirements, and guidance documents when requested by the SGIP working groups and PAP teams to determine if the requirements are actionable and testable through reviews, examinations, interviews, or technical testing;
· Deriving cybersecurity test requirements from utility industry standards, requirements, and guidance documents when requested by the SGIP working groups and PAP teams;
· Assisting the SGTCC in developing cybersecurity test cases to complement the conformance and interoperability test cases;
· Assisting NIST in performing a successful cybersecurity test demonstration; and
· Coordinating with the SGTCC to develop a test suite for electric meters as a prototype for developing additional test suites, for example, distribution automation, home area networks, etc.

3.3.4. NISTIR 7628 Updates

As threats and risk change, as SDOs create new standards and update existing ones, and as regulatory bodies create new regulations and update existing ones relative to the electric sector, the CSWG will review and assess how these changes should be reflected in NISTIR 7628. Depending upon the topic discussed, new CSWG subgroups and NISTIR 7628 document sections may be created. The CSWG will review NISTIR 7628 approximately every 18 months.  

The topics currently being explored for a future version of the NISTIR 7628 include:

· Creating a matrix of privacy concerns in multiple settings and expanding the section on the Smart Grid impact on privacy concerns;
· As the conceptual security architecture is developed, a harmonization task will be initiated within the SGIP SGAC to ensure that the conceptual security architecture is harmonized with the SGAC conceptual architecture; 

· Adding additional high-level cybersecurity requirements that are identified during the standards reviews, collaboration on the cyber-physical attack research, and other work that the subgroups undertake. The list of potential new cybersecurity requirements is being kept on the Twiki. CSWG members are encouraged to periodically review the list and provide comment and feedback to the High-Level Security Requirements subgroup.

3.3.5. Outreach and Education
It is important for the CSWG to meet with asset owners, private sector companies, specific regulatory bodies, and other organizations to provide information about NISTIR 7628 and explain how it can be used and applied. The CSWG has established outreach and education activities with the private sector, academia, and Public Utility Commissions (PUCs).  

The CSWG outreach activities will continue, and as new guidelines are developed, the outreach briefing material will be modified to include them. CSWG management as well as subgroup leads frequently brief CSWG-related information at conferences held throughout the United States and internationally.  
The calendar of current CSWG outreach activities may be found at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSWGOutreach.
3.3.6. Coordination with Federal Agencies and Industry Groups
The goal of interagency and other industry group communication is to promote coordination among participants of the various Smart Grid cybersecurity programs and projects. This includes other cybersecurity working groups, local, state and federal governments, and international organizations. The objective is to keep all individuals informed and aware of activities of the CSWG, allowing for collaboration between the various groups. Current and future coordination activities will include information exchanges with the Department of Defense (DoD), DOE, Federal Bureau of Investigation (FBI), FERC, NERC, National Electric Sector Cybersecurity Organization (NESCO), and SG Security. Other federal agencies and industry groups will be added as information exchanges and requirements continue to be developed. Topics to be explored as possible areas of coordination and/or collaboration are:
· Synchrophaser security/NASPinet anonymization;
· IPv6 in large-scale real-time control systems;
· Behavior economical/privacy;
· Remote disablement/switch of energy sources; and
· Privacy concerns for transmitting Smart Grid data across country borders.
3.3.7. Face-to-Face (F2F) Meetings

The initial set of CSWG face-to-face meetings consisted of working sessions to develop NISTIR 7628 version 1.0. The CSWG will continue to schedule face-to-face meetings on an as-needed basis and during the SGIP events in order to provide a venue for the following:

· Technical working sessions on specific cybersecurity areas;
· Planning future activities of the CSWG; and
· Coordinating tasks that fall under multiple subgroups.

3.3.8. SGIP Liaisons

The SGIP consists of a governing board, Program Management Office (PMO), standing committees, DEWGs, and PAPs. The CSWG has established liaisons with each of these groups to exchange information and to ensure that the cross-cutting issue of cybersecurity is addressed. Since there are numerous PAPs established, significant CSWG resources are spent as Liaisons to the PAPs. Following is a list of questions and subsequent activities that the CSWG PAP liaison must answer to ensure that cybersecurity is covered in the PAPs and determine resources needed: 
 

1. Does the PAP, in general, cover cybersecurity? 

2. Is there a need for information assurance, protection, confidentiality, integrity, and/or availability within the PAP work?

3. If yes, to any of the following, cybersecurity needs to be added and/or reviewed. 

a. Is there a need for a network stack within the PAP?  

b. Is there a need for function definitions within the PAP?
c. Is there a need for service definitions within the PAP?  

d. Are there existing cybersecurity requirements within the PAP?  

4. Has NISTIR 7628 been reviewed for applicable sections to the PAP? If no, then should it be reviewed? If yes, were NISTIR 7628 requirements adequately covered? 

5. Have there been any PAP timelines, due dates, and deliverables established? If yes, then the CSWG and the Standards subgroup need to be notified and coordination with the Standards subgroup needs to be established including scheduling any necessary cybersecurity reviews.
If the PAP needs to cover cybersecurity or partially covers cybersecurity, then the CSWG PAP liaison should:

1. Start actively participating in the PAP meetings and document reviews; 

2. Report back to the CSWG and the CSWG Standards subgroup with a request for assistance, request for coordination, and an information exchange on the location of the documents and the timeline for the deliverables; and 

3. Participate in the cybersecurity review of the documents for the PAP within the CSWG Standards subgroup.  

Once a PAP has completed the deliverables, the CSWG must review the deliverables to ensure that security and privacy has been adequately addressed. The CSWG Chair documents the approval or disapproval and provides information that supports the decision back to the requesting SGIP group.

4.  Milestones
The activities and milestones listed in this section are contingent on the availability of the numerous volunteers that make up the CSWG membership, and on the resources available from NIST. Work products may also be impacted based on future legislative requirements applicable to the electric sector. It should be recognized that over the next three years, some of the deliverables may change and new ones may be added. At this time, specific CSWG deliverables over the next three years
 include the following:

· Standards review reports on each of the standards grouping will include:

· Smart Meter / AMI – related standards (Q2 FY11)

· Institute of Electrical and Electronics Engineers (IEEE) 1547 and other standards related to renewable energy sources (Q3 FY11)

· IEEE 1686 and other standards related to substation intelligent electronic devices (lEDs) (Q3 FY 11)

· Demand Response (DR) and HAN-related standards (Q3 FY11)

· Electric vehicle-related standards (Q4 FY11)

· Cybersecurity-related standards (Q1 FY12)

· New standards developed (Q1 FY11 – Q4 FY13)

· Complete designing and building of a security conformity testing framework which will include:

· Derived Test Requirements (DTR) and test reference reports for security conformance based on requests from NIST and from the SGIP Testing and Certification Committee (Q1 FY12)

· Documented test conformance methodology (Q1 FY12)

· Successful test demonstration (Q2 FY12)

· Additional DTR (Q4 FY13)
· Expand the outreach, coordination, and collaboration activities which will include:

· Update the CSWG Three-Year Plan (Q2 FY13)

· Explore additional areas of collaboration/coordination (Ongoing)

· Input into stakeholder reports and work products as needed (Ongoing)

· Periodic updates to the SGIP PMO (Ongoing)

· Expand and refine research and guidance in the following specific Smart Grid areas:
· Research and collaborate on cyber-physical attacks (Q2 FY11 – Q4 FY12)

· Collaborate on the development of risk management guidance (Q4 FY11)

· Review NISTIR 7628 to determine if any updates are needed (Q2 FY12)

· Cryptography and Key Management (Q2 FY12)
· AMI security profile with security controls based on specific AMI use cases for input to a Priority Action Plan for AMI (Q2 FY12)

· Security event detection and response (on a contextually deep and converged power, control, IT, and communication system basis) (Q4 FY12)

· Vulnerability Management (Q2 FY13)

· Trusted Hardware/Software (Q2 FY13)
· Design Process (Q3 FY13)
· Continue to work on the following privacy activities:
· Outreach activities (Ongoing)
· Updating existing use cases (Q4 FY11)
· Review of third-party access (Q1 FY12)
· Review of privacy and PEVs (Q2 FY12)
· Research NSTIC framework (Q4 FY12)
Appendix A – Acronyms

	AEIC
	Association of Edison Illuminating Companies

	AMI
	Advanced Metering Infrastructure

	ANSI
	American National Standards Institute

	BAN
	Business Area Network

	CIM
	Common Information Model

	CIP
	Critical Infrastructure Protection

	CSCTG
	Cybersecurity Coordination Task Group

	CSWG
	Cybersecurity Working Group

	DEWG
	Domain Expert Working Group

	DHS
	Department of Homeland Security

	DoD
	Department of Defense

	DOE
	Department of Energy

	DPG
	Design Principles Group

	DR
	Demand Response

	DTR
	Derived Test Requirements

	EISA
	Energy Independence and Security Act of 2007

	F2F
	Face to Face

	FBI
	Federal Bureau of Investigation 

	FERC
	Federal Energy Regulatory Commission

	GAO
	Government Accountability Office

	HAN
	Home Area Network

	ICCP
	Inter-Control Centre Communications Protocol

	ICS
	Industrial Control System

	IEC
	International Electrotechnical Commission

	IEEE
	Institute of Electrical and Electronic Engineers

	IPS
	Internet Protocol Suite

	IPRM
	Interoperability Process Reference Manual

	IT
	Information Technology

	NAESB
	North American Energy Standards Board

	NARUC
	National Association of Regulatory Utility Commissioners

	NEMA
	National Electrical Manufacturers Association

	NERC
	North American Electric Reliability Corporation

	NESCO
	National Electric Sector Cybersecurity Organization

	NIPP
	National Infrastructure Protection Plan

	NIST
	National Institute of Standards and Technology

	NISTIR
	NIST Interagency Report

	NSTIC
	National Strategy for Trusted Identities in Cyberspace

	OASIS
	Organization for the Advancement of Structured Information Standards

	PAP
	Priority Action Plan

	PEV
	Plug-in Electric Vehicle

	PIA
	Privacy Impact Assessment

	PMO
	Program Management Office

	PUC
	Public Utility Commission

	SABSA
	Sherwood Applied Business Security Architecture

	SAE
	Society of Automotive Engineers

	SDO
	Standards Development Organization

	SGAC
	Smart Grid Architecture Committee

	SGIP
	Smart Grid Interoperability Panel

	SGIP-CSWG
	Smart Grid Interoperability Panel – Cybersecurity Working Group

	SGIPGB
	SGIP Governing Board

	SG Security
	UCA International Users Group OpenSG Technical Committee Smart Grid Security Working Group

	SGTCC
	Smart Grid Test and Certification Committee

	SP
	Special Publication

	SSO
	Standards Setting Organization

	TASE
	Telecontrol Application Service Element

	TOGAF
	The Open Group Architecture Framework

	WASA
	Wide Area Situational Awareness


� The document is available at: � HYPERLINK "http://csrc.nist.gov/publications/PubsNISTIRs.html" ��http://csrc.nist.gov/publications/PubsNISTIRs.html�. 


� Federal Energy Regulatory Commission, Smart Grid Policy, 128 FERC ¶ 61,060 [Docket No. PL09-4-000] July 16, 2009.


� GAO Report 11-117, “Electricity Grid Modernization: Progress Being Made on Cybersecurity Guidelines, but Key Challenges Remain to Be Addressed” defines cyber-physical attack as using both cyber and physical means to attack a target. Available at: � HYPERLINK "http://www.gao.gov/products/GAO-11-117" ��http://www.gao.gov/products/GAO-11-117�. 


� For a list of potential new or modified NISTIR 7628 high-level requirements, go to the following URL: � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards" ��http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards�. 


� The CTSG will not create a new certification effort for cybersecurity products but will assist in developing the tools to be used in existing or future testing efforts. 


� The information in this section was extracted from NISTIR 7628.


� A use case is a method of documenting applications and processes for purposes of defining requirements.


� The dates listed represent the federal government fiscal year (FY), which begins on October 1st.
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