



6 Cybersecurity Strategy

 6.1 
Cybersecurity in Smart Grid

Traditionally, cybersecurity for information technology (IT) focuses on the protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, and availability. Cybersecurity is now being expanded to address the combined power system, IT and communication systems in order to maintain the reliability of the Smart Grid, the physical security of all components, the reduced impact of coordinated cyber-physical attacks
, and the privacy of consumers. Smart Grid cybersecurity must include a balance of both power and cyber system technologies and processes in IT and power system operations and governance. Poorly applied practices from one sector into another may degrade reliability and increase risk.

Therefore, cybersecurity for the power industry must cover all issues involving automation and communications that affect the operation of electric power systems and the functioning of the utilities that manage them. Education of the power industry on cybersecurity policy, procedures, and techniques, as well as the various management, operational, and technical requirements that are necessary and available to secure power system resources must be conducted. In the power industry, the focus has been on implementation of equipment that could improve power system reliability. Until recently, communications and IT equipment were typically seen as supporting power system reliability. However, both the communications and IT sectors are becoming more critical to the reliability of the power system. 

Cybersecurity must address deliberate attacks from disgruntled employees and terrorists, industrial espionage, and inadvertent compromises of the information infrastructure due to user errors, equipment failures, and natural disasters. Vulnerabilities might allow networks to be penetrated, access to control software, and load conditions altered that destabilize the electric grid in unpredictable ways. Many electric sector infrastructures were designed and installed decades ago with limited cybersecurity consideration. Increasing connectivity, integration with legacy systems, the proliferation of access points, escalating system complexity and wider use of common operating systems and platforms may contribute to increased risks for the Smart Grid. The potential risk to critical infrastructure as a result of distributed attacks against the Smart Grid or cyber attacks in conjunction with natural disasters/phenomenon is another reason why a defense-in-depth approach to Smart Grid cybersecurity should be adopted. 
6.2
NIST’s Role in Smart Grid Cybersecurity

To address the cross-cutting issue of cybersecurity, NIST established the Cybersecurity Coordination Task Group (CSCTG) in early 2009. This group was moved under the NIST Smart Grid Interoperability Panel (SGIP) as a standing working group and was renamed the SGIP Cybersecurity Working Group (CSWG). The SGIP was created to support NIST’s role as defined in EISA, providing an open process for stakeholders to provide input to NIST in the ongoing coordination, revision, acceleration, and harmonization of standards development for the Smart Grid. The CSWG has designated liaisons within the Smart Grid Architecture Committee (SGAC), the Smart Grid Testing and Certification Committee (SGTCC), and the Priority Action Plans (PAPs). Some members are also active participants in the above committees, the PAPs and the Domain Expert Working Groups (DEWGs) in the SGIP.  

As specified in the SGIP Charter and Bylaws, NIST is the chair of the CSWG. The CSWG management team consists of the chair, three vice chairs, and a secretariat who are volunteers from the membership that are able to commit on average 20 hours a week to CSWG activities and three full time support staff. Each of the subgroups, which are described below, has one or two subgroup leads. The CSWG now has more than 550 participants, comprised of national and international members from the private sector (including utilities, vendors and service providers), academia, regulatory organizations, state and local government, and federal agencies. Members of the CSWG assist in defining the activities and tasks of the CSWG, attend the SGIP and SGIP Governing Board (SGIPGB) meetings, and participate in the development and review of the CSWG subgroups’ projects and deliverables. 

A bi-weekly conference call is held by the CSWG chair to update membership on the subgroups, SGIP activities, and other related information. Subgroups hold regular conference calls while actively working on a project. Information on the CSWG, subgroups, outreach and all associated documents can be found on the Twiki at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CyberSecurityCTG 
6.3 Progress to Date

Since early 2009, the volunteer working group has been actively addressing the cybersecurity needs of the Smart Grid. This section describes two major work efforts that the working group has completed.

6.3.1 Release of National Institute of Standards and Technology (NIST) Interagency Report 7628

The first draft of NISTIR 7628 was released in September 2009. The preliminary report distills use cases collected to date, requirements and vulnerability classes identified in other relevant cybersecurity assessments and scoping documents, and other information necessary for specifying and tailoring security requirements to provide adequate protection for the Smart Grid.
The NISTIR 7628 second draft was released in February 2009 and contains the updated overall security strategy for the Smart Grid, updated logical interface diagrams, privacy, bottom-up analysis, and vulnerability class analysis sections. New chapters on research and development themes, the standards assessment process, and a functional logical Smart Grid architecture are also included.

The NISTIR 7628 v1.0 released in August 2010 addresses documented comments submitted on the second draft, and includes chapter updates. The new content contains basic information on security architecture and a section on cryptography and key management. The responses to the comments received on the second draft of the NISTIR were also posted.

An introduction to the NISTIR 7628, released in September 2010, provides a high-level summary of the three-volume report, and serves as an introduction and background to the technical report. This document was written for an audience that is not familiar with cybersecurity.
6.3.2 Standards Reviews

The Standards subgroup assesses standards and other documents with respect to the cybersecurity and privacy requirements from the NISTIR 7628. These assessments are performed on the standards contained in the Framework or when Priority Action Plans (PAPs) are finalizing their recommendations. During these assessments, the subgroup determines if a document does or should contain privacy or cybersecurity requirements, correlates those requirements with the cybersecurity requirements found in the NISTIR 7628, and identifies any gaps. Finally, recommendations are made for further work the reviewed documents may need to mitigate any gaps.
To date, the Standards subgroup has produced detailed reports that contain analysis and recommendations for improvements in the following standards:
· Association of Edison Illuminating Companies (AEIC) Metering Guidelines; 

· American National Standards Institute (ANSI) C12.1: American National Standard for Electric Meters Code for Electricity Metering;

· ANSI C12.19: American National Standard For Utility Industry End Device Data Tables;

· ANSI C12.22: American National Standard Protocol Specification For Interfacing to Data Communication Networks;

· International Electrotechnical Commission (IEC) 60870-6/TASE.2/ICCP: Control Center to Control Center Information Exchanges;

· IEC 61850: Communications Networks and Systems for Power Utility Automation

· IEC 61968: CIM and Messaging Interfaces for Distribution Management

· IEC 61970: CIM for Wires Models

· IEC 62351: Power Systems Management and Associated Information Exchange - Data and Communications Security, Parts 1 through 7;

· North American Energy Standards Board (NAESB) Energy Usage Information; 

· National Electrical Manufacturers Association (NEMA) Upgradeability Standard (NEMA SG AMI 1-2009);

· Organization for the Advancement of Structured Information Standards (OASIS) WS-Calendar; 

· Role of Internet Protocol Suite (IPS) in the Smart Grid, an IETF proposed document;

· SAE J1772-TM: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler;

· SAE J2847/1: Communication between Plug-in Vehicles and the Utility Grid; and

· SAE J2836/1: Use Cases for Communication between Plug-in Vehicles and the Utility Grid.

6.3.3    CSWG Three Year Plan

In 2011, the CSWG updated the CSWG Three Year Plan, which describes how the CSWG will continue to implement the CSWG strategy defined in the NISTIR 7628 and address the outstanding issues and remaining tasks defined in Section 1.4 of the NISTIR. The Three Year Plan provides an introduction to the CSWG and a detailed description of the ten subgroups including their goals, milestones, and activities over the next three years. The document also specifies additional activities such as outreach, coordination, and collaboration with various key stakeholders, including international organizations, private sector organizations, and state regulatory bodies.
6.4   CSWG Current and Future Activities

The activities listed in this section are in addition to the activities that are being conducted by the CSWG subgroups. Many of the activities will include active participation of subgroup members. For example, when the CSWG management participates in the full or multi-day outreach events, a member of the Privacy subgroup will brief the privacy portion. The current meter testing and certification project that is being conducted with members of the SGTCC requires multiple CSWG subgroups to participate. 

6.4.1    Risk Management Framework
The CSWG is participating in a Department of Energy (DOE), Office of Electricity Delivery and Energy Reliability (OE) public-private initiative to develop a harmonized energy sector enterprise-wide risk management process, based on organization missions, investments, and stakeholder priorities. The initiative leadership team includes NIST, the North American Electric Reliability Corporation (NERC), and the CSWG, and will comprise an open collaborative process with participants from the Federal Energy Regulatory Commission (FERC), the Department of Homeland Security (DHS), National Rural Electric Cooperatives Administration (NRECA), the State Public Utility Commissions/Public Service Commissions (NARUC), Municipal Electric Systems (American Public Power Association), and Investor Owned Utilities (Edison Electric Institute). Starting with the existing electric grid and transitioning to the evolving Smart Grid, this effort will provide guidance for an integrated organization-wide approach to managing cybersecurity risks for operations, assets, data, personnel, and organizations across the United States electric grid and the interconnections with Canada and Mexico. This guideline will leverage the NISTIR 7628, Guidelines for Smart Grid Cybersecurity, the NERC Critical Infrastructure Protection (CIP) reliability standards, NIST cybersecurity publications, especially NIST SP 800-39, Integrated Enterprise-Wide Risk Management, the National Infrastructure Protection Plan (NIPP) Risk Management Framework, lessons learned within the federal Government and private industry alike.

6.4.2  Cyber-Physical Attack Research 

As described in the NISTIR 7628 and in the GAO Report mentioned earlier, the Smart Grid is vulnerable to coordinated cyber-physical attacks against its infrastructure. Assessing the impact of coordinated cyber-physical attacks will require expertise in cybersecurity, physical security, and the electric infrastructure. The CSWG recognizes that collaboration is needed to effectively identify the cyber and physical vulnerabilities, threats, and the potential impact on the current power grid. During 2011 - 2012, the CSWG will actively pursue collaborations with other organizations already starting to address the combined cyber-physical attack vector. By providing the cybersecurity expertise that the CSWG can offer, together this critical challenge can be identified and steps taken to mitigate the potential impact these types of attacks could have on the Smart Grid. 

6.4.3  Smart Grid Cybersecurity Test Guidance

The CSWG continues to expand coordination with the SGTCC to develop guidance and recommendations on Smart Grid conformance, interoperability, and cybersecurity testing. The guidance and processes developed will be for the utility security laboratories and utilities conducting cybersecurity and/or interoperability testing to evaluate Smart Grid systems, subsystems, and components

6.4.4  NISTIR 7628 Updates

As threats and risk change, as SDOs create new and update existing standards, and as regulatory bodies create new and update existing regulations relative to the electric sector, the CSWG will review and assess how these changes should be reflected in the NISTIR 7628. Depending upon the topic discussed, new CSWG subgroups and NISTIR 7628 document sections may be created. The CSWG will review the NISTIR 7628 approximately every 18 months.  

The topics currently being explored for a future version of the NISTIR 7628 include:

· Creating a matrix of privacy concerns in multiple settings and expanding section on the Smart Grid impact on privacy concerns.
· As the conceptual security architecture is developed, a harmonization task will be initiated within the SGIP SGAC to ensure the conceptual security architecture is harmonized with the SGAC conceptual architecture.
· Adding additional high level cybersecurity requirements that are identified during the standards reviews and other work that the subgroups undertake. The list of potential new cybersecurity requirements is being kept on the Twiki. CSWG members are encouraged to periodically review the list and provide comment and feedback to the High Level Security Requirements subgroup.

6.4.5  Outreach and Education

It is important for the CSWG to meet with asset owners, private sector companies, specific regulatory bodies, and other organizations to provide information about the NISTIR 7628 and explain how it can be used and applied. The CSWG has established outreach and education activities with the private sector, academia, and Public Utility Commissions (PUCs).  

The CSWG outreach activities will continue and as new guidelines are developed, the outreach briefing material will be modified to include them. CSWG management as well as subgroup leads frequently brief CSWG related information at conferences held throughout the U.S. and internationally.  The calendar of current CSWG outreach activities may be found at:
 http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSWGOutreach.
6.4.6   Coordination with Federal Agencies and Industry Groups

The goal of inter-agency and other industry group communication is to promote coordination among participants of the various Smart Grid cybersecurity programs and projects. This includes other cybersecurity working groups, local, state and federal governments, and international organizations. The objective is to keep all individuals informed and aware of activities of the CSWG, allowing for collaboration between the various groups. Current and future coordination activities will include information exchanges with the Department of Defense, Department of Energy, Federal Bureau of Investigation, Federal Energy Regulatory Commission, North American Electric Reliability Corporation, National Electric Sector Cybersecurity Organization (NESCO), and SG Security. Other federal agencies and industry groups will be added as information exchanges and requirements continue to be developed. 

6.4.7  Face-to-Face (F2F) Meetings

The initial set of CSWG face-to-face meetings was working sessions to develop the NISTIR 7628 version 1.0. The CSWG will continue to schedule face-to-face meetings on an as needed basis and during the SGIP events in order to provide a venue for the following:

· Have technical working sessions on specific cybersecurity areas

· Plan future activities of the CSWG

· Coordinate tasks that fall under multiple subgroups.

6.4.8  SGIP Liaisons

The SGIP consists of a governing board, program management office, standing committees, DEWGs, and PAPs. The CSWG has established liaisons with each of these groups to exchange information and to ensure the cross cutting issue of cybersecurity is addressed. Since there are numerous PAPs established, significant CSWG resources are spent as Liaisons to the PAPs. A list of questions that the CSWG PAP liaison must answer along with subsequent activities that are needed to ensure that cybersecurity is covered in the PAPs was developed to help to determine the amount of CSWG resources that will be required.
6.5    CSWG Planned Activities
The CSWG Three-Year Plan provides detailed deliverables over the next three years. The activities and milestones listed in the Three Year Plan are contingent on the availability of the numerous volunteers that make up the CSWG membership, and on the resources available from NIST. Work products may also be impacted based on future legislative requirements applicable to the electric sector. It should be recognized that over the next three years some of the deliverables may change and new ones added. 
� GAO Report 11-117, “Electricity Grid Modernization:  Progress Being Made on Cybersecurity Guidelines, but Key Challenges Remain to Be Addressed” defines cyber-physical attack as using both cyber and physical means to attack a target. Available at: � HYPERLINK "http://www.gao.gov/products/GAO-11-117" ��http://www.gao.gov/products/GAO-11-117� 






