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Date: 20100218  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· Justin will update the drawing with the comments from the NISTIR


· For Annabelle


· Need to fix the drawing better to see in black and white or keep it in color.  Annabelle stated that the B&W requirement was a request because people do not use color printers.  Need to realized the some people may be color blind

· Annabelle and Vicki (SGIP Architecture group review) – we need to coordinate with the SGIP Architecture cyber security group (Fred Baker, Wayne Longcore, Joe Hughes, Justin Searle, Sandy Bacik, Robby Simpson, Jeremy McDonald, Brian Williams)

· March 16-17 SGIP agenda is still being worked on

· The visio unified does not have copyrighted library, to distribute outside the group only use the pdf.  Per NIST a public release must be in pdf

· We control the FERC4+2 diagrams and the high level requirements groups has changed some of the diagrams.  The only changes were already there via the latest version of the NISTIR.  We are good

· Justin has done the extra diagrams that were not included, Tanya and Annabelle said it was on oversight.  They will repost the NISTIR if we want the diagrams in the NISTIR 


· All website locations have been updated with the proper conference bridge information

· Open the floor:


· CSWG – agenda and how do we attend all sessions (http://www.sgipweb.org/2010/dc/#agenda)

Attendees:


Sandy Bacik X

Mike Chaney X

Justin Searle X

Elizabeth Sisley X

Darren Highfill X

Tom Dion X

Annabelle Lee X

Tom Scott X


Raja Alexander X


Mark Enstrum X


John Kenway X



Date: 20100225  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· Need to proceed forward


· We need to validate the existing functional / reference architecture (unified architecture and validate the interfaces) – Justin


· Elizabeth Sisley

· Joe Hughes


· Mike Chaney 


· Tom Dion


· We need to develop a security architecture – Sandy


· Need a management architecture as a close corollary (Joe Hughes)

· Tom Markham


· Joe Hughes


· John Camillari


· Everyone through in security architecture models for the SGIP meeting


· Comments


· Joe Hughes – we will need to getting into a lot more details – top down and bottom up


· Justin – we need to validate with the SGIP architecture committee is doing and how we can compliment it


· Joe Hughes - Template proposed for the NIST knowledge base (IKB) for the use cases using UML 2.0


· Open the floor:


· CSWG – agenda and how do we attend all sessions (http://www.sgipweb.org/2010/dc/#agenda)


· Talked about the coordination from the various other groups, especially the PAPs and the SGIP


· IKB Link: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/InteroperabilityKnowledgeBase 


· Elizabeth – do we split our time or keep together – we will keep it at the same meeting and just update everyone in the meeting

Attendees:


Sandy Bacik


Mike Chaney

Justin Searle

Elizabeth Sisley

Tom Dion

Mark Enstrum

John Camillari

Joe Hughes

Tom Markham

Rich Tolway (AZ PUC)


Date: 20100311  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· Security Architecture

· Need to unify principles with the high level requirements and other things in the NISTIR


· Sandy to validate with Annabelle on the various security architectures


· Neil Greenfield: Look at SP800-27 that it is grouped around six different areas with 33 engineering principles

· Unified drawing – Justin has updated the drawing for the version and black and white version (http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi-Unified-Logical-Diagram)

· Open the floor:


· Elizabeth: IEEE and next Tuesday FERC4+2 will give the one committee an update on our stuff


· Vincent: involved with Open-SG networking group and looking at all the interfaces


· F2F SGIP meeting in Chantilly for how we work together and relate to each other


Attendees:


Sandy Bacik


Mike Chaney

Justin Searle

Elizabeth Sisley

Tom Dion

Joe Hughes

Tom Markham

Vincent Bemmel


Brad Rummery


Neil Greenfield


Mark Freund



Date: 20100318  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· SGIP:


· Our interaction with SGIP SGAC, the SGAC will be taking the reference architecture (logical drawing) and using it as input to whatever architecture they build.  Our drawing will probably be the final in the NISTIR 7628.


· The SGAC cyber subgroup, our group will officially keep the security architecture and the subgroup exists for interfacing with us soley.  And eventually we will be feeding them and them us.


· Anyone can attend the SGAC meeting, every other Friday 2-4 PM EST starting next Friday (20100325), but we are only observers and just cannot vote.


· The cyber subgroup meeting is every Friday from 4-5 PM EST.


· Assignments current status, review, feedback:


· Justin volunteered Elizabeth to document / define the interfaces.  Ensure that Elizabeth gets the Friday call information.


· Security Architecture

· We are looking at using the SABSA (sabsa.org) model as a framework, but may have a different architecture.  SABSA is a business architecture model and similar to the Zackman framework.  (Neil Greenfield will send out whitepaper.)

· Application, network, platform service topics

· Encryption / crypto – assigning to key management


· Identity management


· Put out in an email chain to add other topics - Sandy


· Justin will work on the outcomes for the security architecture final deliverable.


· Still needs to be done - Need to unify principles with the high level requirements and other things in the NISTIR. (Sandy)

· Still needs to be done - Neil Greenfield: Look at SP800-27 that it is grouped around six different areas with 33 engineering principles. (Sandy)

· Open the floor:


· None.

Attendees:


Allan Esencher


Daryl Thompson


Elizabeth Sisley


Justin Searle


Mark Freund


Mike Chaney


Neil Greenfield


Sandy Bacik


Steve Barkley


Thomas Sargenta


Tom Markham


Wesley Downum



Date: 20100325  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· SGIP:


· The SGAC cyber subgroup, the next meeting is April 16 from 4-5 EST.

· Anyone can attend the SGAC meeting, every other Friday 2-4 PM EST starting next Friday (20100325), but we are only observers and just cannot vote.  I am waiting for the meeting notice and will forward onto the team

· Assignments current status, review, feedback:


· Security Architecture


· Include paragraph to expound upon how the architecture relates to the high level requirements and the differences

· Overall initial security architecture framework separate from getting into the documents.  Reference security architecture only and then customize and will simplify the scope


· NERC to bring in reliability requirements, see how these will fit into the security architecture

· Pull domain in from the NIST Framework and Roadmap domain listing


· Joe Hughes - DoDaph, Federal enterprise architecture for federal agencies and use prior framework document, building energy management systems


· Clarify the Zackman framework, especially if we try to use too much


· Management infrastructure surfacing through corollary efforts.  System management needs an architecture from the end users.  E.g.  SNMP and internal infrastructure


· Open the floor:


· Francis developing security architecture for EPRI.  Focused on distribution and not the global smart grid.  Last year Francis did some work with AMI and brought together in the high level requirements in the NISTIR.  Francis will send out links

Attendees:


Allan Esencher


Daryl Thompson


Elizabeth Sisley


Justin Searle


Mark Freund


Mike Chaney


Sandy Bacik


Tom Markham


Wesley Downum

Francis Cleaveland

Ernest Wohnig

Joe Hughes


Date: 20100128  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· NISTIR 7628 should be coming out next week, still are working on various section comments and the comment resolution team


· Black and white / Colordrawings:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi-Unified-Logical-Diagram.  I also posted the color visio drawing from which the black and white was created.

· Missing Interfaces for next version:


· Raja Alexander - MDM with CIS


· Stan Klein – his comments via email


· Raja Alexander - Interface 60 is missing from the drawing and need to add to AMI and meter

· Start the next step of defining all of the interfaces on the unified drawing:  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi-Unified-Logical-Diagram/Unified_Logical_Diagram-InterfaceDefinitions-v1.xls 

· Object description in an object oriented context, appropriate field and standards (group) name – might not really work – need to get with Annabelle for the amount of detail and the content of the data being exchanged – use this as a future, after the standards have been selected for the Smart Grid

· Applicable standards that apply to an interface – future

· Add a to / from domain column


· If don’t describe preferred mechanism / protocol, then need to worry about interoperability.


· Volunteers for looking at interfaces – Wednesday (02/03) 10:00 EST

· John Camilleri

· Sandy Bacik


· Brian Lenane


· Viji Shastri

· Open the floor:


· Finding use cases: Smartgridipedia has a few use cases, sce.com and search, and the CSCTG main website also has use cases

Attendees:


Sandy Bacik


Mike Chaney


Brian Lenane

Ernest Wohnig


John Camilleri

Viji Shastri

Raja Alexander

Wesley Downun


Tom Markham


Mark Freund


Tom Scott


Date: 20100211  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· NISTIR 7628 posted 02/04 and the comment resolution document posted on 02/04

· Black and white / Colordrawings:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi-Unified-Logical-Diagram.  I also posted the color visio drawing from which the black and white was created.

· Missing Interfaces for next version:


· Raja Alexander - MDM with CIS


· Stan Klein – his comments via email


· Raja Alexander - Interface 60 is missing from the drawing and need to add to AMI and meter


· Email to everyone on the comments and such will be sent to the group

· Start the next step of defining all of the interfaces on the unified drawing:  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi-Unified-Logical-Diagram/Unified_Logical_Diagram-InterfaceDefinitions-v1.xls 

· Object description in an object oriented context, appropriate field and standards (group) name – might not really work – need to get with Annabelle for the amount of detail and the content of the data being exchanged – use this as a future, after the standards have been selected for the Smart Grid

· Applicable standards that apply to an interface – future

· Add a to / from domain column


· If don’t describe preferred mechanism / protocol, then need to worry about interoperability.


· Defining of the interfaces will not be completed until after the current interfaces have been validated

· Open the floor:


· Does the visio contain and copyrighted widgets / libraries – standard objects and connectors no copyrighted information

· Background story for black and white was an Annabelle concern


· Deep dive into AMI was not in the NISTIR version, need to validate if it will go into the next version

· Send open comments to the team


· High level requirements changing the FERC4+2 how they will they affect the unified drawing – get an updated copy of the FERC4+2 drawings from Frances 


· Elizabeth can assist with the cross checking


· Elizabeth is sitting in on the standards work with the IEEE.  We are focused on the security aspects of interoperability.  

Attendees:


Sandy Bacik 

Mike Chaney 

Justin Searle 

Elizabeth Sisley 

Darren Highfill 


Brian Lenane 

Tom Dion 


