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Date: 20100415  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· Assignments current status, review, feedback:


· Justin Searle, Daryl Thomson, John Camilleri, Tom Markham and Elizabeth Sisley did first pass at castle drawings

· Daryl’s drawing – integrating the domains into a network architecture.  Very hard to read as a tiff file.  Where is energy management system?  In the customer zone box.


· Justin’s drawing – mostly for human interface.  Need to break it up into domains.  General consensus is they like it


· John’s drawing – there are questions that we need to ask John about.  Like the inter-operating of the domains (the first figure)

· Tom and Elizabeth’s drawing – idea that the meter is the demarcation between the utility and the premise

· Justin can work on merging them all into a single drawing


· Security architecture document (Sandy)


· We need to use the DHS catalog and not the SP800-53 requirements

· Within the security architecture document, crypto will definitely need to be part of the document

· Open the floor:


· No comments

Attendees:


Daryl Thompson


Mark Freund


Sandy Bacik


Tom Markham


Ernest Wohnig


Justin Searle


Mark Enstrum

Tom Dion

Raja Alexander

Annabelle Lee

Derrick Gibbs


Date: 20100429  CSCTG-Architecture conference call.  Sandy Bacik reporting.


· NISTIR 7628: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/NISTIR7628Feb2010

· Slides from April 29th presentation: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Security_Architecture_Overview.ppt

· Assignments current status, review, feedback:


· We apologize to those who could not get on the conference call or go to meeting, we will have a larger session next time


· We reviewed the slide deck to talk through the direction we need to complete for NISTIR 7628 v1.0


· Annabelle Lee and the High Level Requirements team will validate the unique technical security requirements table in the NISTIR 7628 draft 2.  Completed.


· Justin Searle will take the unified logical architecture drawing and create layers to match the unified logical interface categories to the unified logical interfaces in the unified logical architecture drawing


· Next we will make assignments based on the requirements to come up with potential graphical representations based on the unique technical security requirements in the NISTIR


· Open the floor:


· There were various questions on the process.  Between Justin and Sandy there will be an example to walk through next week

Attendees:


Annabelle Lee


Brian Lenane


Chris Dantos


Daryl Thompson


Derrick Gibbs


Doug McGinnis


Elizabeth Sisley


Ido Dubrawsky


Jesus Molina


Joe Hughes


John Zurcher


Justin Searle


Kari Whitaker


Kevin Staggs


Lenny Mansil


Mark Enstrum


Matt Carpenter


Neil Greenfield


Raja Alexander


Rick Heiden


Roger Alexander


Sandy Bacik


Tanya Brewer


Terry Powell


Thomas Strickland


Tom Dion


Tom Markham


Viji Shastri

Wesley Downun



Date: 20100610  CSCTG-Architecture conference call.  Sandy Bacik reporting.


· NISTIR 7628: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/NISTIR7628Feb2010

· Assignments current status, review, feedback:


· Summary of the face to face meeting


· Asked for a review of the security architecture portion of the chapter

· Reviewed the 22 comments and will put out our responses for review next week


· Open the floor:


Attendees:


Tom Markham

John Zurcher


Sandy Bacik


Chris Dantos


Alan Rivaldo


Elizabeth Sisley


Brian Lenane


Tom Dion


Viji Shastri


Neil Greenfield


Ernest Wohnig


Date: 20100617  CSCTG-Architecture conference call.  Sandy Bacik reporting.


· NISTIR 7628: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/NISTIR7628Feb2010

· Assignments current status, review, feedback:


· Chapter 2 Comment resolution


· Updated architecture chapter


· Drawings

· Open the floor:


Attendees:


Tom Markham

John Zurcher X

Sandy Bacik X

Chris Dantos X

Alan Rivaldo


Elizabeth Sisley X

Brian Lenane


Tom Dion


Viji Shastri


Neil Greenfield


Ernest Wohnig


Date: 20100408  CSCTG-Architecture conference call.  Sandy Bacik reporting.


Agenda:


1. Status of current assignments


2. Review and provide feedback on assignments


3. Determine which additional assignments need to be made


4. Open floor for discussion


Notes:


· SGIP:


· Request for information on becoming a participating member – information to be sent out by Sandy


· Reminder of the SGAC meeting on Friday, 04/09 – Sandy sent out the announcement Thursday (04/08) morning


· The SGAC cyber subgroup, the next meeting is April 16 from 4-5 EST.

· Anyone can attend the SGAC meeting, every other Friday 2-4 PM EST starting next Friday (20100409), but we are only observers and just cannot vote


· Assignments current status, review, feedback:


· Tom Markham and Elizabeth.  Take a cut at the next level of detail for the premise.  We will review it next week


· Initial pass at the Castling architecture – Justin and Daryl for next week to review


· Elizabeth submitted the high level requirements versus architecture paragraphs and there were no issues from the group.  This will be added to the Security Architecture document.  Here are the paragraphs:

The High Level Requirements capture the security goals of the Smart Grid, documenting the results that must be delivered independent of how those requirements are met. They describe *What* (bold/italic) the Smart Grid needs to deliver to be secure. The Architecture then documents the initial design decisions that determine how those requirements are met. Thus the Architecture describes *How* (bold/italic) the Smart Grid will deliver security.


An example is a HLR of "this data needs to be persistent." This requirement can be met by an architecture containing either a relational database or a storage area network, as determined by the architect in consideration of additional requirements.


· Open the floor:


· No comments

Attendees:


Daryl Thompson


Elizabeth Sisley


Mark Freund


Mike Chaney


Sandy Bacik


Tom Markham


Wesley Downum


Ernest Wohnig


Joe Hughes

David Scott

SGAC Slides from the Governing Board Meeting on 04/08:
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