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Sandy Bacik

From: Sandy Bacik
Sent: Friday, August 06, 2010 8:09 AM
To: csctgarchi@nist.gov
Subject: CSWG Architecture subgroup 08/05 minutes

Good day everyone. 
 
Thank you for attending the call on Thursday, we appreciate everyone’s assistance and contributions to the CSWG and 
especially the architecture subgroup. 
 

1. Justin Searle has resigned as co-chair of the CSWG Architecture committee due to work commitments.  Thank 
you Justin for all of your work. 

2. NISTIR 7628 review status.   
a. NIST management continues to review the NISTIR 7628.   
b. The architecture section has not had any comments back from NIST management, except for the 

clarification of logical interface category 17 and the classification information.   
c. Should there be any additional architecture comments, I will send them out to the subgroup, as I receive 

them. 
3. SGIP SGAC vs SGIP CSWG architecture subgroup.   

a. The SGIP SGAC (http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SmartGridArchitectureCommittee) focuses on the whole Smart Grid 
architecture and has tasks that deal with the whole Smart Grid architecture.  There are bi-weekly Friday 
meetings. 

b. The SGIP CSWG architecture subgroup (http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/CsCTGArchi) focuses on the security aspects of the architecture and ensures 
the SGIP SGAC includes security requirements, goals, and services throughout their development.  The 
SGIP SGAC is our customer for delivering our Smart Grid conceptual security architecture.  We can 
participate on the bi-weekly SGAC calls and volunteer when the SGIP SGAC needs assistance, but we 
cannot vote unless we are a member of the SGIP SGAC. 

4. What is the SGIP SGAC doing and how does it affect us. 
a. They are stepping back and developing a sample conceptual Smart Grid architecture through a set of 

three small workshops for developing goals, requirements (including security and privacy), and energy 
services.  This will then be harmonized to create the sample conceptual Smart Grid architecture model. 

b. Once the conceptual architecture model is in process and nearly completed, we can develop the 
complimentary security architecture model. 

c. When we are completed with the security architecture model, it will go into the next version of the NISTIR 
and get turned over as a deliverable to the SGIP SGAC, as we have done with our beloved “spaghetti” 
diagram. 

5. The September 14-16 SGIP plenary meeting is scheduled for St. Louis 
(http://www.sgipweb.org/#fall2010).  The CSWG will have meetings on Tuesday, September 14, these 
will probably be working sessions.  When Marianne and CSWG management team completes the 
agenda for the 14th, Sandy will forward it onto everyone.  For those who cannot attend, we will more 
than likely have a conference bridge / webinar setup to attend remotely. 

a. The venue for the September meeting is located in the heart of St. Louis at the Millennium 
Hotel.  To make your hotel reservation, please call the Millennium at 314.241.9500 (mention 
“SGIP Fall Meeting”) or click here. 

b. The registration costs with the registration link 
(http://www.regonline.com/sgip_fall2010_meeting): 

6. Our next conference call is August 19, 2010 2:00 pm Eastern. 
 
If there are any questions or there is something that I missed, please do not hesitate to reach out. 
 
Regards, 
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT 
Principal Consultant, EnerNex 
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com 
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Sandy Bacik

From: Sandy Bacik
Sent: Thursday, August 19, 2010 2:46 PM
To: csctgarchi@nist.gov
Subject: CSWG Architecture minutes from the call 08/19

Good afternoon everyone. 
 
First, welcome to our new call members.  Second, thank you everyone for your continued support and 
endurance.  Here is a summary of the discussion on the CSWG Architecture call today: 
 

1. The NISTIR is still in NIST management for review.  The Privacy and Bottom Up subgroups are still 
working on the comments from their chapter.  The Architecture chapter had a few clarification questions 
– mostly mismatches in test and the drawings.  There was a request for creating text on how to use the 
logical interface category drawings and we will update the next version of our chapter to complete this 
request.  Marianne Swanson is still shooting for releasing the updated draft for us to review on August 
23 and then shooting for a public release of August 31. 

2. SGAC.  The goal workshop will finish today at Google in Mtn. View, CA.  They will have their paper 
ready within 2 weeks.  The requirements workshop should be done in about the next 3 weeks.  Then 
the services workshop will follow.  Once the requirements workshop is completed, we can start 
reviewing that document and start pulling the security requirements for the security architecture we will 
be creating.  Here are a few links for the SGAC information and their page for joining the list serves: 
 SGIP SGAC: http://collaborate.nist.gov/twiki-

sggrid/bin/view/SmartGrid/SmartGridArchitectureCommittee 
 If you would like to register for the bi-weekly SGAC meetings here is the link 

https://www2.gotomeeting.com/register/207537754  
 SGAC Mailing lists (which are about 1/3 if the way down on the SGAC twiki site): 

Join a SGAC Email List  

Join SGIP-SGAC-CONCEPT 

Join SGIP-SGAC-CYBER  

Join SGIP-SGAC-INTEREST 

Join SGIP-SGAC-SEMANTIC

Join SGIP-SGAC-PAPMAP 

 
3. Other detailed requirements sites: 

 OpenSG: http://osgug.ucaiug.org/default.aspx.  This page also lists the various groups residing 
within OpenSG also 

 SG Security: http://osgug.ucaiug.org/utilisec/default.aspx 
 OpenHAN: http://osgug.ucaiug.org/sgsystems/openhan/default.aspx 
 OpenADR: http://osgug.ucaiug.org/sgsystems/OpenADR/default.aspx 
 OpenADE: http://osgug.ucaiug.org/sgsystems/OpenADE/default.aspx  

4. I did forget this on the call as a reminder.  The September 14-16 SGIP plenary meeting is scheduled for 
St. Louis (http://www.sgipweb.org/#fall2010).  The CSWG will have meetings on Tuesday, September 
14, these will probably be working sessions.  When Marianne and CSWG management team 
completes the agenda for the 14th, Sandy will forward it onto everyone.  For those who cannot attend, 
we will more than likely have a conference bridge / webinar setup to attend remotely. 

1. The venue for the September meeting is located in the heart of St. Louis at the Millennium 
Hotel.  To make your hotel reservation, please call the Millennium at 314.241.9500 (mention 
“SGIP Fall Meeting”) or click here. 
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2. The registration costs with the registration link 
(http://www.regonline.com/sgip_fall2010_meeting) 

5. Our next conference call is September 2, 2010 2:00 pm Eastern. 
 

Regards, 
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT 
Principal Consultant, EnerNex 
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com 
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932 
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Sandy Bacik

From: Sandy Bacik
Sent: Thursday, September 23, 2010 8:10 PM
To: csctgarchi@nist.gov
Subject: CSWG Architecture minutes from 20100923

Thank you everyone for your contribution on Thursday’s call.  Good discussion and information. 
 
Here are the tasks and items that we will be working on: 

1. An FAQ (with answers) for starting on using the NISTIR and security architecture and other questions / topics that 
a utility would ask to build their internal security architecture.  The types of questions would ask about the what, 
where, when, why, and how. 

2. Elizabeth Sisley will start the software and engineering framework and send the draft to the list. 
3. Frances Cleaveland (in her spare time) can start a discuss on assisting with the examples. 
4. Sandy Bacik will present to NIST and the SGAC our initial proposed direction for thoughts and confirmation. 

 
If I forgot anything, please email the list. 
 
Thanks again for the participation, 
Sandy Bacik, CISSP, ISSMP, CISM, CGEIT 
Principal Consultant, EnerNex 
sandy.bacik@enernex.com | (C) 865-696-4470 | www.enernex.com 
620 Mabry Hood Road, Suite 300 | Knoxville, TN 37932 


