Sandy Bacik

From:
Sent:
To:
Subject:

Sandy Bacik

Tuesday, April 19, 2011 4:38 PM
csctgarchi@nist.gov

CSWG Architecture minutes from 20110414

| apologize for getting these out so late.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sqgrid/bin/view/SmartGrid/CsCTGArchi
Lead: Sandy Bacik (sandy.bacik@enernex.com)

20110414 Minutes
1. No follow-up questions from the Nashville F2F presentation

a.

b.

Presentation: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/20110330-CSWG-
ConceptualSecurityArchitecture-Final.pdf

Paper: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/20110330-
CSWG_SG_Conceptual Security Architecture-Final.pdf

2. Alimited number of the SABSA domain task group leads (Markets, Transmission, Cross Cutting, Service Provider,
Customer, Generation, Operations, and Distribution) were on the call to provide updates

a.

b.

C.

Bill Schultz and Tom Markham (Customer domain). There are still questions that need to be answered by
Seccuris to assist in the development of the spreadsheet attribute information, based on an email sent on

02/25 by Tom Markham. Sandy will also follow-up

Michael Brunetto (Cross-cutting domain). The task is enormous for cross-cutting the group is questioning
how to proceed

The various domain subgroups need to become active again and let us know their status and where they

specifically need assistance

3. Everyone needs to review the SGIP SGAC deliverables that will be assisting and providing us background information

a.

b.

C.

Our source documents from SGAC Conceptual Architecture Working Party twiki:
http://collaborate.nist.qgov/twiki-sqgrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC
Updated business services: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Automation Services Post_Interactio
n_Workshop.xlsx

Output from the Interactions workshop (329 slides): http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Interactions March 29.pptx

4. Open discussion:

a.

Frances brought up the NESCOR project is developing use cases to assist in building a reference security
architecture. We will need to do coordination. Elizabeth will initially assist with liaisoning

5. Attendees

TTJQ@Tmooo T

Bill Schultz
Elizabeth Sisley
Frances Cleveland
John Camilleri
Mark Ellison
Michael Brunetto
Sandy Bacik

T.N. Choubey
Tom Markham
Win Gaulding

Our next meeting will be on April 28, 2011 at 14:00 Eastern.

Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant

EnerNeX

p: 865.696.4470
e: sandy.bacik@enernex.com // www.enernex.com







Sandy Bacik

From: Sandy Bacik

Sent: Thursday, April 28, 2011 5:02 PM

To: csctgarchi@nist.gov

Subject: CSWG Architecture minutes from 20110428

Please forgive my email message if there are larger characters, the email printed fine just before | hit send.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sqgrid/bin/view/SmartGrid/CsCTGArchi
Lead: Sandy Bacik (sandy.bacik@enernex.com)

20110428 Minutes
1. SABSA update

a. Bill Schultz. Reviewed the SGAC business services document with the added automation services.
Sandy Bacik needs to take our SABSA attribute file back to the SGAC to see if we are in alignment.

b. Various other SABSA questions about the spreadsheet are being worked through in a separate email
thread. We are moving forward slowly.

c. We need to get the SABSA task groups going again with work and tasks.

2. NISTIR 7628 Architecture chapter updates.

a. Elizabeth Sisley is working on the "spaghetti” drawing in updating it with some of the items requested as
the NISTIR 7628 was published

b. Elizabeth is continuing to review the outstanding comments from the NISTIR 7628 and will provide
updates to the group and assist with getting consensus.

3. Everyone needs to review the SGIP SGAC deliverables that will be assisting and providing us background
information

a. Our source documents from SGAC Conceptual Architecture Working Party twiki:
http://collaborate.nist.gov/twiki-
sagrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC

b. Updated business services: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Automation_Services Post_Intera
ction Workshop.xlsx

c. Output from the Interactions workshop (329 slides): http://collaborate.nist.gov/twiki-
sagrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Interactions March 29.pptx

4. Open discussion:

a. Frances brought up the NESCOR project that NESCOR is developing use cases to assist in building a
reference security architecture and that we need coordination. Frances reminded us that NESCOR is a
funded project and can move the security architecture forward with the project experts.

1. We need lots of coordination to ensure that there is no duplication of effort.

2. Elizabeth Sisley is our formal liaison and will be the owner and maintainer of the "spaghetti”
drawing to ensure the updates requested by NESCOR are incorporate and we have consensus in
the Architecture subgroup. Elizabeth has been a regular within the CSWG Architecture subgroup
since it's inception and Erfan Irbrahim of the NESCOR project welcomed Elizabeth to working on
the architecture work as a liaison a couple of weeks ago. Elizabeth will update the CSWG
Architecture subgroup on a regular basis.

5. Attendees

Bill Schultz
Elizabeth Sisley
Frances Cleveland
Jim Brennan

Rich Tolway
Roger Alexander
Sandy Bacik

T.N. Choubey
Tom Markham

TSe@ToooTe

Our next meeting will be on May 12, 2011 at 14:00 Eastern.

Regards,



Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com
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Friday, May 13, 2011 10:42 AM
csctgarchi@nist.gov

CSWG Architecture minutes from 20110512

Thank you everyone's attendance and participation. All links were tested in this email before it was sent. If | have missed
anyone on the attendance, please let me know. | apologize if my fonts do not look proper.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sqgrid/bin/view/SmartGrid/CsCTGArchi
Lead: Sandy Bacik (sandy.bacik@enernex.com)

20110512 Minutes
1. Security Architecture: SABSA update.

a.
b.

C.

The groups will be getting back together to start moving forward in the various domains.

Sandy needs to finish updating the last document to ensure all of the SABSA domain groups have the current
information. This information will be posted on the twiki when completed.

Within the SABSA groups, we will possibly be looking for replacement SABSA leads, as some of the current
SABSA volunteers have been reassigned.

2. NISTIR 7628 Architecture chapter updates.

a.

Elizabeth Sisley has started the review of the NISTIR 7628 draft 1 and draft 2 comments that were not
completed within the "spaghetti" drawing and our Architecture chapter and provided the group an update on
the tasks (http://collaborate.nist.gov/twiki-

sagrid/pub/SmartGrid/CsCTGArchi/NISTIR info_with SGAC_updates.ppt).

Elizabeth Sisley will coordinate our work with the NESCOR project with Justin Searle also helping coordinate
the information from the NESCOR project.

Elizabeth Sisley started the review of the SGAC actor normalization task to update our NISTIR 7628 chapter
and "spaghetti" drawing updates. The SGAC actor normalization work can be found here:
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGACActorNormalization.

3. SGAC update.

a.

b.

e.

Everyone needs to review the SGIP SGAC deliverables that will be assisting and providing us background
information.

SGAC has a conceptual architecture task update overview from 05/09/2011: http://collaborate.nist.gov/twiki-
sagrid/pub/SmartGrid/CsCTGArchi/SGAC-Networked Grid-20110509.pdf. Sandy will attempt to have Doug
Houseman give us a presentation in more detail on the SGAC work in a webinar.

Our source documents from SGAC Conceptual Architecture Working Party twiki:
http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC.
Updated business services: http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Automation_Services Post _Interactio
n_Workshop.xIsx.

Output from the Interactions workshop (329 slides): http://collaborate.nist.gov/twiki-
sagrid/pub/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC/Interactions March 29.pptx.

4. Open discussion.

a.

None.

5. Attendees.

T TSae@TmoaooTe

Dorann Richtsmeier
Elizabeth Sisley
Jason Kobes

Jeff Gill

Jim Brennan

Justin Searle

Neil Greenfield
Roger Alexander
Sandy Bacik

T.N. Choubey

Our next meeting will be on May 26, 2011 at 14:00 Eastern.



Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com




