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From: Sandy Bacik

Sent: Thursday, July 07, 2011 4:27 PM

To: csctgarchi@nist.gov

Subject: CSWG Architecture minutes from 20110707

If I have missed anyone or anything, please let me know.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110707 Minutes
1. Current tasks.
a. Elizabeth Sisley provided an update for updating the NISTIR 7628 actor list.
i. Reported the SGAC 200+ actor list was outdated and the SGAC is using the 42 abstract level

actors from the March 29t" SGAC interactions workshop (http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/Interactions March 29.pptx).

ii. The initial 200+ actor list was a brainstorm list and the interaction abstract list was part of
their harmonization results.

iii. We continue to need to be able to provide a mapping of where the actors came from and/or
a mapping to the abstract actors of the SGAC for a hierarchy of actors.

iv. We need to define how abstract, conceptual, contextual, or logical we are going to get.

v. Bob Trapp asked we will be listing the information assets that the actors have ownership
on? Yes, somehow we are going to do this.

b. Elizabeth Sisley provided an update on NESCOR technical working group 2 (Cybersecurity
Requirements and Standards Assessment) and how the NESCOR summit went using the spaghetti
drawing.

i. NESCOR appears to be working on the transactional flow from end to end.

ii. Using existing use cases, the NESCOR TG 2 wants to map use case requirements to industry
standards and then list technologies / services that will support those standards.

iii. We will provide our updates to NESCOR and their modifications will be provided back to us
to come to consensus on and incorporate into the NISTIR 7628.

c. We discussed our next steps in developing the conceptual security architecture using this
presentation: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/20110707-
Architecture-HowWeProceed.pdf.

d. We need to come to consensus on security services and message list to be used across the Smart
Grid domains. Our next tasks and homework focus on the worksheets in this spreadsheet:
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Security Services-And-
Messagelist-vOp1.xls.

i. We need to brainstorm and come up with a list of security services and message types, then
normalize the lists and finally send out to ensure we have a comprehensive list.

ii. TODO due 07/21/2011. Brainstorm the “TODO-General Security Services” worksheet to have
a comprehensive list of security services and physical/logical security mechanisms that map
to a security service. Please reply back to the list with ideas or reply back to Sandy Bacik.

iii. TODO due 07/21/2011. Brainstorm the “TODO-Generic Message List” worksheet to have a
comprehensive list of message types and descriptions for which we can apply the security
services and requirements. Please reply back to the list with ideas or reply back to Sandy
Bacik.

1. TN Choubey volunteered to brainstorm the message types for the WASA domain
from the PMUs and we will also need to look at PAP13.

2. Open floor
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a. Bob Trapp mentioned that we need to form / define our boundaries of the conceptual security
architecture.
b. Bob Trapp asked where we are getting the requirements from. Our subgroup is using the NISTIR
7628. SGAC is using the NISTIR 7628, use cases, and the national policy documents. NESCOR has
not defined a formal source.
c. July 12 3:30 - 5:30 ET is the Montreal CSWG meeting and Sandy will send the remote registration to
the mailing list.
3. Attendees
Bob Trapp
b. Elizabeth Sisley
c. JimBrennan
d. JoAnn Cooper
e. Kuldeep Hak
f
g
h
i

o

Michael Legary
Sandy Bacik
T.N. Choubey
Tom Markham

Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com
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Sandy Bacik

From:
Sent:
To:
Subject:

Sandy Bacik

Monday, July 25, 2011 10:46 AM
csctgarchi@nist.gov

CSWG Architecture minutes from 20110721

If I have missed anyone or anything, please let me know.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110726 Minutes
1. Current tasks.

a. Elizabeth Sisley provided an update for updating the NISTIR 7628 actor list (http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/July 21st review.pptx). And work continue to move forward.

b. In reviewing the Security Services and Message List. T.N. Choubey suggested adding dynamic authorization
to the authorization logical security service and adding reporting procedures (status and organization) to the
crisis management logical security service

2. Open floor
a. Neil Greenfield asked about the Open Group (TOGAF) mapping to SABSA status. Here is the project website:

https://www.opengroup.org/projects/security/arch-int/. Here is the charter for the project:
http://www.google.com/url?sa=t&source=web&cd=2&sqi=2&ved=0CBsQFjAB&url=https%3A%2F%2 Fwww.
opengroup.org%2Fprojects%2Fsecurity%2Farch-int%2Fuploads%2F40%2F22543%2FTOGAF-SABSA-
integration Charterv1.0.doc&ei=74AtTvngN4bV0QG99MnkDg&usg=AFQjCNFMsmhEKbOKYiTjg9fFOML8IiBCi
A.

3. Attendegs

a.

Regards,

Sm o oo0T

Apurva Mohan
Elizabeth Sisley
Jim Brennan
Neil Greenfield
Sandy Bacik
T.N. Choubey
Tom Markham
Win Gaulding

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT
Principal Consultant

EnerNeX

p: 865.696.4470
e: sandy.bacik@enernex.com // www.enernex.com







Sandy Bacik

From: Sandy Bacik

Sent: Thursday, August 04, 2011 4:22 PM

To: csctgarchi@nist.gov

Subject: CSWG Architecture minutes from 20110804

If I have missed anyone or anything, please let me know.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110804 Minutes
1. Current tasks.
a. We continued our review of merging the SGAC actors into the spaghetti drawing and updating the spaghetti
drawing: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Aug 4th review.pptx
i. For Transmission Engineering we will update the SGAC definition with an expansion for additional
function
ii. For actor definition updates we will look at the functionality of the actor within the architecture
iii. We will continue to review and put lower layers into swim lane drawings as we refine the actors.
iv. We will start using our off week to assist Elizabeth in continuing the merging and updating of the
spaghetti drawing.

b. Security Services and Message List (http://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/NCG - AEP Updates - Security Services-And-MessagelList-vOp1.xls)
was updated by Neil to include some actual transaction / message examples from IEC/TS 62351-7. Sandy
will merge these examples into the message list.

2. Open discussion

a. None
3. Attendees
Apurva Mohan
Elizabeth Sisley
John Camilleri
Neil Greenfield
Sandy Bacik
T.N. Choubey
Tanya Brewer
Tom Markham
Win Gaulding

o

T S® 0 a0 T

Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com







Sandy Bacik

From:
Sent:
To:
Subject:

Sandy Bacik

Thursday, September 01, 2011 4:11 PM
csctgarchi@nist.gov

CSWG Architecture minutes from 20110901

If | have missed anyone or anything, please let me know.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110901 Minutes
1. Current tasks.

a.

d.

Stan Klein updated the group with comments from other organizations to reference and use the NERC actor
definitions and functional architecture model. Here are the links he forwarded to the mailing list (See the
email Stan sent on 09/01 to the architecture subgroup):
i. http://www.nerc.com/files/Functional Model V5 Final 2009Decl.pdf
ii. http://www.nerc.com/files/Functional Model Technical Document V5 Clean 2009Decl.pdf
iii. http://www.nerc.com/files/Statement Compliance Registry Criteria-V5-0.pdf
Stan also noted that within the CSWG Design Principles group that their key management paper for the
smart meters may not work with electric vehicles.
We continued our review of merging the SGAC actors into the spaghetti drawing and updating the spaghetti
drawing: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Aug 11th review.pptx
i. The second column on the spreadsheet is the 'Original Source Legend' from the SGIP Architecture
actor harmonization task: CM: NIST Conceptual Model; E: EIS Use cases (from PAP10 & 17); IE: IEEE
P2030 D3.0; N: NAESB; NR: CSWG NISTIR; NW: New Actor. | think the RM should have been a CM on
slide 9.

ii. Slide 3: We determined these are the same actor and can be combined with the NISTIR 7628 for the
abstract drawing layer.

iii. Slide 4: These actors are not necessarily cross-cutting. At the abstract layer we can combine these
actors, but at the detailed layer, like middleware, these need to map to the individual domains. We
also need to validate this with others.

iv. Slide 5: The abstract layer can have just the back office systems actor and possibly have a business
diagram referencing the most common systems in a utility back office.

v. Slide 6: Keep as two separate services and need to harmonize with the NERC actor definitions.

vi. Slide 7: We will need to review at a later date.

vii. Slide 8: We will abstract to a service provider type actors with all the definition pieces included.

viii. Slide 9: The ASAP-SG/SG Security uses the term "role" to mean "actor" to be able to genericize some
of the controls across many actors. We will use the NISTIR 7628 actor for the automation (building
automation) and bring all of the definitions into the NISTIR 7628

As we continue into the future we still need to clarify the various interfaces for the actors, complete the
unresolved comments, and update everything else in our existing architecture chapter.

2. Open discussion

a.

A separate email will be sent to see if we want to start up weekly meetings to get through the harmonizing
of the actors and updating the various other items within our NISTIR 7628 Architecture chapter.

3. Attendees

a.

©oo o

Elizabeth Sisley
Jim Brennan
John Camilleri
Neil Greenfield
Sandy Bacik





f. StanKlein
g. Tom Flowers

Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com







Sandy Bacik

From: Sandy Bacik

Sent: Friday, September 16, 2011 8:41 AM

To: csctgarchi@nist.gov

Subject: CSWG Architecture minutes from 20110915

If I have missed anyone or anything, please let me know.

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110915 Minutes
1. Current tasks.
a. Elizabeth Sisley did a NESCOR update from the 4-hour session at GridWeek.
i. Erfan wants deliverables for the 3 month mark for DOE
ii. Group 1 - have been putting together scenarios that will lead to failures. The SEl quality attribute
scenarios are being used to assist in the development and good for system design
iii. Group 2 - are working to put together use cases for WAMPAC, DEA, Privacy, and AMI
iv. Group 3 - are working on test plans and the initial feedback is that they are too abstract and vendors
are currently unwilling to share their test plans
b. We continued our review of merging the SGAC actors into the spaghetti drawing and updating the spaghetti
drawing: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Sept 15 review.pptx. We
continued work on the Operations domain
i. Slide 3: DMS and DMSA are the same actors and we will merge the definitions
ii. Slide 4: We will remove all 4 actors since they are not specific to the Smart Grid or are already
documented
iii. Slide 5: The Back Office Systems needs to stay and the MRC actor needs to have the definition
reworded
iv. Slide 6 and Slide 7: We will roll the actors into the Network Operations actors with all options within
the definition and the Operational Planning actor needs to stay separate and have the definition
refined
v. Slide 8: The various asset and location actors will be merged into the NISTIR 7628 GIS actor and the
rest will be removed. The storage management actor for the service provider domain will be kept
and we will use the NISTIR 7628 actor
vi. Slide 9: Until we decide on the security architecture, the security management actor will remain
hidden. And on the wide area management and control system actor we will use the name change
and wait until NESCOR completes their work, then we will update the definition and review later
c. The AMI Security subgroup submitted 4 new actors for the NISTIR 7628 logical architecture and they were all
accepted, but the definitions may need to be updated in the future for the NISTIR 7628. The new actors are
i. Meter reading and control for the operations domain. This actor was also part of the SGAC actor list
ii. Load control device for the customer domain. This actor will be put on the device level of the
architecture drawings
iii. Utility side Energy Gateway for the operations domain. This actor name may cause conflict, but we
need to make it generic depending upon what the implementation actually calls the actor. The
actor will be on the device or communications layer of the architecture
iv. Customer side Energy Gateway for the operations domain. This actor name may cause conflict, but
we need to make it generic depending upon what the implementation actually calls the actor. The
actor will be on the device or communications layer of the architecture
2. Open discussion
a. None
3. Attendees






a. Elizabeth Sisley

b. Jim Brennan

c. Neil Greenfield

d. Sandy Bacik
Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com







Sandy Bacik

From: Sandy Bacik

Sent: Friday, September 30, 2011 12:12 PM

To: csctgarchi@nist.gov

Subject: CSWG Architecture minutes from 20110929

CSWG Architecture twiki: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CsCTGArchi
Chair: Sandy Bacik (sandy.bacik@enernex.com)

20110929 Minutes
1. Current tasks.

a. We completed our review of the SGAC actors and harmonizing with the NISTIR 7628
(http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CsCTGArchi/Sept 29 review.pptx). The last
domain was Marketing:

i. Slide 3: The SGAC actors are all functions of an ISO/RTO, which the NISTIR 7628 currently contains.
We will map these SGAC actors to the NISTIR actor and update our definition to include the
curtailment and dispatchable generation

ii. Slide 4: Market Operations is a rule setting organization, like an RTO, and these are business
applications of the 1ISOs/RTOs. We will include these functions/applications in our layers

iii. We will need to define what a function / application layer is for our updates to the NISTIR 7628 so
that we have the logical layering with a specific actor

b. Because there were not enough people on the call, we are postponing reviewing transactions and mapping
to messages.

2. Open discussion

a. A concern was raised that not many are participating in review the existing actors and interfaces and

creating a security architecture.
3. Attendees

a. Brian Lenane

b. Elizabeth Sisley

c. Neil Greenfield

d. Sandy Bacik

Regards,

Sandy Bacik, CISSP, CISM, ISSMP, CGEIT

Principal Consultant

EnerNeX

p: 865.696.4470

e: sandy.bacik@enernex.com // www.enernex.com






