NISTIR 7628 Conceptual Security Architecture Chapter

Introduction

A conceptual security architecture is a unifying framework of reusable security services and interactions that implement policy, standards, and risk management decisions to operationalize technology. The conceptual security architecture is a strategic framework that allows the Smart Grid development and operations staff to align efforts, in addition the conceptual security architecture can drive Smart Grid information system improvements which are not possible to make at a project level.  Although often associated strictly with information security technology, the conceptual security architecture relates more broadly to the security practice of business optimization in that it addresses business security architecture, performance management and security process architecture as well.  Some conceptual security architecture goals are

· To enable business-to-security alignment;

· To defined top-down beginning with business strategy;

· To ensure that all models and implementations can be traced back to the business strategy, specific business requirements and key principles;

· To provide abstraction so that complicating factors, such as geography and operational religion, can be removed and reinstated at different levels of detail only when required.

The intent of a conceptual security architecture is to abstract at an appropriate decomposition of the Smart Grid information system without delving into the details of interface specification or specifying security technologies.  The conceptual security architectural mechanisms are designed to address cross-cutting concerns.  The conceptual security architecture can be used to communicate to non-technical audiences and structures the Smart Grid information systems in terms of its domain-level security services and message types.  Inputs to the conceptual security architecture require goals, requirements, services, and message or interaction or transaction types.  A conceptual security architecture is not achieved through a one-time initiative, before developing a conceptual security architecture, the utility needs to have a formalized risk management process implemented to assist in selecting how confidentiality, integrity, and availability might be applied to a Smart Grid information systems, applications, and messages.  The NISTIR 7628 describes the steps in the Risk Management Process
 that address security requirement selection.  The Department of Energy's (DoE) Electricity Sector Security Risk Management Process Guideline
 is based on NIST SP 800-39, Managing Information Security Risk, is a three-tiered structure that provides a comprehensive view for the utility on how risk management activities are undertaken across an electric sector organization.  Conceptual security architecture seeks to prevent threats and threat agents from exploiting system weaknesses that can impact the Smart Grid operating environment without specifying a logical or technological implementation.  

The conceptual security architecture supports planning and organization of the diverse, expanding collection of interconnected networks that compose the Smart Grid information systems.  See Figure 1.  The Smart Grid conceptual security architecture is a set of views and descriptions that are the basis for discussing the characteristics, uses, behaviors, interfaces, requirements and standards of Smart Grid information systems.  This does not represent the final conceptual security architecture of the Smart Grid; rather it is a tool for describing, discussing, and developing individual utility conceptual security architectures.  The conceptual security architecture provides a context for analysis of interoperation and standards.  This chapter defines a conceptual security architecture for Smart Grid information systems in all NIST conceptual model domains using the logical interface categories and based on the logical reference model information in the previous chapter and the work of the Smart Grid Interoperability Panel Architecture Committee (SGAC). 
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Figure 1 - Where a Conceptual Architecture Fits in Building an Architecture

SGAC Work Background
Developing a conceptual security architecture should be based on existing goals and requirements.  This permits an organization to be effective when enhancing the organization’s strategic plans and vision while protecting assets.  SGAC is responsible for creating and refining a Smart Grid conceptual architecture reference model
.  This document uses the SGAC and NISTIR 7628 work and focuses on developing a conceptual security architecture.  The SGAC steps for developing the Smart Grid conceptual architecture are defined as follows
1. Collect and review various Smart Grid use cases, then sort use cases by Smart Grid domain, functionality, and eliminating duplication is in process;
2. Collect national energy policy documents and extract goals, then perform a national goal decomposition based on the national energy policy documents
;
3. The goal decomposition and Smart Grid use cases are used for input to gathering Smart Grid architecture requirements
.  These requirements are
a. System and technology free (e.g. No OMS/CIS/etc);
b. Positive in nature (e.g. the authorized users will be able to complete all of their tasks) as opposed to negative (e.g. prevent unauthorized users from completing any task);
c. Simple requirements (e.g. no and/or/but/however/etc) having one noun and verb combination;
d. Avoiding words like speedy/robust/etc – words that characterize the qualities of the system;
4. The requirements are used to build a set of services across Smart Grid
;
5. The SGAC developed interactions or message types between actors for business services
.

Conceptual Security Architecture View
Interactions in the form of messages communicated between actors in the same Smart Grid domain may have similar requirements and message communication between from different Smart Grid domains may have very different requirements based on risk of the message crossing Smart Grid domains and information classifications.  Actors have the capability to communicate different types of messages, exchanges of information, with other actors within or outside a specific Smart Grid domain. 
Developing the conceptual security architecture using the logical reference model, the logical interface categories, and the NISTIR 7628 high level security requirements was performed in the following steps:

1. Defining a simply information classification levels;

2. Defining security services, based on the SGAC business services and using a confidentiality, integrity and availability rating;

3. Defining message types, based on the SGAC interaction workshop output and using a confidentiality, integrity and availability rating;

4. Mapping the security services to message;

5. Mapping the security services and message to the logical interface categories;

6. Mapping the mapping of the security services and messages to the high level security requirements.

Defining Information Classification Levels
A conceptual security architecture needs to develop a simple set of information classification layers for the message information created, used, and stored within the utility sector organization and this can be based on an organization information classification system.  Table 1 below describes a simple set of information classification layers.
Table 1 - Information Classification Layers
	Information Classification
	Required Protection Level
	Applies to
	Example Information Sources

	Public 
	Low
	Assets or information presented or stored over a public communications network.
	Internet

	Corporate
	Medium
	Assets or information supporting business operations based on a corporate security baseline, not necessarily IT or power system specific. 
	Office level business network, email

	Business
	High
	Assets or information supporting critical business or operational functions.
	Finance network, human resource systems, ERP systems

	Critical
	Very high
	Assets directly related to the availability and reliability of power generation and distribution infrastructure.
	Control systems, SCADA networks

	Security Management
	Very High
	Information related to confidentiality and integrity is critical for managing the security of the assets.
	Audit trails, error records, access control, authentication


Information is exchanged between actors or roles based on business need.  The information exchanged can be between Smart Grid domains and between information classification layers.  Figure 2 displays potential information exchanges between Smart Grid information systems.  Many messages within a Smart Grid domain cross different information classifications layers within the organization.
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Figure 2 – Security and Smart Grid Potential Transactions

Within the organization, messages have inputs, outputs, actors, and business service involvement, see Figure 3.  Each organization should develop a list of interactions or messages, and each message can be placed into an information classification layer based upon the information risk of the message contents.
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Figure 3 - Transaction pieces

There is not a single security mechanism, product, technology, or solution that will adequately protect all Smart Grid information systems and messages.  A multiple layer strategy involving two (or more) different overlapping security mechanisms needs to be built into a utility’s Smart Grid conceptual security architecture.
Defining Security Services

Security is integrated with each communication channel between actors and when developing a conceptual security architecture, security services need to be defined to protect interactions.  The security services concepts may or may not remain the same for each information classification, depending if the interaction is within or outside the same Smart Grid domain.  The security requirements for each level and component of the conceptual security architecture may be different.   The selection of technology and implementation of the security services is based on the enterprises security requirements and will not be discussed within this document. 
Security services are necessary to protect message information in the Smart Grid information systems. The appropriate level of protection is determined based upon the value of the message information to the business area end users and the perception of threats to it.  Whether a Smart Grid information system is standalone or distributed, security must be applied to the whole Smart Grid information system.  Based on the set of SGAC business services, Table 2 identifies security services for the conceptual security architecture.
Table 2 - Conceptual Security Architecture Security Services
	Security Service
	Security Service Description
	Sample Security Mechanisms
	Security Principle
	Control Type


	
	
	
	C
	I
	A
	M
	O
	T

	Access Control (logical and physical)
	Ensuring that resources are accessed only by an authorized identity.
	Local access control agents
Local role access control lists (ACLs)
Central access manager (CAM)
CAM role ACLs
Central application access control agents
Central application role ACLs
Database management system mechanisms
File system mechanisms
	L
	H
	L
	 
	X
	X

	Audit Trails
	A record showing a what function or access was performed to smart grid resource at a given period of time
	Event logs
Event log integrity protection mechanisms
Event log browsing tools
Event log analysis tools
Reporting tools
	L
	H
	M
	X
	X
	X

	Authentication
	Verifying the identity as a prerequisite for granting access to smart grid resources.
	Login procedure
User passwords and tokens
Client user agents for authentication
Authentication exchange protocols
Authentication server system
Directory system
Message source identifiers, protected by:
- Message integrity checksums
- Digital signatures
- Hashing
Mutual two-way and three-way authentication exchanges
Session context (finite state machine)
	M
	H
	M
	 
	X
	X

	Authorization
	Determining the identity attempting to access a smart grid resource and ensure that the identity has the right to execute the functions requested.
	Roles
Fixed role associations with entities
Real-time role association with entities
Authorization certificates
Dynamic authorization
	M
	H
	M
	 
	X
	X

	Availability / Reliability
	Managing the operational capability of smart grid assets to ensure they are operational when accessed.
	Redundant power system and IT equipment
Redundant communications
Multiple generators
Post event analysis
	L
	M
	H
	 
	X
	X

	Certification - Enterprise Credentials
	The assessments conducted in support of accreditations for enterprise credentials, conducting an impartial assessment of an enterprise credential
	Certification policy
Certification authority system
Certification procedure 
Certificate syntax standards
Certificate publishing mechanism (directory)
Certificate revocation list (CRL)
CRL publishing and management (directory)
	L
	H
	M
	 
	X
	X

	Certification - Enterprise Public Key
	The assessments conducted in support of accreditations for enterprise public key credentials, conducting an impartial assessment of an enterprise public key credential.
	Certification policy
Certification authority system
Certification procedure 
Certificate syntax standards
Certificate publishing mechanism (directory)
Certificate revocation list (CRL)
CRL publishing and management (directory)
	L
	H
	M
	 
	X
	X

	Certification and Accreditation
	Evaluating, describing, testing and authorizing smart grid systems and services prior to or after a system is in operation.
	Product testing and certification
Supplier certification
Third party testing
Operator training
Factory testing
	L
	H
	M
	X
	 
	 

	Confidentiality - Message Contents
	Ensuring the message contents is protected from unauthorized disclosure.
	Message contents encryption
Encryption key management
Routing control to physically secure networks
	H
	H
	M
	 
	X
	X

	Confidentiality - Stored Data
	Ensuring stored data is protected from unauthorized disclosure.
	Logical access control mechanisms
Physical access control mechanisms
Stored data encryption
Media storage security
Media disposal procedures
	H
	H
	M
	 
	X
	X

	Confidentiality - Traffic Flow
	Ensuring the information flow is hidden from unauthorized access.
	Traffic padding
	H
	H
	M
	 
	X
	X

	Contingency Planning
	Ensuring an alternate course of action is followed if operational failure or an existing situation changes. 
	Business continuity
Distribution / Transmission scheduling
Outage maintenance
	L
	H
	H
	X
	X
	 

	Crisis Management
	Managing the processes needed to handle serious incidents and is an escalation of incident response services.
	Vested authority in a crisis manager and crisis management team
Assessment procedures
Escalation procedures
Activation procedures
Reporting procedures (status and organization)
	L
	M
	M
	X
	X
	 

	Directory Service
	Managing the data and basic units of information that are maintained within the directory.
	Directory system
Directory access protocols
Directory object and attribute syntax rules
Directory replication
	M
	H
	H
	 
	X
	X

	Disaster Recovery
	Ensuring the activation and implementation of measures to restart operational activities after an incident.
	Data backups
Software backups
Data restoration procedures
Off-site backup storage
Backup media management: indexing, labeling, transport, storage, retrieval, recycling, disposal
Redundancy of hardware
Redundancy of communications lines
Recovery plans
Recovery procedures
	L
	H
	H
	X
	X
	X

	Enterprise Registration
	Ensuring that each unique user, service, and device is authorized and documented at the enterprise level.
	Registration policy
Registration authority system
Registration procedure 
	M
	H
	M
	 
	X
	X

	Enterprise Unique Naming
	Ensuring that each user, service, and device have unique naming to prevent confusion over what is being referenced within the enterprise.
	Naming standards
Naming procedures
Directory system
	M
	H
	H
	 
	X
	X

	Environment Security
	Ensuring environmental services are operational.
	Site-selection procedures
Fire prevention, detection and quenching
Natural disaster avoidance, detection and removal
◦       Flood
◦       Earthquake
◦       Storms
Earthquake detection and protection
Controlled nuclear plant shutdown procedures
Air temperature and humidity controls
Electrical power protection mechanisms
	M
	H
	H
	X
	X
	 

	Incident Response
	Ensuring actions are activated in response to detected security events.
	Data collection and analysis
Incident assessment procedures
Response action management procedures
	H
	H
	H
	X
	X
	X

	Incident Reporting
	Ensuring reporting is activated in response to detected security events.
	Analysis validation 
Report compilation
Report dispatch
Mitigation plans
	H
	H
	H
	X
	X
	 

	Integrity Protection - Hardware
	Ensuring the hardware is not altered during implementation or operation.
	Development lifecycle controls
Delivery and installation controls
Production system configuration control
Production system change control
Production system management authorization
Crypto-checksums on object code images
Regular inspection of object code images and checksums
Anti-tamper
	M
	H
	M
	 
	X
	X

	Integrity Protection - Message
	Ensuring the message and message contents were not altered during creation, transport, and storage.
	Message integrity checksums
Digital signatures
Hashing
	M
	H
	M
	 
	X
	X

	Integrity Protection - Software
	Ensuring the operational software / firmware is protected from malicious attacks and unauthorized alteration.
	Development lifecycle controls
Delivery and installation controls
Production system configuration control
Production system change control
Production system management authorization
Crypto-checksums on object code images
Regular inspection of object code images and checksums
Anti-malware
	M
	H
	M
	 
	X
	X

	Integrity Protection - Stored Data
	Ensuring stored data is protected from unauthorized alteration or deletion.
	Message integrity checksums
Digital signatures
Hashing
	M
	H
	M
	 
	X
	X

	Intrusion Detection
	Managing the collection, analysis, and reporting of detected anomalous events and feed into the incident response process.
	Intrusion signature analysis on network traffic
Real-time system monitoring
Alarms
	M
	H
	M
	 
	X
	X

	Message Replay Protection
	Ensuring a message in transit cannot be captured and retransmitted.
	Message nonce values protected by message integrity checksums
	M
	H
	H
	 
	X
	X

	Non-Repudiation
	Ensuring assurance that a user, service, or device cannot later deny a message was sent or received.
	Digital signatures
Notarization servers
Transaction logs
Trusted third party certification and arbitration
	H
	H
	H
	 
	 
	X

	Personnel Security
	Ensuring qualified personnel are retained to perform assigned responsibilities.
	Hiring, background checking and vetting procedures
User access privilege updates on user updates (Change in responsibility, change in employment)
Training courses, booklets, publicity campaigns
Disciplinary procedures
Training simulators
	H
	H
	M
	X
	X
	 

	Physical Security
	Managing the security of smart grid assets to prevent physical damage.
	Secure premises with locks and guards
Locked rooms for servers, operations and communications
Physical protection for cabling
Authorization procedures
Identification badges and visitor procedures
◦       Id Scanning process
◦       Maintenance of access logs
◦       Maintenance of access Logs
Supervision of contractors/consultants
	L
	H
	H
	X
	X
	 

	Replication and Backup - Data
	Ensuring smart grid data is recoverable following an incident.
	Regular backup copying
Backup media management: labeling, indexing, transport, storage, retrieval, media recycling, media disposal
	M
	H
	H
	 
	X
	X

	Replication and Backup - Software
	Ensuring smart grid software is recoverable following an incident.
	Master software media management: labeling, indexing, transport, storage, retrieval
	M
	H
	H
	 
	X
	X

	Risk Management
	Ensuring the identification, assessment, and prioritization of risks followed by the application of resources to minimize, monitor, and control the probability and/or impact of unfortunate events.
	Asset management
Risk assessment
Risk program
	M
	M
	H
	X
	 
	 

	Security Alarm Management
	Managing security alarms reported from users, services, and devices and feed into the incident response services.
	Security alarms
Security alarm monitoring
	M
	H
	H
	X
	X
	X

	Security Measurement and Metrics
	Managing the smart grid security activities of the enterprise are collected and analyzed for reporting.
	Cryptographic test mechanisms
Inspection tools
Penetration testing
Statistical tests
Dispatcher training simulator
Operational training
Relay coordination testing
Software system factory, field, and availability testing
	M
	H
	M
	X
	X
	X

	Security Monitoring
	Ensuring the operations of security management services are built and implemented into the logical smart grid architecture.
	User activity logs
Application event logs
Operator activity logs
Management event logs
Event log browsing and analysis
Reporting
Real-time system monitoring and alarms - sensors, systems, feeders, volt/var, communications, switches
Digital fault and PQ harmonic recorders
	M
	H
	M
	X
	X
	X

	Security Operations Management
	Managing the operations of procedures and technical requirements for security services.
	Operator authentication mechanisms
Operator activity logs
Operations event logs
Load control monitoring
Disturbance analysis
Power flow monitoring
	M
	H
	M
	X
	X
	 

	Security Policy Management
	Managing the procedural and technical creation and implementation of security policies to users, services, and devices.
	Data content monitoring and filtering
Real-time system monitoring
	M
	H
	L
	X
	 
	 

	Security Provisioning
	Ensuring the implementation of user, service or device configurations to match security requirements and roles.
	Security service management sub-system
Secure management protocols
Management agents in managed components
Access control at all agents and sub-systems security alarms
	M
	H
	H
	 
	X
	X

	Security Service Management
	Managing the configuration of a user, service or device to match security requirements and roles.
	Security service management sub-system
Secure management protocols
Management agents in managed components
Access control at all agents and sub-systems security alarms
	M
	H
	H
	X
	 
	 

	Security Training and Awareness
	Managing the security and safety training and awareness for smart grid assets.
	Training courses
Training manuals and documentation
Publicity campaigns
Technology and operator training
	L
	L
	L
	X
	 
	 

	Software Licensing Protection
	Managing the governance for the usage or redistribution of software.
	Software metering
	L
	M
	L
	 
	 
	X

	System Audit
	Managing the audit of the system controls throughout a smart grid device to evaluate their effectiveness and to recommend improvements.
	Independent inspection
Regular scanning with system audit tools
	H
	H
	M
	X
	X
	X

	System Configuration Protection
	Managing the way smart grid devices are setup including but not limited to firmware, security and other possible settings.
	Production system configuration control
Production system change control
Production system management authorization
Cryptographic checksums on configuration data files
Regular inspection of configuration data files and checksums
	H
	H
	M
	 
	X
	X

	Trusted Time
	Ensuring the time source and service are protected from alteration.
	Secure time server with clock
Secure time server protocols
	H
	H
	H
	 
	 
	X

	User Interface for Security
	Ensuring the user interface is easy to use and present no significant obstacles to smart grid activities.
	GUI login screens
GUI security message screens
Single sign-on mechanisms
Ergonomic design of authentication devices
Help desk for security problem resolution
	L
	M
	M
	 
	X
	X

	User Support
	Managing the operational user issues within smart grid devices and services related to security.
	Help desk
Trouble ticketing system
	L
	M
	M
	X
	X
	 


Before mapping the security services to messages types, the organization needs to map security services to the enterprise, Smart Grid component, and Smart Grid applications when they assess the risk at each level.  Table 3 maps security services that should be applied at the enterprise, Smart Grid component, and Smart Grid application layers within the organization.

Table 3 - Mapping Security Services to Smart Grid Enterprise, Component, and Application

	Security Service
	Enterprise
	Component
	Application

	Access Control (logical and physical)
	X
	X
	X

	Audit Trails
	X
	X
	X

	Authentication - Enterprise
	X
	X
	X

	Authorization
	X
	X
	X

	Availability / Reliability
	X
	X
	X

	Certification - Enterprise Credentials
	X
	X
	X

	Certification - Enterprise Public Key
	X
	
	

	Certification and Accreditation
	
	X
	X

	Confidentiality - Message Contents
	
	
	

	Confidentiality - Stored Data
	
	
	

	Confidentiality - Traffic Flow
	
	
	

	Contingency Planning
	X
	X
	X

	Crisis Management
	X
	X
	X

	Directory Service
	
	
	

	Disaster Recovery
	X
	X
	X

	Enterprise Registration
	X
	X
	X

	Enterprise Unique Naming
	X
	X
	X

	Environment Security
	X
	X
	

	Incident Response
	X
	X
	X

	Incident Reporting
	X
	X
	X

	Integrity Protection - Hardware
	X
	X
	

	Integrity Protection - Message
	
	
	X

	Integrity Protection - Software
	X
	
	X

	Integrity Protection - Stored Data
	X
	X
	X

	Intrusion Detection
	X
	X
	X

	Message Replay Protection
	
	X
	X

	Non-Repudiation
	X
	X
	X

	Personnel Security
	X
	X
	X

	Physical Security
	X
	X
	

	Replication and Backup - Data
	X
	X
	X

	Replication and Backup - Software
	X
	X
	X

	Risk Management
	X
	X
	X

	Security Alarm Management
	X
	X
	X

	Security Measurement and Metrics
	X
	X
	X

	Security Monitoring
	X
	X
	X

	Security Operations Management
	X
	X
	X

	Security Policy Management
	X
	X
	X

	Security Provisioning
	X
	X
	X

	Security Service Management
	X
	X
	X

	Security Training and Awareness
	X
	X
	X

	Software Licensing Protection
	X
	X
	X

	System Audit
	X
	X
	X

	System Configuration Protection
	X
	X
	X

	Trusted Time
	X
	X
	X

	User Interface for Security
	
	
	

	User Support
	
	
	


Defining Message Types
Message or interaction security provides the ability to ensure that the security requirements are built into the creation, transmission, and storage of the information.  Based on the set of SGAC defined interactions, Table 4 identifies message types for developing the conceptual security architecture.  The message descriptions are written to be generic to allow a utility to customize their interactions into one of these message types.
Table 4 - Conceptual Security Architecture Message Types

	Message Name 
	Message Description
	Business Artifact

	Security Principle

	
	
	
	C
	I
	A

	Acknowledgement
	Recognition of receiving a message.
	 
	L
	M
	L

	Alarm
	Notification when range is breached (a subcategory of notice, but architecturally significant) – only used if an alarm message is an output of the service in normal operation 
	 
	M
	M
	H

	Alert
	An escalated or error event based message via a system service to which a response is NOT required. (INFORMATIONAL)
	 
	M
	M
	M

	Audit 
	An event based message containing evidence directly pertaining to and resulting from the execution of a business process or system function.
	X
	M
	H
	L

	Command
	A sent statement or instruction that requires an action.  (e.g. a command to change an encryption key, routing updates or to update software / firmware)
	 
	L
	H
	H

	Contract 
	Enforceable agreement 
	X
	H
	H
	L

	Error
	Response sent back from a command, statement, or instruction that did not execute properly.  (e.g. communication error, message error, command not executed correctly)
	 
	L
	H
	M

	Forecast 
	Forward looking time based estimates
	X
	M
	M
	M

	Identification
	Request to associate (e.g. join a program); Disassociate (e.g. remove from a program, remove from service, remove credentials); Identity (e.g. role), privileges, or rights information (credentials) E.G. SYSTEM TO SYSTEM
	 
	M
	H
	M

	Notification
	Informational message about a situation (e.g. planned outage or device available) 
	 
	L
	M
	L

	Plan 
	List of steps and associated information for achieving an objective (e.g. switching plan, contingency plan, etc)
	X
	M
	H
	M

	Policies 
	Rules that govern 
	X
	M
	H
	L

	Product 
	Item that can be bought or sold  or Amount of money given or set as consideration for the sale of a specified thing (valuation)
	X
	L
	M
	M

	Qualification 
	Verification of readiness.  Can be positive or negative and includes metadata 
	 
	L
	M
	M

	Query 
	A request requiring a response
	 
	L
	M
	L

	Resources
	Work units, logistics, and capabilities (similar to anything a field crew might use)
	X
	M
	H
	L

	Response 
	Response sent back from the command, statement, or instruction requiring action; this could include identification and authentication responses
	 
	M
	M
	M

	Schedule 
	Time based plan for a resource or entity 
	 
	L
	M
	M

	Setting
	Configuration; hardware or software attribute; ranges or limits within which things are allowed to vary; Connectivity and attributes of system, topology. Can include State and Configuration information; Attributes describing the surroundings of an entity (environment); Capabilities of device; Sensor values which can include supporting metadata including meta information to describe location (measurement)
	 
	L
	H
	H

	Status
	Current condition of an entity (e.g. on, off, meter read, broken…) can include meta information to describe location, but not additional configuration information 
	 
	L
	M
	L

	Time 
	Measure of chronology 
	 
	L
	H
	H

	Usage Information
	Information can include meta information to describe location, but not additional configuration information
	 
	M
	H
	M

	Work Order 
	Request to have work performed. Can include asset/entity information (e.g. go here, do this) 
	 
	L
	M
	M


Mapping a Message to a Security Service

After defining key security services and message (interaction) types, the message types are mapped to the security services to provide the foundation of security services needed to protect the information within messages.  Table 5 displays the mapping of the message type to the defined security services.
Table 5 - Mapping Message to Security Services - NEEDS TO BE COMPLETED POST 20120308 ARCHITECTURE MEETING

	Security Service 
	Ack'm'nt
	Alarm
	Alert
	Audit 
	Command
	Contract 
	Error
	Forecast
	Identification
	Notification
	Plan
	Policies
	Product
	Qualification
	Query
	Resources
	Response
	Schedule
	Setting
	Status
	Time
	Usage Info
	Work Order 

	Access Control (logical and physical)
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Audit Trails
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Authentication
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Authorization
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Availability / Reliability
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Certification - Enterprise Credentials
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Certification - Enterprise Public Key
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Certification and Accreditation
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Confidentiality - Message Contents
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Confidentiality - Stored Data
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Confidentiality - Traffic Flow
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Contingency Planning
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Crisis Management
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Directory Service
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Disaster Recovery
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Enterprise Registration
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Enterprise Unique Naming
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Environment Security
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Incident Response
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Incident Reporting
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Integrity Protection - Hardware
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Integrity Protection - Message
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Integrity Protection - Software
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Integrity Protection - Stored Data
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Intrusion Detection
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Message Replay Protection
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Non-Repudiation
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Personnel Security
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Physical Security
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Replication and Backup - Data
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Replication and Backup - Software
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Risk Management
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Security Alarm Management
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Measurement and Metrics
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Monitoring
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Operations Management
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Policy Management
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Provisioning
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Security Service Management
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Security Training and Awareness
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Software Licensing Protection
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	System Audit
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	System Configuration Protection
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Trusted Time
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	User Interface for Security
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	User Support
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 


Mapping Security Services to High Level Security Requirements
All of the NISTIR 7628 governance, risk, and compliance (GRC) requirements need to be applied at all levels of the conceptual security architecture.

All of the NISTIR 7628 general technical security requirements need to be applied to all conceptual security architecture security services.
When applying the unique technical security requirements to a specific message or security service, the confidentiality, integrity, and availability level should be select to be the highest ranking based on the message type fitting into a specific service within a logical interface category.  When mapping the unique technical security requirements to the security services that apply to messages are the minimum a utility should apply.  Table 6 displays the mapping of the security services to the unique technical security requirements.

Table 6 - Mapping Security Services to Unique Technical Security Requirements
	NISTIR Req #
	Access Control
	Audit Trails
	Authentication
	Author
	Availability / Reliability
	Cert - Entity Credentials
	Cert - Entity Public Key
	C 'n' A
	Confid - Message Contents
	Confid - Stored Data
	Confid - Traffic Flow
	Contingency Planning
	Crisis Mgmt
	Directory Service
	Disaster Recovery
	Entity Registration
	Entity Unique Naming
	Env Security
	Incident Response
	Incident Reporting
	Integ Protection – Hardware
	Integ Protection – Message
	Integ Protection – Software
	Integ Protection - Stored Data
	Intrusion Detection
	Message Replay Protection
	Non-Repudiation
	Personnel Security
	Physical Security
	Replication and Backup – Data
	Replication and Backup – Software
	Risk Mgmt
	Security Alarm Management
	Security Measurement and Metrics
	Security Monitoring
	Security Operations Mgmt
	Security Policy Mgmt
	Security Provisioning
	Security Service Mgmt
	Security Training and Awareness
	Software Licensing Protection
	System Audit
	System Config Protection
	Trusted Time
	User Interface for Security
	User Support

	SG.AC-5
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	 
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.AC-6
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X

	SG.AC-7
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X

	SG.AC-8
	X
	X
	X
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-9
	X
	X
	X
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X
	 
	X
	X

	SG.AC-10
	X
	X
	X
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-11
	X
	X
	X
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-12
	X
	X
	X
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-13
	X
	X
	X
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-14
	X
	X
	X
	X
	X
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	X
	X
	X
	 
	X
	X

	SG.AC-15
	X
	X
	X
	X
	X
	 
	 
	X
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	X
	X
	X
	 
	 
	X
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.AC-16
	X
	X
	X
	X
	X
	 
	 
	X
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	X
	X
	X
	 
	 
	 
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X

	SG.AC-17
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	X
	X
	X
	 
	X
	X

	SG.AC-21
	X
	X
	X
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X

	SG.AU-2
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.AU-3
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.AU-4
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.AU-15
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.AU-16
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.IA-4
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	 
	 
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.IA-5
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	 
	 
	 
	X
	 
	X
	X
	 
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.IA-6
	X
	X
	X
	 
	 
	X
	X
	X
	 
	 
	X
	 
	 
	X
	 
	X
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X
	X

	SG.SA-10
	 
	 
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	X
	 
	X
	X

	SG.SA-11
	 
	 
	 
	 
	X
	X
	X
	X
	 
	 
	 
	 
	X
	 
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	X
	 
	X
	X

	SG.SC-2
	 
	 
	 
	 
	X
	 
	 
	X
	X
	X
	X
	 
	X
	 
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	X
	 
	X
	X
	 
	 
	X
	 
	X
	X
	X

	SG.SC-3
	 
	 
	 
	 
	X
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	 
	 
	X
	X
	X
	 
	 
	 
	X
	 
	 
	X
	X
	 
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-4
	 
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	 
	 
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-5
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-6
	 
	 
	 
	 
	X
	 
	 
	X
	 
	 
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	X
	 
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	 
	X
	 
	 
	 
	 
	X
	X
	X

	SG.SC-7
	 
	X
	 
	 
	X
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	X
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.SC-8
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-9
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	 
	X
	X
	X
	X

	SG.SC-10
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	X
	X
	X
	X
	 
	X
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-11
	 
	 
	 
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X

	SG.SC-12
	 
	 
	 
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X

	SG.SC-14
	 
	X
	 
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-15
	X
	X
	 
	 
	 
	X
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	X
	X

	SG.SC-16
	 
	X
	X
	 
	X
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	X
	X

	SG.SC-17
	X
	X
	X
	X
	X
	 
	 
	X
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	X
	X

	SG.SC-18
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	X
	X
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	X
	X
	X

	SG.SC-19
	X
	 
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	 
	 
	 
	 
	X
	X
	X
	 
	 
	 
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-20
	X
	X
	 
	 
	X
	X
	X
	X
	X
	X
	X
	 
	X
	X
	 
	X
	 
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-21
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	X
	X
	 
	 
	X
	 
	X
	X
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	X
	X
	X
	X
	X
	X

	SG.SC-22
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
	 
	 
	X
	X
	X
	X
	X

	SG.SC-23
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	X

	SG.SC-24
	 
	X
	 
	 
	X
	 
	 
	X
	 
	 
	X
	 
	X
	 
	 
	 
	 
	 
	X
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	X
	X

	SG.SC-25
	X
	X
	X
	X
	X
	X
	X
	X
	 
	 
	X
	 
	 
	X
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	X
	 
	 
	 
	X
	X
	 
	X
	X
	X
	X
	 
	X
	X
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Mapping Security Services to Logical Interface Categories
The logical interface categories and the associated attributes can be used as guidelines by organizations that are developing a cyber security strategy and implementing a risk assessment to select security requirements. This information may also be used by vendors and integrators as they design, develop, implement, and maintain the security requirements.  
All logical interface categories process messages or have interactions, therefore all message types and all security services apply to every logical interface category.  The logical interface category mapping to the high level security requirements (NISTIR 7628 Volume 1 Table 3-3 Allocation of Security Requirements to Logical Interface Categories) are the minimum and the mapping of the security services are add-on to what the logical interface category recommends.  
Conclusion

Establishing a traceability matrix using the Smart Grid goals and requirements will allow the Smart Grid stakeholders to better understand what is needed to build and maintain an interoperable, reliable and secure Smart Grid infrastructure.  The establishing of the Smart Grid goals and baseline requirements will permit the SGAC to deliver the initial framework for developing a conceptual Smart Grid architecture for use by all Smart Grid stakeholders to assist in the development and implementation of their logical and physical Smart Grid architectures.
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� The Draft DOE document, “Electricity Sector Security Risk Management Process provides a detailed approach to developing and implementing a risk management program for an electricity sector electric sector organization.


� � HYPERLINK "https://public.commentworks.com/CW_DOE_WF/InitiativeDocFiles/46/RMP_Guideline_Draft_for_Public_Comment_08312011-1.pdf" �https://public.commentworks.com/CW_DOE_WF/InitiativeDocFiles/46/RMP_Guideline_Draft_for_Public_Comment_08312011-1.pdf�. 


� Developed by EnerNex and architecture team, Stephan Amsbary.


� � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC�. 


� � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Goals_Workshop" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Goals_Workshop�. 


� � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Requirements_Workshop" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Requirements_Workshop�. 


� � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Services_Workshop" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Services_Workshop�. 


� � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Interaction_Workshop" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPConceptualArchitectureDevelopmentSGAC#Interaction_Workshop�. 


� Developed by EnerNex cyber security and architecture teams, Grant Gilchrist.


� SGAC Interactions workshop output.


� Based on the definitions of control types NIST Special Publications 800-12, An Introduction to Computer Security: The NIST Handbook.  (M) Management controls address security topics that can be characterized as managerial. They are techniques and concerns that are normally addressed by management in the organization's computer security program. In general, they focus on the management of the computer security program and the management of risk within the organization.  (O) Operational controls address security controls that focus on controls that are, broadly speaking, implemented and executed by people (as opposed to systems). These controls are put in place to improve the security of a particular system (or group of systems). They often require technical or specialized expertise and often rely upon management activities as well as technical controls.  (T) Technical controls focus on security controls that the computer system executes. These controls are dependent upon the proper functioning of the system for their effectiveness. The implementation of technical controls, however, always requires significant operational considerations and should be consistent with the management of security within the organization. 


� A message type may be a business artifact and the electronic copy of the business artifact may be impacted by the assigned security principle level of high, moderate, or low.
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