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20120301 Minutes
1. Current Tasks.

a. To catch everyone up on our consensus work, a summary pdf of the conceptual security architecture work
can be found here: https://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/Conceptual Security Architecture - Consensus Progress.pdf.

b. Using the services spreadsheet (https://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/CsCTGArchi/Security Services-And-MessageList-vOp6.xls), we accomplished the
following:

c. The message definitions / explanations need refinement.

d. We had consensus on assignment a baseline C-I-A value to each security services type:

i. Access Control (logical and physical): L-H-L
ii. Audit Trails: L-H-M
iii. Authentication - Enterprise: M-H-M
iv. Authentication - Message Origin: M-H-M
v. Authentication - Session: M-H-M
vi. Authorization: M-H-M
vii. Availability / Reliability: L-M-H
viii. Certification - Enterprise Credentials: L-H-M
ix. Certification - Enterprise Public Key: L-H-M
X. Certification and Accreditation: L-H-M
xi. Confidentiality - Message Contents: H-H-M
xii. Confidentiality - Stored Data: H-H-M
xiii. Confidentiality - Traffic Flow: H-H-M
xiv. Contingency Planning: L-H-H
xv. Crisis Management: L-M-M
xvi. Directory Service: M-H-H
xvii. Disaster Recovery: L-H-H
xviii. Enterprise Registration: M-H-M
xix. Enterprise Unique Naming: M-H-H
xX. Environment Security: M-H-H
xxi. Incident Response: H-H-H
xxii. Incident Reporting: H-H-H
xxiii. Integrity Protection - Hardware: M-H-M
xxiv. Integrity Protection - Message: M-H-M
xxv. Integrity Protection - Software: M-H-M
xxvi. Integrity Protection - Stored Data: M-H-M
xxvii. Intrusion Detection: M-H-M
xxviii. Message Replay Protection: M-H-H
xxix. Non-Repudiation: H-H-H
xxX. Personnel Security: H-H-M
xxxi. Physical Security: L-H-H
xxxii. Replication and Backup - Data: M-H-H




xxxiii. Replication and Backup - Software: M-H-H
xxxiv. Risk Management: M-M-H
xxxv. Security Alarm Management: M-H-H
xxxvi. Security Measurement and Metrics: M-H-M
xxxvii. Security Monitoring: M-H-M
xxxviii. Security Operations Management: M-H-M
Xxxix. Security Policy Management: M-H-L
xl. Security Provisioning: M-H-H
xli. Security Service Management: M-H-H
xlii. Security Training and Awareness: L-L-L
xliii. Software Licensing Protection: L-M-L
xliv. System Audit: H-H-M
xlv. System Configuration Protection: H-H-M
xlvi. Trusted Time: H-H-H
xlvii. User Interface for Security: L-M-M
xlviii. User Support: L-M-M
Open Items.
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