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[bookmark: _Toc351472511]Introduction
Defense-in-depth is a process and security architecture strategy for establishing cybersecurity controls and achieving information assurance (IA) in today’s highly networked environments.  As a security architecture strategy, defense-in-depth calls for networked environments to be aware and self-protective.  
The Smart Grid is one example of a highly networked environment.  Defense-in-depth as a practical strategy relies on the intelligent application of techniques and technologies that exist today.  This strategy recommends a balance among protection capability, cost, performance, and operational considerations.  
This white paper presents an overview of the major elements of this strategy and provides links to resources that offer additional insight.
[bookmark: _Toc351472512]Overview and Approach
A defense-in-depth approach focuses on defending information, assets, power systems, and communications and IT infrastructures through layered defenses (e.g., firewalls, intrusion detection systems, antivirus software, and cryptography).  
It is expected that multiple levels of security measures will be implemented, both because of the large variety of communication methods and performance characteristics, as well as because no single security measure can counter all types of threats. 
A defense-in-depth strategy requires a balanced approach with a focus on three critical elements:  1) People, 2) Process, and 3) Technology.  Technology alone can be circumvented, thus people and processes are necessary.  Training is critical, and protection points are shown in the following diagram.  
The goal of a proper defense-in-depth strategy is to make the attackers job much more difficult, to slow the attacker down, and allow the victim to be alerted to unauthorized activity in time to prevent harm to the enterprise.


Due to the interconnected nature of the smart grid systems, it is essential that the appropriate cybersecurity controls get implemented to protect against less-critical systems infecting more-critical systems.  
Physical security controls such as locked doors, locked cabinets, and or restricted areas are used to mitigate risk.   Other physical security controls, such as closed circuit TV, card readers, etc., are used to monitor and log entry into restricted areas.  
[bookmark: _Toc351472513]Cybersecurity Services
Cybersecurity services (i.e., safeguards or countermeasures), mechanisms, and objects should be applied in layers, with one or more security methods implemented at each layer. 
The primary objective of these methods is to mitigate the risk of one component of the defensive strategy being compromised or circumvented.   Defense-in-depth focuses on the following areas:
[bookmark: _Toc351472514]Defense in Multiple Places
An organization should deploy cybersecurity services, mechanisms and objects at multiple locations to resist all attack approaches. 
· Security Services - Functions that, when provided in a systems environment, serve to ensure the protection of resources by enforcing the defined security policies of the organization.  Security services are also known as security controls, safeguards, countermeasures, and dimensions.
· Security Mechanisms - The technical tools used to implement the security services listed above.  Each of the security mechanisms may operate individually, or in concert with others.
· Security Objects - items that contain security relevant information about users, groups, privileges, policies, programs, passwords, encryption keys, audit logs, etc.  Managed security objects describe what is managed and how it behaves.  The definition of managed security objects includes specification of their attributes and their behavior, which provides a concrete description of what is manageable. 
The “how” of management is defined by managing objects consisting of applications and data, which support the management and use of the rest of the system. This grouping, or security domain, refers to the set of entities (security objects) that are under the scope of a single organization’s set of security policies.
[bookmark: _Toc351472515]Layered Defenses
There is no such thing as 100% security.   All cybersecurity approaches have inherent vulnerabilities.  
Because of these vulnerabilities, adversaries conducting reconnaissance of an organization’s protection perimeters will eventually discover vulnerability in any system. 
Creating layered defenses (firewalls, data diodes, etc.) are ways to protect against these vulnerabilities.  
An example of layered defenses is shown in the figure below.

[footnoteRef:1] [1:  SABSA] 

Figure 1 - Multi-Layer Defensive Strategy

Each of the layers within the multi-layer defensive strategy include security services and security mechanisms that may be put to use.  Depending upon the overall requirements, an organization implementing a Smart Grid may use one or more security services and mechanisms.  
A more thorough list of security services is listed in the appendix.
[bookmark: _Toc351472516]Robustness
Cybersecurity components should have specified robustness (strength and assurance) as a function of the criticality and risk of what is being protected (i.e., the SCADA system, AMI meters, etc.).  
Examples that increase security robustness would include system hardening, antivirus software, patching, etc.
[bookmark: _Toc351472517]Trust Relationships
Trust relationships between systems and organizations need to be evaluated, established, and maintained based on the risk presented to the interfacing systems, the functions they support, and the grid as a whole; accounting for potential impact as the data may subsequently be directly or indirectly passed "deeper" into more protected levels.  
The potential impact is the basis for deciding on the wisdom of the connection, the controls selected, and the audit of attached system controls and related management processes.  
Roles and responsibilities need to be defined for the trusted partners, for example who will patch updates and on what schedule, who has system privileges, or who will purchase components from which suppliers.
[bookmark: _Toc351472518]Deployment of Cryptographic Infrastructure
Supporting key, privilege, and certificate management that enables positive identification of entities using information and communication technologies.
[bookmark: _Toc351472519]Deployment of Intrusion Detection/Prevention Systems
Provision of detection, reporting, analysis, assessment and response infrastructure enabling rapid detection and response to intrusions and other anomalous events, and providing situational awareness of the electric grid.
[bookmark: _Toc351472520]Skilled Staff
A comprehensive program of education, training, practical experience, and awareness, is necessary.  
Professionalization and certification licensing provide a validated and recognized expert cadre of system administrators.
[bookmark: _Toc351472521]Types of Threats
Cyber threats include denial of service, unauthorized vulnerability probes, botnet command and control, data exfiltration, data destruction or even physical destruction via alternation of critical software/data.  
These threats can be initiated and maintained by a mixture of malware, social engineering, or highly sophisticated advanced persistent threats (APTs) that are targeted and continue for long periods of time.  
The most sophisticated cyber threats are stealthy, do not stand out from normal activity, and are extremely difficult to detect. 
[bookmark: _Toc351472522]Advanced Persistent Threats (APT)
Advanced persistent threats do not need to breach traditional external perimeter security controls (e.g. firewalls) and often leverage trusted-insider or trusted-partner vectors to access and compromise the inside of an enterprise by exploiting a victim without the victim knowing they have been exploited (a simple example is sending a trusted-insider an email with a malware attachment that appears and behaves legitimately but infects the trusted-insider's machine with sophisticated malware.  
Once malware is active on the inside of an enterprise, a key starting point for many APTs, the external perimeter security controls are bypassed and it is critical to have a layered defense strategy to inhibit these threats. 
[bookmark: _Ref283995333][bookmark: _Toc351472523]Information Assurance
Carnegie Mellon University defines defense-in-depth as “the synergistic integration of layered Information Assurance practices, providing resilient IT services while minimizing failures and intrusions”. (May, Hammerstein, Mattson, & Rush, 2006)
Defense-in-depth as a strategy is dependent upon the practice of Information Assurance (IA) where actions and controls are implemented to minimize threats, threat agents and vulnerabilities.  When defense-in-depth is achieved, reliability, safety, resilience, and survivability are achieved.
[bookmark: _Toc351472524]Properties
From a basic cybersecurity perspective, three properties are reviewed:
· Confidentiality – Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information.
· Integrity - Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity.
· Availability - Ensuring timely and reliable access to and use of information.
Information Assurance includes the above properties and adds additional properties, including identification, authentication, accountability, non-repudiation, authorization, and privacy.  
· Identification - The process of verifying the identity of a user, process, or device, usually as a prerequisite for granting access to resources in an IT system.
· Authentication - Verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an information system.
· Accountability - The security goal that generates the requirement for actions of an entity to be traced uniquely to that entity.  
· Non-repudiation - Protection against an individual falsely denying having performed a particular action.  
· Authorization - Access privileges granted to a user, program, or process or the act of granting those privileges.
· Privacy - Restricting access to subscriber or Relying Party information in accordance with federal law and agency policy.
The additional measures of IA provide for interactions between the properties in that they are reliant upon each other, to varying degrees, and depending upon the system in play.  
If any of the additional IA properties are lost or compromised, confidentiality , integrity and availability will be lost.
[bookmark: _Toc351472525]Strategies
Defense-in-depth is not just a strategy for deploying technologies to secure an enterprise.  As an approach, it must include not only the technical means to resist threats, but also rely heavily on people and process.  
If you look at the diagram below, it shows people, process and technology as a three-legged stool.  Each of the legs represents people, or process, or technology.  The three legs support the seat, which is labeled as the “enterprise.  Without the three legs working together, the seat representing the enterprise will not be able to continue standing.  The same is true from a defense-in-depth strategy.




Figure 2 - People Process Technology
A defense in depth strategy requires a balanced approach and focus on three critical elements:  1) People, 2) Process, and 3) Technology.

[bookmark: _Toc351472526]People Strategies
Achieving a robust defense-in-depth strategy for the electric utility begins with a senior level management commitment (typically at the Chief Information Officer level) based on a clear understanding of the perceived threat. 
This should be followed through with effective Cybersecurity policies and procedures, assignment of roles and responsibilities, commitment of resources, training of critical personnel, and personal accountability. This includes the establishment of physical security and personnel security measures to control and monitor access to facilities and critical elements of the Information Technology environment.
[image: ]
Figure 3 - People Strategy
[bookmark: _Toc351472527]Process Strategies
The process leg focuses on all cybersecurity activities required to sustain the electric utility's cybersecurity posture on a day to day basis. 
These include:
a) Maintaining visible and up to date system security policy
b) Certifying and accrediting changes to the information and communication system baseline.  
c) Managing the security posture of the  information and communication systems (e.g. installing security patches and virus updates, maintaining access control lists)
d) Providing key management services and protecting the electric grid infrastructure
e) Performing system security assessments (e.g. vulnerability scanners, RED teams) to assess the continued “Cybersecurity Readiness”
f) Monitoring and reacting to current threats
g) Attack sensing, warning, and response
h) Recovery and reconstitution


Figure 4 - Process Strategy
Within the process box, certain management processes are critical to achieving defense-in-depth, including:
· Compliance Management
· Risk Management
· Identity Management
· Authorization Management
· Accountability Management
· Availability Management
· Configuration Management
· Incident Management
[bookmark: _Toc351472528]Technical Strategies
Technical strategies for defense-in-depth consist of the following three environments:
1. Enterprise Infrastructure (including Smart Grid environments)
2. Enclave Boundaries
3. Information and Communications Technologies (ICT)
A wide range of technologies are available for providing cybersecurity services and for detecting threats. To insure that the right technologies are procured and deployed, the electric utility should establish effective policy and processes for technology acquisition. 
These policies and processes should include: 
· Cybersecurity policies and standards, 
· Cybersecurity principles, 
· System level cybersecurity architectures and standards, 
· Criteria for needed cybersecurity products, 
· Acquisition of products that have been validated by a reputable third party, 
· Configuration guidance, and 
· Processes for assessing the risk of the integrated systems.


Figure 5 - Technology Strategy
When defending the enterprise infrastructure, it is important to understand that this environment consists of information systems that include both information technology (IT) and industrial control systems (ICS).  From a traditional sense, ICS includes SCADA, DCS, PLC, and may also include Smart Grid components.  With the deployment of IT types of systems within the Smart Grid comes a responsibility for viewing substation IT as a mini “data center”.
Enclave boundaries consist of protected zones, such as substations, DMZs, wiring closets, etc., that require more vigilance in ensuring cybersecurity controls are implemented. 
The ICT area, traditionally networking and telecommunications is what keeps communications constant.
[bookmark: _Toc351472529]Enterprise Infrastructure Defensive Measures
Defense of the enterprise infrastructure looks at the enterprise from a holistic perspective around cybersecurity, including:
a. Protecting local and wide area communications networks (e.g., from denial-of-service attacks).  
b. Providing availability protection for data transmitted and stored over the information and communication infrastructure 
c. Providing integrity protection for data transmitted and stored over the information and communication infrastructure  
d. Ensuring that all data exchanged over information and communication systems is protected from disclosure to any entities not authorized to access electric utility information resources (assets).
e. Protecting against delay, mis-delivery, or non-delivery of otherwise adequately protected information.
f. Protecting from traffic flow analysis:
i. User traffic.
ii. Information and communication system command and control information.
g. Ensuring that protection mechanisms do not interfere with otherwise seamless operation with other authorized information and communication functions and systems.
[bookmark: _Toc351472530]Enclave Boundary Defensive Measures
Enclaves are a part of the overall enterprise environment that require additional security measures.  These include the use of perimeters, virtual local area networks (VLANs), security zones, etc., and also include: 
a. Ensuring that physical and logical enclaves are protected.
b. Enabling dynamic throttling of services to protect against advanced persistent threats (APTs).
c. Emergency disconnects are used to protect from an attack on one level from spreading to another level.  Emergency disconnects should be defined during Cybersecurity Incident Response planning.
d. Ensuring that information and communication systems within protected enclaves maintain availability and are able to adequately defend against threats.
e. Ensuring that data exchanged between enclaves or via remote access is protected from improper disclosure.
f. Providing boundary defenses for ICT within the enclave that cannot defend themselves through risk mitigation techniques.
g. Providing a risk-managed means of selectively allowing essential information to flow across the enclave boundary.
h. Providing protection against the undermining of systems and data within the protected enclave by internal and external threats, by doing vulnerability assessments.
i. Providing identification and access management services for individuals and assets thereby providing effective access control, of entities sending or receiving information from outside their enclave.
[bookmark: _Toc351472531]Information and Communications Technology (ICT) Defensive Measures
Defensive measures for ICT are meant to provide access controls on hosts, servers, and other types of endpoints in order to resist insider, close-in, and distributed attacks through a number of methods, including:
a. Ensure that information and communication systems are adequately defended against threats and potential vulnerabilities of assets.   
b. Ensure the confidentiality, integrity and availability of data processed by information and communication, both inside and outside of the enclave.
c. Defend against the unauthorized use of information and communication technologies.
d. Ensure that information and communication follows secure configuration guidelines and have all appropriate patches applied.
e. Maintain configuration management of all information and communication technologies to track patches and system configuration changes.
f. Ensure that a variety of information and communication systems can be readily integrated with no reduction in security.
g. Ensure adequate defenses against subversive acts by trusted persons and systems, both internal and external.
Defense-in-depth strategies are used to supplement security architecture.  Some defensive layers may occur within an actor in the Logical Reference Model. 
The defensive model can be used to help group requirements, potentially saving on cost and resources.
[bookmark: _Toc351472532]Additional Defense-in-Depth Best Practices
Electric utilities should include adopting a defense in depth strategy that encompasses the following:
1. Consideration of the effectiveness of the information protection required, value of the information to the electric utilities and their customers, and the potential impact that loss or compromise of the information would have.  
2. Defense in depth strategies should be based on risk analysis and keyed to the electric utility and its operational risk management objectives.
3. Balancing protection capability against cost, performance, operational impact, and changes to the operation itself considering both today’s and tomorrow’s operations and environments.
4. Technical mitigations are of no value without trained people to use them and operational procedures to guide their application.
5. Establishing a comprehensive program of education, training, practical experience, and awareness.  Professionalization and certification licensing provide a validated and recognized expert cadre of system administrators.
6. Exploiting available commercial off-the-shelf (COTS) products and relying on in-house development for those items not otherwise available.
7. Planning and following a continuous migration approach to take advantage of evolving information and communication capabilities to ensure adaptability to changing organizational needs and operating environments. 
8. Assessing periodically the cybersecurity posture of the information and communication tools, such as automated scanners for networks, can assist in vulnerability assessments.
9. Taking into account actions based on hostile intent, and also inadvertent that may have ill effects and natural events that may affect the system (i.e., cyber-physical)
10. Adhering to the principles of commonality, standardization, and procedures, and interoperability and to policies.
11. Prudently using emerging technologies, balancing enhanced capability with increased risk.
12. Employing multiple means of threat mitigation, overlapping protection approaches to counter anticipated events so that loss or failure of a single barrier does not compromise the overall information infrastructure.
13. Implementing and holding to a robust cybersecurity and information assurance (IA)  posture can cope with the unexpected.
14. Ensuring that only trustworthy personnel have physical access to the system.  Methods of providing such assurance include appropriate background investigations, security clearances, credentials, and badges.
15. Monitoring vulnerability listings and implementing fixes, ensuring that security mechanisms are interoperable, keeping constant watch over the security situation and mechanisms, properly employing and upgrading tools and techniques, and dealing rapidly and effectively with issues.
16. Using established procedures to report incident information provided by intrusion detection mechanisms to authorities and specialized analysis and response centers.
The dominant need of the user community is ready access to the information infrastructure and the information it contains to support electric utility operational objectives.  This requires the use of robust information-processing technology and reliable connectivity.  
A robust posture enables these capabilities by providing organizations with the ability to maintain adequate protection of their information.  


Figure 6 - Trusted Business Operations

[bookmark: _Toc351472533]Defense-in-Depth Framework[footnoteRef:2] [2:  Recommended Practice: Improving Industrial Control Systems Cybersecurity with Defense-In-Depth Strategies, Department of Homeland Security, October, 2009] 

Cybersecurity, from a defense-in-depth perspective, is not just about deploying specific technologies and processes to counter certain risks. 
An effective cybersecurity program for an electric utility will depend on its adherence and willingness to accept security as a constant constraint on all cyber activities. 
Implementing an effective defense-in-depth strategy will require taking a holistic approach and leveraging all of the electric utility's resources in order to provide effective layers of protection. 
The figure below displays an overview on the key elements of a defense-in-depth strategic framework.


Figure 7 - Framework
The basic tenets of this framework are as follows:
1. Know the cybersecurity risks that the electric utility faces
2. Quantify and qualify risks
3. Use key resources to mitigate cybersecurity risks
4. Define each resource’s core competency and identify any overlapping areas
5. Abide by existing or emerging security standards for specific controls
6. Create and customize specific controls that are unique to the electric utility.
Any organization implementing a defense-in-depth strategy will need to start at understanding its current risk[footnoteRef:3].  [3:  As defined in NIST IR 7298, Revision 1,  Glossary of Key Information Security Terms, one definition of risk is the  level of impact on organizational operations (including mission, functions, image, or reputation), organizational assets, or individuals resulting from the operation of an information system given the potential impact of a threat and the likelihood of that threat occurring.] 

Risk for the electricity sector is best understood by knowing the threats and vulnerabilities that face the electric utility organization. In order to understand risk, the electric utility should undergo a rigorous risk assessment that covers all aspects of the organization. 
Risk assessments are a key cornerstone in defining, understanding, and planning remediation efforts against specific threats and vulnerabilities. Valuable risk assessments are constantly updated on timely intervals, supported by all areas and levels of the organization, including C-level executives.
[bookmark: _Toc351472534]Security Services
Functions that, when provided in a systems environment, serve to ensure that resources are protected by enforcing the defined security policies of the organization.  
Security services are also known as security controls, safeguards, countermeasures, and dimensions. 
Security Services include the following: 
· Identification & Authentication – serves to confirm the identities of communicating entities. 
· Authentication ensures the validity of the claimed identities of the entities participating in communication (e.g., person, device, service or application) and provides assurance that an entity is not attempting a masquerade or unauthorized replay of a previous communication. 
· Access Control - protects against unauthorized use of network resources. 
· Access control ensures that only authorized personnel or devices are allowed access to network elements, stored information, information flows, services and applications. 
· Confidentiality - protects data from unauthorized disclosure and ensures that the data content cannot be understood by unauthorized entities. 
· Data Integrity - ensures the correctness or accuracy of data. 
· The data is protected against unauthorized modification, deletion, creation, and replication and provides an indication of these unauthorized activities. 
· Non-repudiation – provides means for preventing an individual or entity from denying having performed a particular action related to data by making available proof of various network-related actions (such as proof of obligation, intent, or commitment; proof of data origin, proof of ownership, proof of resource use). 
· Availability - ensures that there is no denial of authorized access to network elements, stored information, information flows, services and applications due to events impacting the network. 
· Disaster recovery solutions are included in this category. 
· Privacy - provides for the protection of information that might be derived from the observation of network activities.
[bookmark: _Toc351472535]Security Mechanisms
The technical tools used to implement the security services listed above.  Each of the security mechanisms may operate individually, or in concert with others.   

Examples of security mechanisms include the following: 
· Entity Authentication – verifies the identity of the entity by comparing identification information provided by the entity to the content of a known and trusted information repository 
· Access Control Lists (ACLs) – a form of information repository that contain data relative to the rights and permissions of access granted to each authenticated identity known to the system 
· Mandatory Access Control (MAC) – provides a mechanism to enhance or refine the levels of control imposed on a resource or entity, by defining specific controls on the label tag itself. 
· Cryptography – transforms data and/or information from an intelligible format, to an unintelligible format, and back to an intelligible format.   
· Data Integrity – supported by the use of some sort of checking code. Methods of calculating the checking code include: cyclic redundancy check (CRC), message authentication codes (MAC), message integrity codes (MIC), etc. 
· Digital Signature - provide proof of data origin and/or proof of delivery. 
· The first provides the recipient with proof of who the data sender was. 
· The second provides the sender with a “receipt” for the delivery of data to the intended party.
[bookmark: _Toc351472536]Security Objects
Security objects are items that contain security relevant information about users, groups, privileges, policies, programs, passwords, encryption keys, audit logs, etc.  
Managed security objects describe what is managed and how it behaves.  The definition of managed security objects includes specification of their attributes and their behavior, which provides a concrete description of what is manageable. 
The “how” of management is defined by managing objects consisting of applications and data, which support the management and use of the rest of the system.  This grouping, or security domain, refers to the set of entities (security objects) that are under the scope of a single organization’s set of security policies. 

Some examples of security objects might include: 
· User profiles (user IDs, group definitions) 
· User authorization (to resources) 
· Cryptographic keys 
· Security labels
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Appendix A - Defensive Strategy Layer Mapping to Logical Security Services
Table 2 - Defensive Strategy Layer Mapping to Logical Security Services
	Defensive Strategy Layer
	Logical Security Services

	Prevention
	Entity Security Services

	
	Communications Security Services

	
	Application & System Security Services

	
	Security Management Services

	

	Containment
	Entity Authorization

	
	Stored Data Confidentiality

	
	Software Integrity Protection

	
	Physical Security

	
	Environmental Security

	
	Security Training & Awareness

	

	Detection & Notification
	Message Integrity Protection

	
	Stored Data Integrity Protection

	
	Security Monitoring

	
	Intrusion Detection

	
	Security Alarm Management

	
	Security Training & Awareness

	
	Security Measurement & Metrics

	

	Event Collection & Event Tracking
	Audit Trails

	
	Security Operations Management

	
	Security Monitoring

	
	Security Measurement & Metrics

	

	Recovery & Restoration
	Incident Response

	
	Data Replication & Backup

	
	Software Replication & Backup

	
	Disaster Recovery

	
	Crisis Management

	

	Assurance
	Audit Trails

	
	Security Audit

	
	Security Monitoring

	
	Security Measurement & Metrics





Appendix B – Logical Security Services Mapping to Physical Security Mechanisms

Table 3 - Logical Security Services Mapping to Physical Security Mechanisms
	Logical Security Services
	Physical Security Mechanisms

	Entity Unique Naming
	·         Naming standards

	
	·         Naming procedures

	
	·         Directory system

	

	Entity Registration
	·         Registration policy

	
	·         Registration authority system

	
	·         Registration procedure 

	

	Entity Public Key Certification
	·         Certification policy

	
	·         Certification authority system

	
	·         Certification procedure 

	
	·         Certificate syntax standards

	
	·         Certificate publishing mechanism (directory)

	
	·         Certificate revocation list (CRL)

	
	·         CRL publishing and management (directory)

	

	Entity Credentials Certification
	·         Certification policy

	
	·         Certification authority system

	
	·         Certification procedure 

	
	·         Certificate syntax standards

	
	·         Certificate publishing mechanism (directory)

	
	·         Certificate revocation list (CRL)

	
	·         CRL publishing and management (directory)

	

	Directory Service
	·         Directory system

	
	·         Directory access protocols

	
	·         Directory object and attribute syntax rules

	
	·         Directory replication

	

	Entity Authentication
	·         Login procedure

	
	·         User passwords and tokens

	
	·         Client user agents for authentication

	
	·         Authentication exchange protocols

	
	·         Authentication server system

	
	·         Directory system

	

	Session Authentication
	·         Mutual two-way and three-way authentication exchanges

	
	·         Session context (finite state machine)

	

	Message Origin Authentication
	Message source identifiers, protected by:

	
	·         Message integrity checksums

	
	·         Digital signatures

	
	·         Hashing

	

	Message Integrity Protection
	·         Message integrity checksums

	
	·         Digital signatures

	
	·         Hashing

	

	Message Replay Protection
	·         Message nonce values protected by message integrity checksums

	Message Contents Confidentiality
	·         Message contents encryption

	
	·         Encryption key management

	
	·         Routing control to physical secure networks

	

	Non-Repudiation
	·         Digital signatures

	
	·         Notarization servers

	
	·         Transaction logs

	
	·         Trusted third party certification and arbitration

	

	Traffic Flow Confidentiality
	·         Traffic padding

	

	Authorization
	·         Roles

	
	·         Fixed role associations with entities

	
	·         Real-time role association with entities

	
	·         Authorization certificates

	

	Logical Access Control
	·         Local access control agents

	
	·         Local role access control lists (ACLs)

	
	·         Central access manager (CAM)

	
	·         CAM role ACLs

	
	·         Central application access control agents

	
	·         Central application role ACLs

	
	·         Database management system mechanisms

	
	·         File system mechanisms

	

	Audit Trails
	·         Event logs

	
	·         Event log integrity protection mechanisms

	
	·         Event log browsing tools

	
	·         Event log analysis tools

	
	·         Reporting tools

	

	Stored Data Confidentiality
	·         Logical access control mechanisms

	
	·         Physical access control mechanisms

	
	·         Stored data encryption

	
	·         Media storage security

	
	·         Media disposal procedures

	

	Stored Data Integrity Protection
	·         Message integrity checksums

	
	·         Digital signatures

	
	·         Hashing

	

	Software Integrity Protection
	·         Development lifecycle controls

	
	·         Delivery and installation controls

	
	·         Production system configuration control

	
	·         Production system change control

	
	·         Production system management authorization

	
	·         Crypto-checksums on object code images

	
	·         Regular inspection of object code images and checksums

	
	·         Anti-virus

	

	Software Licensing Protection
	·         Software metering

	

	System Configuration Protection
	·         Production system configuration control

	
	·         Production system change control

	
	·         Production system management authorization

	
	·         Cryptographic checksums on configuration data files

	
	·         Regular inspection of configuration data files and checksums

	

	Data Replication & Backup
	·         Regular backup copying

	
	·         Backup media management: labeling, indexing, transport, storage, retrieval, media recycling, media disposal

	

	Software Replication & Backup
	·         Master software media management: labeling, indexing, transport, storage, retrieval

	

	Trusted Time
	·         Secure time server with clock

	
	·         Secure time server protocols

	

	User Interface for Security
	·         GUI login screens

	
	·         GUI security message screens

	
	·         Single sign-on mechanisms

	
	·         Ergonomic design of authentication devices

	
	·         Help desk for security problem resolution

	

	Security Policy Management
	·         Data content monitoring and filtering

	
	·         Real-time system monitoring

	

	Security Service Management
	·         Security service management sub-system

	
	·         Secure management protocols

	
	·         Management agents in managed components

	
	·         Access control at all agents and sub-systems security alarms

	

	Security Training and Awareness
	·         Training courses

	
	·         Training manuals and documentation

	
	·         Publicity campaigns

	

	Security Operations Management
	·         Operator authentication mechanisms

	
	·         Operator activity logs

	
	·         Operations event logs

	

	Security Provisioning
	·         Security service management sub-system

	
	·         Secure management protocols

	
	·         Management agents in managed components

	
	·         Access control at all agents and sub-systems security alarms

	

	Security Monitoring
	·         User activity logs

	
	·         Application event logs

	
	·         Operator activity logs

	
	·         Management event logs

	
	·         Event log browsing and analysis

	
	·         Reporting

	
	·         Real-time system monitoring and alarms

	

	Security Measurement & Metrics
	·         Cryptographic test mechanisms

	
	·         Inspection tools

	
	·         Penetration testing

	
	·         Statistical tests

	

	Security Alarm Management
	·         Security alarms

	
	·         Security alarm monitoring

	

	Intrusion Detection
	·         Intrusion signature analysis on network traffic

	
	·         Real-time system monitoring

	
	·         Alarms

	

	Incidence Response
	·         Data collection and analysis

	
	·         Incident assessment procedures

	
	·         Response action management procedures

	

	User Support
	·         Help desk

	
	·         Trouble ticketing system

	

	Disaster Recovery
	·         Data backups

	
	·         Software backups

	
	·         Data restoration procedures

	
	·         Off-site backup storage

	
	·         Backup media management: indexing, labeling, transport, storage, retrieval, recycling, disposal

	
	·         Redundancy of hardware

	
	·         Redundancy of communications lines

	
	·         Recovery plans

	
	·         Recovery procedures

	

	Crisis Management
	·         Vested authority in a crisis manager and crisis management team

	
	·         Assessment procedures

	
	·         Escalation procedures

	
	·         Activation procedures

	

	System Audit
	·         Independent inspection

	
	·         Regular scanning with system audit tools

	

	Physical Security
	·         Secure premises with locks and guards

	
	·         Locked rooms for servers, operations and communications

	
	·         Physical protection for cabling

	
	·         Authorization procedures

	
	·         Identification badges and visitor procedures

	
	·         Supervision of contractors/consultants

	

	Personnel Security
	·         Hiring, background checking and vetting procedures

	
	·         Training courses, booklets, publicity campaigns

	
	·         Disciplinary procedures

	

	Environment Security
	·         Site-selection procedures

	
	·         Fire prevention, detection and quenching

	
	·         Flood avoidance, detection and removal

	
	·         Air temperature and humidity controls

	
	·         Electrical power protection mechanisms





Appendix C - OSI Model – Layers Mapped to Security Services and Security Mechanisms
Table 4 - OSI Model - Layers Mapping Security Services and Security Mechanisms
	Placement of Security in OSI Layers

	OSI LAYER
	OSI LAYER
	SERVICES
	MECHANISMS

	7
	Application
	Peer entity authentication
	Authentication information transferred between application entities & protected by presentation (or lower) encryption

	
	
	Data origin authentication
	Signatures or lower layer encryption

	
	
	Access control (to system or remote app)
	Access control in App and lower layers

	
	
	Connection confidentiality
	Lower layer encryption

	
	
	Connectionless confidentiality
	Lower layer encryption

	
	
	Selective field confidentiality
	Presentation layer encryption

	
	
	Traffic flow confidentiality
	Traffic padding at App and confidentiality at lower layer*

	
	
	Connection integrity (with recovery)
	Lower layer integrity (and encryption)

	
	
	Connection integrity (w/o recovery)
	Lower layer integrity (and encryption)

	
	
	Connectionless integrity
	Lower layer integrity (and encryption)

	
	
	Selective field connection integrity
	Presentation layer integrity

	
	
	Non-repudiation with proof of origin
	Presentation layer integrity

	
	
	Non-repudiation with proof of delivery
	Presentation layer integrity

	
	
	
	Signature & lower layer integrity (possibly 3rd party notary)

	
	
	
	Signature & lower layer integrity (possibly 3rd party notary)

	

	6
	Presentation
	Connection confidentiality
	Encryption of appropriate data fields in protocol

	
	
	Connectionless confidentiality
	Encryption of appropriate data fields in protocol

	
	
	Selective field confidentiality
	Encryption of appropriate data fields in protocol

	

	5
	Session
	(no services)
	(no mechanisms)

	

	4
	Transport
	Peer entity authentication
	Cryptographically derived authentication exchanges, protected p/w, signature

	
	
	Data origin authentication
	Encryption or signatures

	
	
	Access control
	Specific access control mechanisms

	
	
	Connection confidentiality
	Encryption

	
	
	Connectionless confidentiality
	Encryption -

	
	
	Connection integrity (with recovery)
	Data integrity (and encryption)

	
	
	Connection integrity (w/o recovery)
	Data integrity (and encryption)

	
	
	Connectionless integrity
	Data integrity (and encryption)

	

	3
	Network
	Peer entity authentication
	Protected authentication exchanges

	
	
	Data origin authentication
	Encryption or signatures

	
	
	Access control
	Specific access control mechanisms

	
	
	Connection confidentiality
	Encryption and/or routing control

	
	
	Connectionless confidentiality
	-

	
	
	Traffic flow confidentiality
	Traffic padding and routing control

	
	
	Connection integrity (w/o recovery)
	Data integrity (and encryption)

	
	
	Connectionless integrity
	Data integrity (and encryption)

	2
	Link
	Connection confidentiality
	Encryption (sensitive to link layer protocol)

	
	
	Connectionless confidentiality
	-

	

	1
	Physical
	Connection confidentiality
	Total encryption of data stream

	
	
	Traffic flow confidentiality
	Transmission security
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