Defense-in-depth strategy: Security should be applied in layers, with one or more security measures implemented at each layer. The objective is to mitigate the risk of one component of the defense being compromised or circumvented. This is often referred to as “defense-in-depth.” A defense-in-depth approach focuses on defending the information (including customer), assets, power systems, and communications and IT infrastructures through layered defenses (e.g., firewalls, intrusion detection systems, antivirus software, system hardening, and cryptography). Because of the large variety of communication methods and performance characteristics, as well as because no single security measure can counter all types of threats, it is expected that multiple levels of security measures will be implemented. 
The defense-in-depth strategy can be used to supplement the security architecture.  Some
 of defensive layers may occur within an actor in the Logical Reference Model.  The defensive model can be used to help group requirements, potentially saving on cost and resources. 
Defensive Model – Associates cyber assets, systems, or equipments with similar cyber risks by establishing logical and physical boundaries to control the data transfer between boundaries.

The example defensive model below consists of four levels, with level 4 containing the most critical cyber assets and having the greatest level of protection.  The defensive model provides a multi-level defense against cyber compromise with risk evaluated and managed along the lines of connectivity between levels. Security at each level is designed to preclude an adversary from exploiting a security vulnerability at more than one level.

The defensive model architecture provides for cyber security defensive levels separated by multiple security defensive measures including boundary devices such as firewalls, filtering routers, proxy servers, air gaps, 
and other non-boundary protection measures such as intrusion detection/prevention systems, secure operating systems, etc., at which digital communications are monitored and restricted to detect, prevent, delay, mitigate and recover from a cyber attack coming from the different security level
s.
For the most critical assets found at highest, most protective layer, additional measures should be taken to provide protection such as equipment, data, and environmental redundancy.  The organization should conduct a full assessment of the criticality of its systems and assets to the organization’s missions
.  The organization should prioritize the most critical assets and design its infrastructure to provide increasing levels of security for the most critical assets in the different defensive levels. The ultimate goal is to minimize the overall risk to the organnization’s mission from cyber attack by either minimizing or mitigating the impact.

Cyber assets, data flow, cyber controls, and physical controls are documented for each level in the defensive model in a Defensive Strategy Document.  Appropriate cyber security controls and functional measures (such as IDS, HIDS, OS Hardening, data validation and integrity, etc.) are identified and implemented for each level. It is recommended that the cybersecurity controls be from a diversity of providers to minimize a common vulnerability being exploited at multiple levels (i.e., if all levels use the same firewall, then a vulnerability exploited by an adversary between level 0 and level 1 could then be used to exploit and gain access to level 4).  
Physical barriers such as locked doors, locked cabinets, and/or restricted areas are also used to mitigate risk. Also, other physical measures such as closed circuit TV, card readers, etc. are used to monitor and log entry into these protected areas.  
Remote access is controlled or restricted for all levels with varying degrees of restriction, e.g., the Internet level has the least amount of controls or restrictions and each level will see an increase is protection mechanisms and restrictions with the end result being that the cyber assets located in the highest defensive levels have the greatest amount of cyber security controls implemented and the greatest restrictions in terms of access.

The functional measure of data integrity is needed to ensure that the data that has been received is indeed the data that was transmitted and has not been modified in transit. The functional measure of data validation is necessary in order to ensure that the data that is received is within the data input boundaries and is appropriate for the current conditions of the system. (e.g., if the data input boundaries are for values between 1 – 6 then any data with a value of 7 is rejected, or if the system is currently at 59.99Hz and the data value received is at 62Hz, the data would be rejected as the value is not appropriate for the current conditions of the system though it is within the data input boundaries). Data that has not been validated could result in improper operation of the electric systems that could result in significant damage.
Add: Policies & procedures for each of the levels, including controls and mitigations
Not realistic to assume there’s a dependable air-gap network.  If the network isn’t connected to another, doesn’t that create an air-gap?  Need to think this over. Practically, people do create bridges that invalidate the intent.
Need to clarify that there’s not often complete isolation because then the solution is sneaker-net
Substations are not likely to have Internet connections, but can’t assume either way.  They might have modems.
Level 4 could have isolations, but there are other options

OK - Decision: Keep this at the conceptual level
Process:


Individual reviews & comments


Review & agreement


Revisions 
Post revisions to the twiki
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� Every entity organization has a mission, be it generating power, distributing power, refining oil, manufacturing TV’s, transporting goods and services, etc.  Once an entity organization has determined what its mission is and what systems and capabilities are required in order to carry out that mission, they are then on their way to categorizing their systems and distributing appropriate security throughout their infrastructure.





�d-in-d is a way to implement a SA.  And the LRM isn’t a security architecture, it is a logical architecture showing components and interfaces


�use a better term, internally they don’t prevent something from happening


�make sure we have definitions 


�shorter sentences


�Level 0 – Change to “Public Internet” 





Check graphic for text remnants on top of the page





�Add a paragraph on how this actually integrates with the rest of the NISTIR


�Add some explanation on how restrictions can be set up, not mandating them
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