Defense in Depth Objectives Overview and Strategy

 The need for secure operations of information and communications systems (ICT) is not new.  As the electrical grid’s reliance on ICT increases, and as electric utilities strive for greater efficiency through shared resources, and as those who perpetrate threats become more numerous and more capable, the cybersecurity posture of ICT and electric utilities grows increasingly critical and more important.  Deliberate investments of time, resources, and attention in implementing and maintaining an effective cybersecurity posture has never been more important or more challenging.

Cybersecurity services (i.e., safeguards or countermeasures), mechanisms, and objects must be applied in layers, with one or more security methods implemented at each layer. The primary objective of these methods is to mitigate the risk of one component of the defensive strategy being compromised or circumvented. This is often referred to as “defense-in-depth.” A defense-in-depth approach focuses on the following areas:

· Defense in multiple places – an organization must deploy cybersecurity services, mechanisms and objects at multiple locations to resist all attack approaches.

· Layered defenses – as there is no such thing as 100% security, meaning all cybersecurity approaches has inherent weaknesses.  Because of these inherent weaknesses, adversaries conducting reconnaissance of an organizations protection perimeters will eventually discover a vulnerability in any system.
· Security robustness – cybersecurity components should have specified robustness (strength and assurance) as a function of the value of what is being protected (i.e., the electric grid), and the threat at the point of application.
· Deployment of cryptographic infrastructure – supporting key, privilege, and certificate management that enables positive identification of entities using ICT.

· Deployment of intrustion detection/prevention systems – provision of detection, reporting, analysis, assessment and response infrastructure enabling rapid detection and response to intrusions and other anomalous events, and providing situational awareness of the electric grid.

There are a large variety of communication methods and corresponding performance characteristics.  No single security service, mechanism, or object can counter all types of threats, and with defense in depth, it is expected that multiple levels of security controls will be implemented. 
At a minimum, defense in depth strategy should include—

· Defending the ICT:

· Protect local and wide area communications networks (e.g., from denial-of-service attacks).

· Provide availability and integrity protection for data transmitted over ICT  

· Ensure that all data exchanged over ICT is protected from disclosure to any entities not authorized to access electric utility information resources (assets).

· Protect against delay, misdelivery, or nondelivery of otherwise adequately protected information.

· Protect from traffic flow analysis:

· User traffic.

· ICT command and control information.

· Ensure that protection mechanisms do not interfere with otherwise seamless operation with other authorized ICT.

· Defend the enclave boundaries (i.e., perimeters).

· Ensure that physical and logical enclaves are protected.

· Enable dynamic throttling of services in response to changing threats.

· Ensure that ICT within protected enclaves maintain availability and are able to adequately defend against threats.

· Ensure that data exchanged between enclaves or via remote access is protected from improper disclosure.

· Provide boundary defenses for ICT within the enclave that cannot defend themselves.

· Provide a risk-managed means of selectively allowing essential information to flow across the enclave boundary.

· Provide protection against the undermining of systems and data within the protected enclave by internal and external threats.

· Provide identification and authentication thereby providing effective access control, of entities sending or receiving information from outside their enclave.

· Defend the back-office ICT environment (e.g., provide access controls on hosts and servers to resist insider, close-in, and distribution attacks).

· Ensure that ICT is adequately defended against denial of service, unauthorized disclosure, and modification of data.

· Ensure the confidentiality and integrity of data processed by ICT, both inside and outside of the enclave.

· Defend against the unauthorized use of ICT.

· Ensure that ICT follows secure configuration guidelines and have all appropriate patches applied.

· Maintain configuration management of all ICT to track patches and system configuration changes.

· Ensure that a variety of ICT can be readily integrated with no reduction in security.

· Ensure adequate defenses against subversive acts by trusted persons and systems, both internal and external.
The defense-in-depth strategy is used to supplement the security architecture.  Some defensive layers may occur within an actor in the Logical Reference Model.  The defensive model can be used to help group requirements, potentially saving on cost and resources. 
Electric utilities adopting a defense in depth strategy should consider the following:
· Consideration of the effectiveness of the information protection required, value of the information to the electric utilities and their customers, and the potential impact that loss or compromise of the information would have.  
· Defense in depth strategies should be based on risk analysis and keyed to the electric utility and its operational risk management objectives.

· Balancing protection capability against cost, performance, operational impact, and changes to the operation itself considering both today’s and tomorrow’s operations and environments.

· Technical mitigations are of no value without trained people to use them and operational procedures to guide their application.

· Establishing a comprehensive program of education, training, practical experience, and awareness.  Professionalization and certification licensing provide a validated and recognized expert cadre of system administrators.

· Exploiting available commercial off-the-shelf (COTS) products and relying on in-house development for those items not otherwise available.

· Planning and following a continuous migration approach to take advantage of evolving ICT capabilities to ensure adaptability to changing organizational needs and operating environments. 

· Assessing periodically the cybersecurity posture of the ICT tools, such as automated scanners for networks, can assist in vulnerability assessments.

· Taking into account actions based on hostile intent, and also inadvertent that may have ill effects and natural events that may affect the system (i.e., cyber-physical)
· Adhering to the principles of commonality, standardization, and procedures, and interoperability and to policies.

· Prudently using emerging technologies, balancing enhanced capability with increased risk.

· Employing multiple means of threat mitigation, overlapping protection approaches to counter anticipated events so that loss or failure of a single barrier does not compromise the overall information infrastructure.

· Implementing and holding to a robust cybersecurity and information assurance (IA)  posture can cope with the unexpected.

· Ensuring that only trustworthy personnel have physical access to the system.  Methods of providing such assurance include appropriate background investigations, security clearances, credentials, and badges.

· Monitoring vulnerability listings and implementing fixes, ensuring that security mechanisms are interoperable, keeping constant watch over the security situation and mechanisms, properly employing and upgrading tools and techniques, and dealing rapidly and effectively with issues.

· Using established procedures to report incident information provided by intrusion detection mechanisms to authorities and specialized analysis and response centers.

The dominant need of the user community is ready access to the information infrastructure and the information it contains to support electric utility operational objectives.  This requires the use of robust information-processing technology and reliable connectivity.  A robust posture enables these capabilities by providing organizations with the ability to maintain adequate protection of their information.  
Defense-in-Depth Principles

A defense in depth strategy requires a balanced approach and focus on three critical elements:  1) People, 2) Process, and 3) Technology.
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People

Achieving a robust defense-in-depth strategy for the electric utility begins with a senior level management commitment (typically at the Chief Information Officer level) based on a clear understanding of the perceived threat. 

This must be followed through with effective Cybersecurity policies and procedures, assignment of roles and responsibilities, commitment of resources, training of critical personnel, and personal accountability. This includes the establishment of physical security and personnel security measures to control and monitor access to facilities and critical elements of the Information Technology environment.
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Process

The process leg focuses on all cybersecurity activities required to sustain the electric utility's cybersecurity posture on a day to day basis. 

These include:

a) Maintaining visible and up to date system security policy

b) Certifying and accrediting changes to the ICT baseline.  

c) Managing the security posture of the ICT (e.g. installing security patches and virus updates, maintaining access control lists)

d) Providing key management services and protecting the electric grid infrastructure

e) Performing system security assessments (e.g. vulnerability scanners, RED teams) to assess the continued “Cybersecurity Readiness”

f) Monitoring and reacting to current threats

g) Attack sensing, warning, and response

h) Recovery and reconstitution
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Technology
A wide range of technologies are available for providing cybersecurity services and for detecting threats. To insure that the right technologies are procured and deployed, the electric utility should establish effective policy and processes for technology acquisition. 

These should include: Cybersecurity policies and standards, cybersecurity principles, system level cybersecurity architectures and standards, criteria for needed cybersecurity products, acquisition of products that have been validated by a reputable third party, configuration guidance, and processes for assessing the risk of the integrated systems.
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Defense-in-Depth Framework

Cybersecurity, from a defense-in-depth perspective, is not just about deploying specific technologies to counter certain risks. An effective cybersecurity program for an electric utility will depend on its adherence and willingness to accept security as a constant constraint on all cyber activities. 

Implementing an effective defense-in-depth strategy will require taking a holistic approach and leveraging all of the electric utility's resources in order to provide effective layers of protection. 

The figure below displays an overview on the key elements of a defense-in-depth strategic framework.
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The basic tenets of this framework are as follows:

1. Know the cybersecurity risks that the electric utility faces

2. Quantify and qualify risks

3. Use key resources to mitigate cybersecurity risks

4. Define each resource’s core competency and identify any overlapping areas

5. Abide by existing or emerging security standards for specific controls

6. Create and customize specific controls that are unique to the electric utility.

Any organization implementing a defense-in-depth strategy will need to start at understanding its current risk
. Risk for the electricity sector is best understood by knowing the threats and vulnerabilities that face the electric utility organization. In order to understand risk, the electric utility should undergo a rigorous risk assessment that covers all aspects of the organization. 

Risk assessments are a key cornerstone in defining, understanding, and planning remediation efforts against specific threats and vulnerabilities. Valuable risk assessments are constantly updated on timely intervals, supported by all areas and levels of the organization, including C-level executives.
Defense in Depth Model
Associates cyber assets, systems, or equipments with similar cyber risks by establishing logical and physical boundaries to control the data transfer between boundaries.

As an example, the establishment of security domains, security zones and security subzones, protective security controls at segmented infrastructure layers, application layers , security mechanisms and security objects can provide defensive layers at each location of the cybersecurity architecture.
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In another example, a defensive model has been constructed and consists of four levels, with level 4 containing the most critical cyber assets and having the greatest level of protection.  The defensive model provides a multi-level defense against cyber compromise with risk evaluated and managed along the lines of connectivity between levels. Security at each level is designed to preclude an adversary from exploiting a security vulnerability at more than one level.


For the most critical assets found at the highest restrictive, and the most protective layer, additional measures should be taken to provide protection such as equipment, data, and environmental redundancy.  The entity should conduct a full assessment of the criticality of its systems and assets to the entity’s missions
.  The entity should prioritize the most critical assets and design its infrastructure to provide increasing levels of security for the most critical assets in the different defensive levels. The ultimate goal is to minimize the overall risk to the entity’s mission from cyber attack by either minimizing or mitigating the impact.

Cyber assets, data flow, cyber controls, and physical controls are documented for each level in the defensive model in a defensive strategy document.  Appropriate cyber security services, mechanisms, and security objects and functional measures (such as IDS, HIDS, OS Hardening, data validation and integrity etc.) are identified and implemented for each level. One recommendation is that cybersecurity mechanisms be acquired from a variety of suppliers to minimize a common technical vulnerability being exploited at multiple levels (i.e., if all levels use the same firewall, then a vulnerability exploited by an adversary between level 0 and level 1 can then be used to exploit and gain access to level 4).  
Physical security controls such as locked doors, locked cabinets, and or restricted areas are used to mitigate risk.   Other physical security controls,  such as closed circuit TV, badge swipes, etc., are used to monitor and log entry into restricted areas.  
Remote access  must be controlled and restricted at all levels with varying degrees of restriction. As an example, within the Internet are  the least amount of controls or restrictions.  From the outside inward, at each defense in depth layer, there will be an increasing amount of  protection mechanisms and restrictions with the end result being that the cyber assets located in the highest defense in depth layers having the greatest amount of cyber security controls implemented and the greatest restrictions in terms of access.

The functional measure of data integrity is needed to ensure that the data that has been received is indeed the data that was transmitted and has not been modified in transit. The functional measure of data validation is necessary in order to ensure that the data that is received is within the data input boundaries and is appropriate for the current conditions of the system. (e.g., if the data input boundaries are for values between 1 – 6 then any data with a value of 7 is rejected, or if the system is currently at 59.99Hz and the data value received is at 62Hz, the data would be rejected as the value is not appropriate for the current conditions of the system though it is within the data input boundaries). Data that has not been validated could result in improper operation of the electric systems that could result in significant damage.
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� Recommended Practice: Improving Industrial Control Systems Cybersecurity with Defense-In-Depth Strategies, Department of Homeland Security, October, 2009


� As defined in NIST IR 7298, Revision 1,  Glossary of Key Information Security Terms, one definition of risk is the  level of impact on organizational operations (including mission, functions, image, or reputation), organizational assets, or individuals resulting from the operation of an information system given the potential impact of a threat and the likelihood of that threat occurring.


� Every entity has a mission be it generating power, distributing power, refining oil, manufacturing TV’s, transporting goods and services, etc.  Once an entity has determine what its mission is and what systems and capabilities are required in order to carry out that mission they are then on their way to categorizing their systems and distributing appropriate security throughout their infrastructure.





�Level 0 – Change to “Public Internet” 
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