Section 2.2.1 bullet 
Change to:
· Defense-in-depth strategy: Security should be applied in layers, with one or more security measures implemented at each layer. The objective is to mitigate the risk of one component of the defense being compromised or circumvented. This is often referred to as “defense-in-depth.”  Section 2.2.2 contains more details.

Section 2.2.2 Defense-in-Depth Objectives Overview 

A defense-in-depth approach focuses on defending the information (including customer), assets, power systems, and communications and IT infrastructures through layered defenses (e.g., firewalls, intrusion detection systems, antivirus software, and cryptography). Because of the large variety of communication methods and performance characteristics, as well as because no single security measure can counter all types of threats, it is expected that multiple levels of security measures will be implemented. 
Security should be applied in layers, with one or more security measures implemented at each layer. The objective is to mitigate the risk of one component of the defense being compromised or circumvented. This is often referred to as “defense-in-depth.” A defense in depth strategy requires a balanced approach and focus on three critical elements:  1) People, 2) Process, and 3) Technology.  Technology alone can be circumvented, thus people and processes are necessary.  Training is critical.

 The need for security of Smart Grid information and communication has never been greater.  Other business sectors, such as financial, insurance, defense, etc., have already developed security techniques that can be leveraged by the energy sector.  As the electrical grid’s reliance on information and communication increases, and as electric utilities strive for greater efficiency through shared resources, and as those who perpetrate threats become more numerous and more capable, the cybersecurity risk to information and communication systems and electric utilities is growing increasingly more critical.  Deliberate investments of time, resources, and attention in implementing and maintaining an effective cybersecurity posture has never been more important or more challenging.
Due to the interconnected nature of the smart grid systems, it is essential that the appropriate cybersecurity controls get implemented to protect against less-critical systems infecting more-critical systems.  Cyber-physical sentence here Cybersecurity services (i.e., safeguards or countermeasures), mechanisms, and objects should be applied in layers, with one or more security methods implemented at each layer. The primary objective of these methods is to mitigate the risk of one component of the defensive strategy being compromised or circumvented. This is often referred to as “defense-in-depth.” A defense-in-depth approach focuses on the following areas:
1. Defense in multiple places – An organization should deploy cybersecurity services, mechanisms and objects at multiple locations to resist all attack approaches. Include: Data, Application, Host, etc  Neil to send definition of Services, Mechanisms, & Objects
2. Layered defenses – There is no such thing as 100% security.   All cybersecurity approaches have inherent vulnerabilities.  Because of these vulnerabilities, adversaries conducting reconnaissance of an organization’s protection perimeters will eventually discover a vulnerability in any system. Creating layered defenses (firewalls, data diodes, etc.) are ways to protect against these vulnerabilities.  
3. Security robustness – Cybersecurity components should have specified robustness (strength and assurance) as a function of the criticality and risk of what is being protected (i.e., the SCADA system, AMI meters, etc.).  Examples that increase security robustness would include system hardening, antivirus software, patching, etc
4. Trust relationships - Trust relationships between systems and organizations need to be evaluated, established, and maintained based on the risk presented to the interfacing systems, the functions they support, and the grid as a whole; accounting for potential impact as the data may subsequently be directly or indirectly passed "deeper" into more protected levels.  The potential impact is the basis for deciding on the wisdom of the connection, the controls selected, and the audit of attached system controls and related management processes.  Roles and responsibilities need to be defined for the trusted partners, for example who will patch updates and on what schedule, who has system privileges, or who will purchase components from which suppliers.
5. Deployment of cryptographic infrastructure – Supporting key, privilege, and certificate management that enables positive identification of entities using information and communication technologies.
6. Deployment of intrusion detection/prevention systems – Provision of detection, reporting, analysis, assessment and response infrastructure enabling rapid detection and response to intrusions and other anomalous events, and providing situational awareness of the electric grid.
7. [bookmark: _GoBack]Skilled staff - need a definition here  
8. Types of threats -  Chris, advanced persistent threats vs. zero day threats vs. etc. cyber physical threats, high assurance
There are a large variety of communication methods and corresponding performance characteristics.  No single security service, mechanism, or object can counter all types of threats, and with defense in depth, it is expected that multiple levels of security controls will be implemented. 	Comment by Elizabeth: Update blue to refer to People, make sure text matches this diagram
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