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Figure 2‑3 Logical Reference Model

Table 2‑1 Actor Descriptions for the Logical Reference Model
	Actor Number
	Domain
	Actor
	Acronym
	Description

	1
	Bulk Generation
	Plant Control System – Distributed Control System
	DCS 
	A local control system at a bulk generation plant. This is sometimes called a Distributed Control System (DCS). 

	2
	Customer
	Customer 
	 
	An entity that pays for electrical goods or services. A customer of a utility, including customers who provide more power than they consume.

	3
	Customer
	Customer Appliances and Equipment
	 
	A device or instrument designed to perform a specific function, especially an electrical device, such as a toaster, for household use. An electric appliance or machinery that may have the ability to be monitored, controlled, and/or displayed.

	4
	Customer
	Customer Distributed Energy Resources: Generation and Storage
	DER
	Energy generation resources, such as solar or wind, used to generate and store energy (located on a customer site) to interface to the controller (HAN/BAN) to perform an energy-related activity.

	5
	Customer
	Customer Energy Management System
	EMS
	An application service or device that communicates with devices in the home. The application service or device may have interfaces to the meter to read usage data or to the operations domain to get pricing or other information to make automated or manual decisions to control energy consumption more efficiently. The EMS may be a utility subscription service, a third party-offered service, a consumer-specified policy, a consumer-owned device, or a manual control by the utility or consumer.

	6
	Customer
	Electric Vehicle Service Element/Plug-in Electric Vehicle 
	EVSE/PEV
	A vehicle driven primarily by an electric motor powered by a rechargeable battery that may be recharged by plugging into the grid or by recharging from a gasoline-driven alternator.

	7
	Customer
	Home Area Network Gateway
	HAN Gateway
	An interface between the distribution, operations, service provider, and customer domains and the devices within the customer domain.

	8
	Customer
	Meter
	 
	Point of sale device used for the transfer of product and measuring usage from one domain/system to another.

	9
	Customer
	Customer Premise Display
	 
	This device will enable customers to view their usage and cost data within their home or business.

	10
	Customer
	Sub-Meter – Energy Usage Metering Device 
	EUMD
	A meter connected after the main billing meter. It may or may not be a billing meter and is typically used for information-monitoring purposes.

	11
	Customer
	Water/Gas Metering
	 
	Point of sale device used for the transfer of product (water and gas) and measuring usage from one domain/system to another.

	12
	Distribution
	Distribution Data Collector
	 
	A data concentrator collecting data from multiple sources and modifying/transforming it into different form factors.

	13
	Distribution
	Distributed Intelligence Capabilities
	 
	Advanced automated/intelligence application that operates in a normally autonomous mode from the centralized control system to increase reliability and responsiveness.

	14
	Distribution
	Distribution Automation Field Devices
	 
	Multifeatured installations meeting a broad range of control, operations, measurements for planning, and system performance reports for the utility personnel.

	15
	Distribution
	Distribution Remote Terminal Unit/Intelligent Electronic Device 
	 RTUs or IEDs
	Receive data from sensors and power equipment, and can issue control commands, such as tripping circuit breakers, if they sense voltage, current, or frequency anomalies, or raise/lower voltage levels in order to maintain the desired level.

	16
	Distribution
	Field Crew Tools
	 
	A field engineering and maintenance tool set that includes any mobile computing and handheld devices.

	17
	Distribution
	Geographic Information System
	GIS
	A spatial asset management system that provides utilities with asset information and network connectivity for advanced applications.

	18
	Distribution
	Distribution Sensor
	 
	A device that measures a physical quantity and converts it into a signal which can be read by an observer or by an instrument.

	19
	Marketing
	Energy Market Clearinghouse
	 
	Widearea energy market operation system providing high-level market signals for distribution companies (ISO/RTO and Utility Operations). The control is a financial system, not in the sense of SCADA.

	20
	Marketing
	Independent System Operator/Regional Transmission Organization Wholesale Market
	ISO/RTO
	An ISO/RTO control center that participates in the market and does not operate the market.
From the Electric Power Supply Association (EPSA) Web site, “The electric wholesale market is open to anyone who, after securing the necessary approvals, can generate power, connect to the grid and find a counterparty willing to buy their output. These include competitive suppliers and marketers that are affiliated with utilities, independent power producers (IPPs) not affiliated with a utility, as well as some excess generation sold by traditional vertically integrated utilities. All these market participants compete with each other on the wholesale market.”


	21
	Operations
	Advanced Metering Infrastructure Headend
	AMI
	This system manages the information exchanges between third-party systems or systems not considered headend, such as the Meter Data Management System (MDMS) and the AMI network.


	22
	Operations
	Bulk Storage Management
	 
	Energy storage connected to the bulk power system.

	23
	Operations
	Customer Information System
	CIS
	Enterprise-wide software applications that allow companies to manage aspects of their relationship with a customer.

	24
	Operations
	Customer Service Representative
	CSR
	Customer service provided by a person (e.g., sales and service representative) or by automated means called self-service (e.g., Interactive Voice Response [IVR]).

	25
	Operations
	Distributed Generation and Storage Management
	 
	Distributed generation is also referred to as on-site generation, dispersed generation, embedded generation, decentralized generation, decentralized energy, or distributed energy. This process generates electricity from many small energy sources for use or storage on dispersed, small devices or systems. This approach reduces the amount of energy lost in transmitting electricity because the electricity is generated very near where it is used, perhaps even in the same building. 


	26
	Operations
	Distribution Engineering
	 
	A technical function of planning or managing the design or upgrade of the distribution system. For example: 
· The addition of new customers, 
· The build out for new load, 
· The configuration and/or capital investments for improving system reliability.

	27
	Operations
	Distribution Management Systems
	DMS
	A suite of application software that supports electric system operations. Example applications include topology processor, online three-phase unbalanced distribution power flow, contingency analysis, study mode analysis, switch order management, short-circuit analysis, volt/VAR management, and loss analysis. These applications provide operations staff and engineering personnel additional information and tools to help accomplish their objectives.

	28
	Operations
	Distribution Operator
	 
	Person operating the distribution system.

	29
	Operations
	Distribution Supervisory Control and Data Acquisition 
	SCADA
	A type of control system that transmits individual device status, manages energy consumption by controlling compliant devices, and allows operators to directly control power system equipment.

	30
	Operations
	Energy Management System
	EMS
	A system of computer-aided tools used by operators of electric utility grids to monitor, controls, and optimize the performance of the generation and/or transmission system. The monitor and control functions are known as SCADA; the optimization packages are often referred to as "advanced applications." (Note: Gas and water could be separate from or integrated within the EMS.)

	31
	Operations
	ISO/RTO Operations
	 
	Widearea power system control center providinghigh-level load management and security analysis for the transmission grid, typically using an EMS with generation applications and network analysis applications. 

	32
	Operations
	Load Management Systems/Demand Response Management System
	LMS/DRMS
	An LMS issues load management commands to appliances or equipment at customer locations in order to decrease load during peak or emergency situations. The DRMS issues pricing or other signals to appliances and equipment at customer locations in order to request customers (or their preprogrammed systems) to decrease or increase their loads in response to the signals.

	33
	Operations
	Meter Data Management System
	MDMS
	System that stores meter data (e.g., energy usage, energy generation, meter logs, meter test results) and makes data available to authorized systems. This system is a component of the customer communication system. This may also be referred to as a 'billing meter.'

	34
	Operations
	Metering/Billing/Utility Back Office
	 
	Back office utility systems for metering and billing.

	36

	Operations
	Outage Management System
	OMS
	An OMS is a computer system used by operators of electric distribution systems to assist in outage identification and restoration of power.

Major functions usually found in an OMS include:

• Listing all customers who have outages. 

• Prediction of location of fuse or breaker that opened upon failure.

• Prioritizing restoration efforts and managing resources based upon criteria such as location of emergency facilities, size of outages, and duration of outages.

• Providing information on extent of outages and number of customers impacted to management, media, and regulators.

• Estimation of restoration time.

• Management of crews assisting in restoration.

• Calculation of crews required for restoration.

	37
	Operations
	Transmission SCADA
	
	Transmits individual device status, manages energy consumption by controlling compliant devices, and allowing operators to directly control power system equipment.

	38
	Operations
	Customer Portal
	 
	A computer or service that makes available Web pages. Typical services may include: customer viewing of their energy and cost information online, enrollment in prepayment electric services, and enablement of third-party monitoring and control of customer equipment.

	39
	Operations
	Wide Area Measurement System
	WAMS
	Communication system that monitors all phase measurements and substation equipment over a large geographical base that can use visual modeling and other techniques to provide system information to power system operators. 

	40
	Operations
	Work Management System
	WMS
	A system that provides project details and schedules for work crews to construct and maintain the power system infrastructure.

	41
	Service Provider
	Aggregator/Retail Energy Provider
	 
	Any marketer, broker, public agency, city, county, or special district that combines the loads of multiple end-use customers in facilitating the sale and purchase of electric energy, transmission, and other services on behalf of these customers.

	42
	Service Provider
	Billing
	 
	Process of generating an invoice to obtain reimbursement from the customer.

	43
	Service Provider
	Energy Service Provider
	ESP
	Provides retail electricity, natural gas, and clean energy options, along with energy efficiency products and services.

	44
	Service Provider
	Third Party
	 
	A third party providing a business function outside of the utility.

	45
	Transmission
	Phasor Measurement Unit
	PMU
	Measures the electrical parameters of an electricity grid with respect to universal time (UTC) such as phase angle, amplitude, and frequency to determine the state of the system.

	46
	Transmission
	Transmission IED 
	
	IEDs receive data from sensors and power equipment and can issue control commands, such as tripping circuit breakers if they sense voltage, current, or frequency anomalies, or raise/lower voltage levels in order to maintain the desired level. A device that sends data to a data concentrator for potential reformatting. 

	47
	Transmission
	Transmission RTU
	
	RTUs pass status and measurement information from a substation or feeder equipment to a SCADA system and transmit control commands from the SCADA system to the field equipment.

	48

	Operations
	Security/Network/System Management
	
	Security/Network/System management devices that monitor and configure the security, network, and system devices.

	49
	Transmission
	Transmission Engineering
	
	Equipment designed for more than 345,000 volts between conductors.


Logical Interface Categories

Table 2‑2  Logical Interfaces by Category
	Logical Interface Category
	Logical Interfaces

	1. Interface between control systems and equipment with high availability, and with compute and/or bandwidth constraints, for example:

· Between transmission SCADA and substation equipment

· Between distribution SCADA and high priority substation and pole-top equipment

· Between SCADA and DCS within a power plant
	U3, U67, U79, U81, U82, U85, U102, U117, U135, U136, U137

	2. Interface between control systems and equipment without high availability, but with compute and/or bandwidth constraints, for example: 

· Between distribution SCADA and lower priority pole-top equipment

· Between pole-top IEDs and other pole-top IEDs
	U3, U67, U79, U81, U82, U85, U102, U117, U135, U136, U137

	3. Interface between control systems and equipment with high availability, without compute nor bandwidth constraints, for example: 

· Between transmission SCADA and substation automation systems
	U3, U67, U79, U81, U82, U85, U102, U117, U135, U136, U137

	4. Interface between control systems and equipment without high availability, without compute nor bandwidth constraints, for example: 

· Between distribution SCADA and backbone network-connected collector nodes for distribution pole-top IEDs
	U3, U67, U79, U81, U82, U85, U102, U117, U135, U136, U137

	5. Interface between control systems within the same organization, for example:

· Multiple DMS systems belonging to the same utility

· Between subsystems within DCS and ancillary control systems within a power plant
	U9, U27, U65, U66, U89

	6. Interface between control systems in different organizations, for example: 

· Between an RTO/ISO EMS and a utility energy management system
	U7, U10, U13, U16, U56, U74, U80, U83, U87, U115, U116

	7. Interface between back office systems under common management authority, for example: 

· Between a Customer Information System and a Meter Data Management System
	U2, U22, U26, U31, U63, U96, U98, U110

	8. Interface between back office systems not under common management authority, for example:

· Between a third-party billing system and a utility meter data management system
	U1, U6, U15, U55

	9. Interface with B2B connections between systems usually involving financial or market transactions, for example:

· Between a Retail aggregator and an Energy Clearinghouse
	U4, U17, U20, U51, U52, U53, U57, U58, U70, U72, U90, U93, U97

	10. Interface between control systems and non-control/corporate systems, for example: 

· Between a Work Management System and a Geographic Information System 
	U12, U30, U33, U36, U59, U75, U91, U106, U113, U114, U131

	11. Interface between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements, for example: 

· Between a temperature sensor on a transformer and its receiver
	U111

	12. Interface between sensor networks and control systems, for example:

· Between a sensor receiver and the substation master
	U108, U112

	13. Interface between systems that use the AMI network, for example: 

· Between MDMS and meters

· Between LMS/DRMS and Customer EMS
	U8, U21, U25, U32, U95, U119, U130

	14. Interface between systems that use the AMI network with high availability, for example:

· Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment
	U8, U21, U25, U32, U95, U119, U130

	15. Interface between systems that use customer (residential, commercial, and industrial) site networks which include: 

· Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV
	U42, U43, U44, U45, U49, U62, U120, U124, U126, U127

	16. Interface between external systems and the customer site, for example:

· Between Third Party and HAN Gateway 

· Between ESP and DER

· Between Customer and CIS Web site
	U18, U37, U38, U39, U40, U88, U92, U100, U101, U125

	17. Interface between systems and mobile field crew laptops/equipment, for example:

· Between field crews and GIS 

· Between field crews and substation equipment
	U14, U29, U34, U35, U99, U104, U105

	18. Interface between metering equipment, for example:

· Between sub-meter to meter

· Between PEV meter and Energy Service Provider
	U24, U41, U46, U47, U48, U50, U54, U60, U64, U128, U129

	19. Interface between operations decision support systems, for example:

· Between WAMS and ISO/RTO
	U77, U78, U134

	20. Interface between engineering/maintenance systems and control equipment, for example: 

· Between engineering and substation relaying equipment for relay settings

· Between engineering and pole-top equipment for maintenance

· Within power plants
	U11, U109

	21.  Interface between control systems and their vendors for standard maintenance and service, for example:

· Between SCADA system and its vendor
	U5

	22.  Interface between security/network/system management consoles and all networks and systems, for example:

· Between a security console and network routers, firewalls, computer systems, and network nodes
	U133 (includes interfaces to actors 17-Geographic Information System, 12 – Distribution Data Collector, 38 – Customer Portal, 24 – Customer Service Representative, 23 – Customer Information System, 21 – AMI Headend, 42 – Billing, 44 – Third Party, 43 – Energy Service Provider, 41 – Aggregator / Retail Energy Provider, 19 – Energy Market Clearinghouse, 34 – Metering / Billing / Utility Back Office)


1.1.1 Logical Interface Categories 1—4 

Logical Interface Category 1:  Interface between control systems and equipment with high availability, and with compute and/or bandwidth constraints
Logical Interface Category 2: Interface between control systems and equipment without high availability, but with compute and/or bandwidth constraints
Logical Interface Category 3: Interface between control systems and equipment with high availability, without compute or bandwidth constraints
Logical Interface Category 4: Interface between control systems and equipment without high availability, without compute or bandwidth constraints
Logical interface categories 1 through 4 cover communications between control systems (typically centralized applications such as a SCADA master station) and equipment as well as communications between equipment. The equipment is categorized with or without high availability. The interface communication channel is categorized with or without computational and/or bandwidth constraints. All activities involved with logical interface categories 1 through 4 are typically machine-to-machine actions. Furthermore, communication modes and types are similar between logical interface categories 1 through 4 and are defined as follows:

· Interface Data Communication Mode

· Near Real-Time Frequency Monitoring Mode (ms, subcycle based on a 60 Hz system) (may or may not include control action communication)

· High Frequency Monitoring Mode (2 s ≤ 60 s scan rates)

· Low Frequency Monitoring Mode (scan/update rates in excess of 1 min, file transfers)

· Interface Data Communication Type

· Monitoring and Control Data for real-time control system environment (typical measurement and control points)

· Equipment Maintenance and Analysis (numerous measurements on field equipment that is typically used for preventive maintenance and post analysis)

· Equipment Management Channel (remote maintenance of equipment)

The characteristics that vary between and distinguish each logical interface category are the availability requirements for the interface and the computational/communications constraints for the interface as follows:

· Availability Requirements – Availability requirements will vary between these interfaces and are driven primarily by the power system application which the interface supports and not by the interface itself. For example, a SCADA interface to a substation or pole-top RTU may have a HIGH availability requirement in one case because it is supporting critical monitoring and switching functions or a MODERATE to LOW availability if supporting an asset-monitoring application. 

· Communications and Computational Constraints –- Computational constraints are associated with cryptography requirements on the interface. The use of cryptography typically has high CPU needs for mathematical calculations, although it is feasible to implement cryptographic processing in peripheral hardware. Existing devices like RTUs, substation IEDs, meters, and others are typically not equipped with sufficient digital hardware to perform cryptography or other security functions.

· Bandwidth constraints are associated with data volume on the interface. In this case, media is usually narrowband, limiting the volume of traffic, and impacting the types of security measures that are feasible. 

With these requirements and constraints, logical interface categories 1 through 4 can be defined as follows:

1.
Interface between control systems and equipment with high availability and with computational and/or bandwidth constraints: 

· Between transmission SCADA in support of state estimation and substation equipment for monitoring and control data using a high frequency mode; 

· Between distribution SCADA in support of three phase, real-time power flow and substation equipment for monitoring data using a high and low frequency mode; 

· Between transmission SCADA in support of automatic generation control (AGC) and DCS within a power plant for monitoring and control data using a high frequency mode; 

· Between SCADA in support of Volt/VAR control and substation equipment for monitoring and control data using a high and low frequency mode; and

· Between transmission SCADA in support of contingency analysis and substation equipment for monitoring data using high frequency mode.

2.
Interface between control systems and equipment without high availability and with computational and/or bandwidth constraints:

· Between field devices and control systems for analyzing power system faults using a low frequency mode; 

· Between a control system historian and field devices for capturing power equipment attributes using a high or low frequency mode; 

· Between distribution SCADA and lower priority pole-top devices for monitoring field devices using a low frequency mode; and

· Between pole-top IEDs and other pole-top IEDs (not used of protection or automated switching) for monitoring and control in a high or low frequency mode.

3.
Interface between control systems and equipment with high availability without computational and/or bandwidth constraints: 

· Between transmission SCADA and substation automation systems for monitoring and control data using a high frequency mode; 

· Between EMS and generation control (DCS) and RTUs for monitoring and control data using a high frequency mode; 

· Between distribution SCADA and substation automation systems, substation RTUs, and pole-top devices for monitoring and control data using a high frequency mode; 

· Between a PMU device and a phasor data concentrator (PDC) for monitoring data using a high frequency mode; and 

· Between IEDs (peer-to-peer) for power system protection, including transfer trip signals between equipment in different substations. 

4.
Interface between control systems and equipment without high availability, without computational and/or bandwidth constraints: 

· Between field device and asset monitoring system for monitoring data using a low frequency mode; 

· Between field devices (relays, digital fault recorders [DFRs], power quality [PQ]) and event analysis systems for event, disturbance, and PQ data; 

· Between distribution SCADA and lower-priority pole-top equipment for monitoring and control data in a high or low frequency mode; 

· Between pole-top IEDs and other pole-top IEDs (not used for protection or automated switching) for monitoring and control in a high or low frequency mode; and 

· Between distribution SCADA and backbone network-connected collector nodes for lower-priority distribution pole-top IEDs for monitoring and control in a high or low frequency mode.
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Figure 2‑4 Logical Interface Category 1 
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Figure 2‑5 Logical Interface Category 2
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Figure 2‑6 Logical Interface Category 3
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Figure 2‑7 Logical Interface Category 4 

1.1.2 Logical Interface Category 5: Interface between control systems within the same organization

Logical interface category 5 covers the interfaces between control systems within the same organization, for example:

· Between multiple data management systems belonging to the same utility; and

· Between subsystems within DCS and ancillary control systems within a power plant.

Control systems with interfaces between them have the following characteristics and issues:

· Since control systems generally have high data accuracy and high availability requirements, the interfaces between them need to implement those security requirements even if they do not have the same requirements.

· The interfaces generally use communication channels (wide area networks [WANs] and/or local area networks [LANs]) that are designed for control systems.

· The control systems themselves are usually in secure environments, such as within a utility control center or within a power plant.
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Figure 2‑8 Logical Interface Category 5 

1.1.3 Logical Interface Category 6: Interface between control systems in different organizations 

Logical interface category 6 covers the interfaces between control systems in different organizations, for example:

· Between an RTO/ISO EMS and a utility energy management system;
· Between a Generation and Transmission (G&T) SCADA and a distribution CO-OP SCADA;
· Between a transmission EMS and a distribution DMS in different utilities; and
· Between an EMS/SCADA and a power plant DCS.
Control systems with interfaces between them have the following characteristics and issues:

· Since control systems generally have high data accuracy and high availability requirements, the interfaces between them need to implement those security requirements even if they do not have the same requirements.

· The interfaces generally use communication channels (WANs and/or LANs) that are designed for control systems.

· The control systems are usually in secure environments, such as within a utility control center or within a power plant.

· Since the control systems are in different organizations, the establishment and maintenance of the chain of trust is more important.
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Figure 2‑9 Logical Interface Category 6 
1.1.4 Logical Interface Categories 7—8 

Logical Interface Category 7: Interface between back office systems under common management authority
Logical Interface Category 8: Interface between back office systems not under common management authority

Logical interface category 7 covers the interfaces between back office systems that are under common management authority, e.g., between a CIS and a MDMS. Logical interface category 8 covers the interfaces between back office systems that are not under common management authority, e.g., between a third-party billing system and a utility MDMS. These logical interface categories are focused on confidentiality and privacy rather than on power system reliability.
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Figure 2‑10 Logical Interface Category 7 
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Figure 2‑11 Logical Interface Category 8 
1.1.5 Logical Interface Category 9: Interface with business to business (B2B) connections between systems usually involving financial or market transactions

Logical interface category 9 covers the interface with B2B connections between systems usually involving financial or market transactions, for example:

· Between a retail aggregator and an energy clearinghouse.
These B2B interactions have the following characteristics and issues:

· Confidentiality needs to be considered since the interactions involve financial transactions with potentially large financial impacts and where confidential bids are vital to a legally operating market. 

· Privacy, in terms of historical information on what energy and/or ancillary services were bid, is important to maintaining legal market operations and avoiding market manipulation or gaming. 

· Timing latency (critical time availability) and integrity are also important, although in a different manner than for control systems. For financial transactions involving bidding into a market, timing can be crucial. Therefore, although average availability does not need to be high, time latency during critical bidding times is crucial to avoid either inadvertently missed opportunities or deliberate market manipulation or gaming of the system.

· By definition, market operations are across organizational boundaries, thus posing trust issues.

· It is expected that many customers, possibly through aggregators or other energy service providers, will participate in the retail energy market, thus vastly increasing the number of participants.

· Special communication networks are not expected to be needed for the market transactions and may include the public Internet as well as other available wide area networks.

· Although the energy market has now been operating for over a decade at the bulk power level, the retail energy market is in its infancy. Its growth over the next few years is expected, but no one yet knows in what directions or to what extent that growth will occur.

· However, systems and procedures for market interactions are very mature industry concepts. The primary requirement, therefore, is to utilize those concepts and protections in the newly emerging retail energy market.
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Figure 2‑12 Logical Interface Category 9 
1.1.6 Logical Interface Category 10: Interface between control systems and non-control/ corporate systems

Logical interface category 10 covers the interfaces between control systems and non-control/corporate systems, for example: 

· Between a WMS and a GIS; 

· Between a DMS and a CIS; 

· Between an OMS and the AMI headend system; and 

· Between an OMS and a WMS.

These interactions between control systems and non-control systems have the following characteristics and issues:

· The primary security issue is preventing unauthorized access to sensitive control systems through non-control systems. As a result, integrity is the most critical security requirement.

· Since control systems generally require high availability, any interfaces with non-control systems should ensure that interactions with these other systems do not compromise the high reliability requirement.

· The interactions between these systems usually involve loosely coupled interactions with very different types of exchanges from one system to the next and from one vendor to the next. Therefore, standardization of these interfaces is still a work in progress, with the International Electrotechnical Commission (IEC) Common Information Model (CIM)
 and the National Rural Electric Cooperative Association (NRECA) MultiSpeak® specification expected to become the most common standards, although other efforts for special interfaces (e.g., GIS) are also under way.
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Figure 2‑13 Logical Interface Category 10 
1.1.7 Logical Interface Category 11: Interface between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements
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Logical interface category 11 addresses the interfaces between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements, e.g., between a temperature sensor on a transformer and its receiver. These sensors are very limited in computational capability and often limited in communication bandwidth.
Figure 2‑14 Logical Interface Category 11 

1.1.8 Logical Interface Category 12: Interface between sensor networks and control systems

Logical interface category 12 addresses interfaces between sensor networks and control systems, e.g., between a sensor receiver and the substation master. These sensor receivers are usually limited in capabilities other than collecting sensor information. 
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Figure 2‑15 Logical Interface Category 12 
1.1.9 Logical Interface Category 13: Interface between systems that use the AMI network

Logical interface category 13 covers the interfaces between systems that use the AMI network, for example:

· Between MDMS and meters; and

· Between LMS/DRMS and Customer EMS. 

The issues for this interface category include the following:

· Most information from the customer must be treated as confidential.

· Integrity of data is clearly important in general, but alternate means for retrieving and/or validating it can be used.

· Availability is generally low across AMI networks, since they are not designed for real-time interactions or rapid request-response requirements.

· Volume of traffic across AMI networks must be kept low to avoid DoS situations.

· Meters are constrained in their computational capabilities, primarily to keep costs down, which may limit the types and layers of security that could be applied.

· Revenue-grade meters must be certified, so patches and upgrades require extensive testing and validation.

· Meshed wireless communication networks are often used, which can present challenges related to wireless availability as well as throughput and configurations.

· Key management of millions of meters and other equipment will pose significant challenges that have not yet been addressed as standards.

· Remote disconnect could cause unauthorized outages.

· Due to the relatively new technologies used in AMI networks, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing.

· AMI networks span across organizations between utilities with corporate security requirements and customers with no or limited security capabilities or understandings.

· Utility-owned meters are in unsecured locations that are not under utility control, limiting physical security.

· Many possible future interactions across the AMI network are still being designed, are just being speculated about, or have not yet been conceived.

· Customer reactions to AMI systems and capabilities are as yet unknown.
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Figure 2‑16 Logical Interface Category 13 
1.1.10 Logical Interface Category 14: Interface between systems that use the AMI network for functions that require high availability

Logical interface category 14 covers the interfaces between systems that use the AMI network with high availability, for example:

· Between LMS/DRMS and customer DER; 

· Between DMS applications and customer DER; and 

· Between DMS applications and distribution automation (DA) field equipment. 

Although both logical interface categories 13 and 14 use the AMI network to connect to field sites, the issues for logical interface category 14 differ from those of 13, because the interactions are focused on power operations of DER and DA equipment. Therefore the issues include the following:

· Although some information from the customer should be treated as confidential, most of the power system operational information does not need to be confidential.

· Integrity of data is very important, since it can affect the reliability and/or efficiency of the power system.

· Availability will need to be a higher requirement for those parts of the AMI networks that will be used for real-time interactions and/or rapid request-response requirements.

· Volume of traffic across AMI networks will still need to be kept low to avoid DoS situations.

· Meshed wireless communication networks are often used, which can present challenges related to wireless availability as well as throughput and configurations.

· Key management of large numbers of DER and DA equipment deployments will pose significant challenges that have not yet been addressed as standards.

· Remote disconnect could cause unauthorized outages.
· Due to the relatively new technologies used in AMI networks, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing. This is particularly true for protocols used for DER and DA interactions.

· AMI networks span across organizations between utilities with corporate security requirements and customers with no or limited security capabilities or understandings. Therefore, maintaining the level of security needed for DER interactions will be challenging.

· DER equipment, and to some degree DA equipment, is found in unsecured locations that are not under utility control, limiting physical security.

· Many possible future interactions across the AMI network are still being designed, are just being speculated about, or have not yet been conceived. These could impact the security of the interactions with DER and DA equipment.
[image: image20.jpg]Interface Category 12 Definition: Confidentiality: LOW
Interface between sensor networks and Integrity: MODERATE

control systems, for example: Availability: MODERATE

- Between a sensor receiver and the
substation master

15 - Distributiony
RTUs or IEDs

| -

U108

-t

113 - Distributed? 112
Intelligence

Capabilities |

| iy A

12 - Distribution,
Data Collectors.

| S

Unique Technical High Level Security

Requirements
SG.IA-06 Authenticator Feedback

Actor Color Key SG.IA-05 Device Identification and
Authentication
O SG.SC-07 Boundary Protection
Distribution SG.SC-06 Resource Priority
le=== SG.SI-07 Software and Information Integrity
" Marketing Service SG.SC-05 Denial-of-Service Protection
e /|_Provider SG.SC-08 Communication Integrity




Figure 2‑17 Logical Interface Category 14 
1.1.11 Logical Interface Category 15: Interface between systems that use customer (residential, commercial, and industrial) site networks such as HANs and BANs

Logical interface category 15 covers the interface between systems that use customer (residential, commercial, and industrial) site networks such as home area networks, building/business area networks, and neighborhood area networks (NANs), for example:

· Between customer EMS and customer appliances; 

· Between customer EMS and customer DER equipment; and 

· Between an energy services interface (ESI) and PEVs. 

The security-related issues for this intra-customer site environment HAN/BAN/NAN interface category include the following:

· Some information exchanged among different appliances and systems must be treated as confidential to ensure that an unauthorized third party does not gain access to it. For instance, energy usage statistics from the customer site that are sent through the ESI/HAN gateway must be kept confidential from other appliances whose vendors may want to capture this information for marketing purposes. 

· Integrity of data is clearly important in general, but since so many different types of interactions are taking place, the integrity requirements will need to be specific to the particular application. 

· Availability is generally moderate across HANs since most interactions are not needed in real time. Even DER generation and storage devices have their own integrated controllers, which are normally expected to run independently of any direct monitoring and control and must have “default” modes of operation to avoid any power system problems.

· Bandwidth is not generally a concern, since most HAN media will be local wireless (e.g., Wi‑Fi, ZigBee, Bluetooth) or power line (e.g., HomePlug). The latter may be somewhat bandwidth-limited but can always be replaced by cable or wireless if greater bandwidth is needed.

· Some HAN devices are constrained in their compute capabilities, primarily to keep costs down, which may limit the types and layers of security that could be applied.

· Wireless communication networks are expected to be used within the HAN, which could present some challenges related to wireless configuration and security, because most HANs will not have security experts managing these systems. For instance, if available security measures are not properly set, the HAN security could be compromised by any one of the internal devices, as well as by external entities searching for these insecure HANs.

· Key management of millions of devices within millions of HANs will pose significant challenges that have not yet been addressed as standards.

· Due to the relatively new technologies used in HANs, communication protocols have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing. 

· HANs will be accessible by many different vendors and organizations with unknown corporate security requirements and equally variable degrees and types of security solutions. Even if one particular interaction is “secure,” in aggregate the multiplicity of interactions may not be secure. 

· Some HAN devices may be in unsecured locations, thus limiting physical security. Even those presumably “physically secure” within a home are vulnerable to inadvertent situations such as poor maintenance and misuse, as well as break-ins and theft. 

· Many possible future interactions within the HAN environment are still being designed, are just being speculated about, or have not yet been conceived. 
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Figure 2‑18 Logical Interface Category 15 
1.1.12 Logical Interface Category 16: Interface between external systems and the customer site

Logical interface category 16 covers the interface between external systems and the customer site, for example:

· Between a third party and the HAN gateway; 

· Between ESP and DER; and 

· Between the customer and CIS Web site. 

The security-related issues for this external interface to the customer site include the following:

· Some information exchanged among different appliances and systems must be treated as confidential and private to ensure that an unauthorized third party does not gain access to it. For instance, energy usage statistics from the customer site that are sent through the ESI/HAN gateway must be kept confidential from other appliances whose vendors may want to scavenge this information for marketing purposes. 

· Integrity of data is clearly important in general, but since so many different types of interactions are taking place, the integrity requirements will need to be specific to the particular application.

· Availability is generally not critical between external parties and the customer site since most interactions are not related to power system operations nor are they needed in real time. Even DER generation and storage devices have their own integrated controllers that are normally expected to run independently of any direct monitoring and control, and should have “default” modes of operation to avoid any power system problems.

· Bandwidth is not generally a concern, since higher-speed media can be used if a function requires a higher volume of data traffic. Many different types of media, particularly public media, are increasingly available, including the public Internet over cable or digital subscriber line (DSL), campus or corporate intranets, cell phone general packet radio service (GPRS), and neighborhood WiMAX and Wi‑Fi systems.

· Some customer devices that contain their own “HAN gateway” firewall are constrained in their computational capabilities, primarily to keep costs down, which may limit the types and layers of security which could be applied with those devices.

· Other than those used over the public Internet, communication protocols between third parties and ESI/HAN gateways have not yet stabilized as accepted standards, nor have their capabilities been proven through rigorous testing.

· ESI/HAN gateways will be accessible by many different vendors and organizations with unknown corporate security requirements and equally variable degrees and types of security solutions. Even if one particular interaction is “secure,” in aggregate the multiplicity of interactions may not be secure.

· ESI/HAN gateways may be in unsecured locations, thus limiting physical security. Even those presumably “physically secure” within a home are vulnerable to inadvertent situations such as poor maintenance and misuse, as well as break-ins and theft.

· Many possible future interactions within the HAN environment are still being designed, are just being speculated about, or have not yet been conceived, leading to many possible but unknown security issues.
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Figure 2‑19 Logical Interface Category 16 
1.1.13 Logical Interface Category 17: Interface between systems and mobile field crew laptops/equipment

Logical interface category 17 covers the interfaces between systems and mobile field crew laptops/equipment, for example:

· Between field crews and a GIS; 

· Between field crews and CIS; 

· Between field crews and substation equipment; 

· Between field crews and OMS; 

· Between field crews and WMS; and
· Between field crews and corporate marketing systems. 

As with all other logical interface categories, only the interface security requirements are addressed, not the inherent vulnerabilities of the end equipment such as the laptops or personal digital assistants (PDAs) used by the field crew.

The main activities performed on this interface include:

· Retrieving maps and/or equipment location information from GIS; 

· Retrieving customer information from CIS; 

· Providing equipment and customer updates, such as meter, payment, and customer information updates to CIS; 

· Obtaining and providing substation equipment information, such as location, fault, testing, and maintenance updates; 

· Obtaining outage information and providing restoration information, including equipment, materials, and resource information from/to OMS; 

· Obtaining project and equipment information and providing project, equipment, materials, resource, and location updates from/to WMS; 

· Obtaining metering and outage/restoration verification information from AMI systems; and 

· Obtaining customer and product information for upsell opportunities. 

The key characteristics of this interface category are as follows:

· This interface is primarily for customer service operations. The most critical needs for this interface are

· To post restoration information back to the OMS for reprediction of further outage situations; and 

· To receive reconnection information for customers who have been disconnected.

· Information exchanged between these systems is typically corporate-owned, and security is managed within the utility between the interfacing applications. Increased use of wireless technologies and external service providers adds a layer of complexity in security requirements that is addressed in all areas where multivendor services are interfaced with utility systems. 

· Integrity of data is clearly important in general, but since so many different types of interactions are taking place, the integrity requirements will need to be specific to the particular application. However, the integrity of revenue-grade metering data that may be collected in this manner is vital since it has a direct financial impact on all stakeholders of the loads and generation being metered. 

· Availability is generally not critical, as interactions are not necessary for real time. Exceptions include payment information for disconnects, restoration operations, and efficiency of resource management. 

· Bandwidth is not generally a concern, as most utilities have sized their communications infrastructure to meet the needs of the field applications, and most field applications have been designed for minimal transmission of data in wireless mode. However, more and more applications are being given to field crews to enhance customer service opportunities and for tracking and reporting of construction, maintenance, and outage restoration efforts. This will increase the amount of data and interaction between the corporate systems, third-party providers, and the field crews.

· Data held on laptops and PDAs is vulnerable to physical theft due to the inherent nature of mobile equipment, but those physical security issues will not be addressed in this section. In addition, most mobile field applications are designed to transmit data as it is input, and therefore data is not transmitted when the volume of data is too large to transmit over a wireless connection or when the area does not have wireless coverage. In such cases, data is maintained on the laptop/PDA until it is reconnected to a physical network.
· Note: Data that is captured (e.g., metering data, local device passwords, security parameters) must be protected at the appropriate level.
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Figure 2‑20 Logical Interface Category 17 
1.1.14 Logical Interface Category 18: Interface between metering equipment

Logical interface category 18 covers the interface between metering equipment, for example:

· Between submeter to meter; 

· Between PEV meter and ESP; 

· Between MDMS and meters (via the AMI headend); 

· Between customer EMS and meters; 

· Between field crew tools and meters; 

· Between customer DER and submeters; and 

· Between electric vehicles and submeters.

The issues for this metering interface category include the following:

· Integrity of revenue grade metering data is vital, since it has a direct financial impact on all stakeholders of the loads and generation being metered. 

· Availability of metering data is important but not critical, since alternate means for retrieving metering data can still be used.

· Meters are constrained in their computational capabilities, primarily to keep costs down, which may limit the types and layers of security that could be applied.

· Revenue-grade meters must be certified, so patches and upgrades require extensive testing and validation. 

· Key management of millions of meters will pose significant challenges that have not yet been addressed as standards.

· Due to the relatively new technologies used with smart meters, some standards have not been fully developed, nor have their capabilities been proven through rigorous testing.

· Multiple (authorized) stakeholders, including customers, utilities, and third parties, may need access to energy usage either directly from the meter or after it has been processed and validated for settlements and billing, thus adding cross-organizational security concerns.

· Utility-owned meters are in unsecured locations that are not under utility control, limiting physical security.

· Customer reactions to AMI systems and smart meters are as yet unknown.
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Figure 2‑21 Logical Interface Category 18 
1.1.15 Logical Interface Category 19: Interface between operations decision support systems

Logical interface category 19 covers the interfaces between operations decision support systems, e.g., between WAMS and ISO/RTOs. Due to the very large coverage of these interfaces, the interfaces are more sensitive to confidentiality requirements than other operational interfaces (see logical interface categories 1-4).
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Figure 2‑22 Logical Interface Category 19 

1.1.16 Logical Interface Category 20: Interface between engineering/ maintenance systems and control equipment

Logical interface category 20 covers the interfaces between engineering/maintenance systems and control equipment, for example:

· Between engineering and substation relaying equipment for relay settings; 

· Between engineering and pole-top equipment for maintenance; and 
· Within power plants.

The main activities performed on this interface include:

· Installing and changing device settings, which may include operational settings (such as relay settings, thresholds for unsolicited reporting, thresholds for device mode change, and editing of setting groups), event criteria for log record generation, and criteria for oscillography recording; 

· Retrieving maintenance information; 

· Retrieving device event logs; 

· Retrieving device oscillography files; and 

· Software updates. 

The key characteristics of this interface category are as follows:

· The functions performed on this interface are not considered real-time activities.

· Some communications carried on this interface may be performed interactively.

· The principal driver for urgency on this interface is the need for information to analyze a disturbance.

· Device settings should be treated as critical infrastructure information requiring confidentiality.

· Logs and files containing forensic evidence following events should likely remain confidential for both critical infrastructure and organizational reasons, at least until analysis has been completed.

· These functions are presently performed by a combination of

· Separate remote access to devices, such as by dial-up connection; 

· Local access at the device (addressed in Logical Interface Category 17); and 

· Access via the same interface used for real-time communications.
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Figure 2‑23 Logical Interface Category 20 
1.1.17 Logical Interface Category 21: Interface between control systems and their vendors for standard maintenance and service

Logical interface category 21 covers the interfaces between control systems and their vendors for standard maintenance and service, for example:
· Between SCADA system and its vendor.

The main activities performed on this interface include:

· Updating firmware and/or software; 

· Retrieving maintenance information; and 

· Retrieving event logs. 

Key characteristics of this logical interface category are as follows:

· The functions performed on this interface are not considered real-time activities.

· Some communications carried on this interface may be performed interactively.

· The principal driver for urgency on this interface is the need for critical operational/security updates.

· These functions are presently performed by a combination of

· Separate remote access to devices, such as by dial-up connection; 

· Local access at the device/control system console; and 

· Access via the same interface used for real-time communications. 

Activities outside of the scope of Logical Interface Category 21 include:

· Vendors acting in an (outsourced) operational role (see Logical Interface Categories 1-4, 5-6, or 20, depending upon the role).
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1.1.18 Logical Interface Category 22: Interface between security/network/system management consoles and all networks and systems

Logical interface category 22 covers the interfaces between security/network/system management consoles and all networks and systems:

· Between a security console and network routers, firewalls, computer systems, and network nodes.

The main activities performed on this interface include:

· Communication infrastructure operations and maintenance; 
· Security settings and audit log retrieval (if the security audit log is separate from the event logs); 

· Future real-time monitoring of the security infrastructure; and 

· Security infrastructure operations and maintenance.

Key characteristics of this logical interface category as follows:

· The functions performed on this interface are not considered real-time activities.

· Some communications carried on this interface may be performed interactively.

· The principal driver for urgency on this interface is the need for critical operational/security updates.

· These functions are presently performed by a combination of

· Separate remote access to devices, such as by dial-up connection; 

· Local access at the device/control system console; and 

· Access via the same interface used for real-time communications.

Activities outside of the scope of Logical interface category 22 include:

· Smart Grid transmission and distribution (see Logical Interface Categories 1-4 and 5-6); 

· Advanced metering (see Logical Interface Category 13); and 

· Control systems engineering and systems maintenance (see Logical Interface Category 20).
(Note: This diagram is not included in the logical reference model, Figure 2-3.)
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� � HYPERLINK "http://www.epsa.org/industry/primer/?fa=wholesaleMarket" ��http://www.epsa.org/industry/primer/?fa=wholesaleMarket� 


� Headend (head end)—A central control device required by some networks (e.g., � HYPERLINK "http://en.wikipedia.org/wiki/Local_area_network" \o "Local area network" �LANs� or � HYPERLINK "http://en.wikipedia.org/wiki/Metropolitan_area_network" \o "Metropolitan area network" �MANs�) to provide such centralized functions as remodulation, retiming, message accountability, contention control, diagnostic control, and access to a gateway.  See http://en.wikipedia.org/wiki/Head_end.


� Description summarized from � HYPERLINK "http://en.wikipedia.org/wiki/Distributed_generation" ��http://en.wikipedia.org/wiki/Distributed_generation�.


� Actor 35 was deleted during development.  Actors will be renumbered in the next version of this document.


� Actor 48 is included in logical interface category 22 for security.  It is not included in the logical reference model.


� IEC 61970/69 Common Information Model. 
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