SGIP CSWG Logical Security Architecture Chapter Introduction

Logical Security Architecture Overview
Smart Grid technologies will introduce millions of new components to the electric grid.  Many of these components are critical, they communicate bi-directionally, and maintaining Confidentiality, Integrity and Availability (CIA) is vital to power systems operation.  Because of this, two areas that are critically important to get correct are cyber security and privacy.  The overall cyber security strategy for the Smart Grid examines both domain-specific and common security requirements.  The cyber security strategy needs to address prevention, detection, response, and recovery of many components, including system faults, alarms, service, data, etc., to ensure CIA. 

The security high level requirements capture the security goals of the Smart Grid, documenting the results that must be delivered independent of how those security requirements are met. They describe what the Smart Grid needs to deliver to enhance security.

The logical security architecture then documents the initial high-level design decisions that address how those security requirements are met. Thus the logical security architecture describes where, at a high level, the Smart Grid will provide security.  This document provides a high level Smart Grid logical security architecture guidance.
The NISTIR has identified the cyber security requirements for the different logical interface categories and cannot/should not specify cyber security solutions. That said, it can be helpful for some of the potential cyber security technologies and services to be listed, strictly as examples. Therefore, the following table of DHS cyber security requirements with examples of cyber security technologies and services is NOT prescriptive, and should be viewed only as useful guidelines.
Logical Security Architecture Key Concepts and Assumptions
A smart grid’s logical security architecture is constantly in flux because threats evolve.  Before documenting the details of the logical security architecture, the CSWG architecture sub-group is setting a baseline of key concepts and assumptions that will serve as the foundation for the logical security architecture.
The logical security architecture for the Smart Grid must embrace some key concepts:

Defense in Depth: Security is best applied in layers, with one or more security measures implemented at each layer. The objective is to mitigate the risk of one component of the defense being compromised or circumvented. This is often referred to as “defense-in-depth”.  A defense-in-depth approach focuses on defending the network and attendant infrastructures through layered defenses (e.g., firewalls, intrusion detection systems, anti-virus software, and cryptography). 
Power system availability:  Power system resiliency to events potentially leading to outages has been the primary focus of power system engineering and operations for decades. Existing power system design and capabilities have been successful in providing this availability for protection against inadvertent actions and natural disasters.  
Logical security architecture seeks to prevent threats and threat agents from exploiting system weaknesses that can impact the operating environment.  The Smart Grid is dynamic and security requires an iterative operational process.  Effective logical security architecture needs to provide protections for raw data and processed information through all interfaces within and between all Smart Grid domains.  For the purposes of the SGIP-CSWG Architecture subgroup, the logical security architecture baseline assumptions are as follows:

1. Promotes an iterative process

2. All Smart Grid systems are targets
3. Need for balance between the impact of a security breach and the resources required to implement security measures
4. The Logical Security Architecture should be viewed as a business enabler for the Smart Grid to achieve its operational mission (e.g., avoid rendering mission-purposed feature sets inoperative)

5. It is not a one-size-fits-all prescription, but rather a framework of functionality that offers multiple implementation choices and for diverse application security requirements within all utility enterprise types.
The CSWG NISTIR 7628 unified logical architecture drawing and the NIST Framework and Roadmap
 document released in 2009 defined seven Smart Grid domains and related logical unified interface categories.  The Smart Grid domains using the logical unified interfaces transmit data for use and storage.  The logical unified interfaces require layered technical security.  This chapter uses the unique technical requirements defined in Table 3.4 for each logical interface category in Table 3.5, displays a sample logical security architecture using depth in defense.  This is an example / sample, not a solution.
Power System-Related Security Measures

The security measures for power systems, many times, are similar to IT systems, yet many times need to be slightly different because control systems cannot be upgraded as fast as IT systems.  This section lists examples of power system related security measures.  Two high level related security measures to include are
· “Availability” is the key security requirement for power systems

· NERC reliability standards (apply to bulk, but could be used as guidelines for distribution)

Power System Configurations and Engineering Strategies

· Networked transmission grid so the loss of a single power system element will not cause a transmission outage (n-1 contingency)

· Redundant
 power system equipment (e.g. redundant transmission lines, redundant transformers)

· Redundant information sources (e.g. redundant sensors, voltage measurements from different substation equipment or from different substations)

· Redundant communication networks (e.g. fiber optic network and power line carrier between substations, or redundant communication “headends”)

· Redundant automation systems (e.g. redundant substation protective relays, redundant SCADA computers systems, backup systems that can be quickly switched in)

· Multiple generators connected at different locations on the transmission grid

· Reserve generation capacity available to handle the loss of a generator

· Redundant or backup control centers (e.g. SCADA systems in physically different locations)

· Redundant power system configurations (e.g. networked grids, multiple feeds to customer site from different substations)

· Redundant logs and databases with mirrored or frequent updates

· Configuration setting development procedures, including remedial relay settings

· Post-event engineering forensic analysis

Local Equipment Monitoring, Analysis, and Control

· Sensors on substation and feeder equipment monitor volts, vars, current, temperature, vibrations, etc. – eyes and ears for monitoring the power system

· Control capabilities for local control, either automatically (e.g. breaker trip) or manually (e.g. substation technician raises the voltage setting on a tap changer)

· Voltage / var regulation by local equipment to ensure voltages and vars remain within prescribed limits

· Protective relaying to respond to system events (power system fault) by tripping breakers

· Reclosers which reconnect after a “temporary” fault by trying to close the breaker 2-3 times before accepting it as a “permanent” fault

· Manual or automatic switching in order to reconfigure the power system in a timely manner by isolating the faulted section, then reconnecting the unfaulted sections 

· AMI metering information to provide additional power system data, either from otherwise unmetered sites or as redundant measurements

· Device event logs

· Digital fault recorders

· PQ harmonics recorders

· Time synchronization to the appropriate accuracy and precision

Centralized Monitoring and Control

· SCADA systems to have approx. 99.98% availability with 24x7 monitoring

· SCADA systems continuously monitor generators, substations, and feeder equipment (e.g. every second and/or report status and measurements “by exception”)

· SCADA systems perform remote control actions on generators, substations, and feeder equipment in response to operator commands or software application commands

· Automatic Generation Control (AGC) issues control commands to generators to maintain frequency and other parameters within limits

· Load Shedding commands can drop feeders, substations, or other large loads rapidly in case of emergencies

· Load Control commands can “request” or command many smaller loads to turn off or cycle off

· Disturbance analysis (rapid snapshots of power system during a disturbance for future analysis)

· Alarm processing, with categorization of high priority alarms, “intelligent” alarm processing to determine the true cause of the alarm, and events

· Comparisons of device settings against baseline settings

Centralized Power System Analysis and Control

· Energy Management Systems (EMS) and Distribution Management Systems (DMS) use many software functions to analyze the real-time state and probable future state of the power system. These software functions include:

· “Power Flow” models of the transmission system, generators, and loads can simulate the real-time or future (or past) power system scenarios

· “Power Flow” models of the distribution system can simulate real-time or future power system scenarios

· State estimation uses redundant measurements from the field to “clean up” or estimate the real measurements from sometimes noisy, missing, or inaccurate sensor data

· Power flow applications use the state estimated data to better simulate real-time conditions

· Load and renewable generation forecasts based on weather, history, day-type, and other parameters can forecast the generation requirements

· Contingency Analysis (Security Analysis) assess the power flow model for single points of failure (n-1) as well as any linked types of failures, and flags possible problems

· Generation reserve capacity is made available for instantaneous, short term, and longer term supply of generation in the event of the loss of generation

· Ancillary services from bulk generation are available to handle both efficiency and emergency situations (e.g. generator is set to “follow load” for improved efficiency, generator is capable of a “black start” namely to start up during an outage without needing external power)

· Fault Location, Isolation, and Service Restoration (FLISR) analyze fault information in real-time to determine what feeder section to isolate and how to best restore power to unfaulted sections

· Volt/Var/Watt Optimization determines the optimal voltage, var, and generation levels usually for efficiency, but also to handle contingencies and emergency situations

· Direct control of DER and loads (load management) for both efficiency and reliability

· Indirect control of DER and loads (demand response) for both efficiency and reliability

· Ancillary services from DER for both efficiency and reliability (e.g. var support from inverters, managed charging rates for PEVs)

Testing

· Lab and field testing of all power system and automation equipment minimizes failure rates

· Software system factory, field, and availability testing

· Rollback capability for database updates

· Configuration testing

· Relay coordination testing

· Communication network testing, including near power system faults

Training

· Dispatcher training simulator, using snapshots of real events as well as scenarios set up by trainers

· Operational training using study cases, etc.

· Training in using new technologies

· Security training

IT-Related Security Technologies and Services

IT systems can be updated more quickly than many control systems.  Some of the security technologies and services that can be integrated into smart grid are as follows:
· 7x24 real time auditing and automatic event notification

· Anomalous detection and analysis

· Application aware firewalls and proxies

· Application development standards

· Authentication

· Centralize logging/syslog to a NOC or SOC

· Centralized authentication

· Centralized entity agents for authentication

· Centralized entity passwords and tokens

· Change management

· Code inspection

· Code-signing and verification on all mobile code

· Configuration management

· Cross-platform programming toolkits

· Cryptographic and key management support

· Data loss prevention program

· Delivery of error messages over secure channel

· Disconnected storage of archival information

· Email scanning

· Enable automatic file system checks for available disk space

· Fail secure

· Failed Login Attempt Lockouts

· Fault tolerance

· File system integrity monitoring tools

· Identification and authorization

· Information classification program

· Integrity checking

· Internal system data protection

· Interoperability testing

· Intrusion detection / prevention functionality

· Just-in-time compilation of interpreted languages

· Least privilege

· Limit name/address resolution service to specific systems

· Limitation of network access

· Limitation on multiple concurrent sessions

· Limitation on scope of selectable attributes

· Log management program

· Login procedure

· Mandatory time out on certain session initiation

· Media disposal procedures

· Message integrity

· Network and traffic segmentation

· Network traffic analysis

· Network-based and physical separation, labelling, etc.

· Non-repudiation of origin

· Non-repudiation of receipt

· OS-based process execution separation

· Password Complexity Enforcement

· Physical and logical separation of security and non-security functions through the use of security domains and network segmentation

· Process (and Inter-process) access verification

· Quality of service, including traffic priority

· RBAC

· Record retention standards and requirements

· Regular archiving and management of logs

· Remote access standards and procedures

· Residual information removal

· Resource utilization / allocation

· Scalable log filtering/parsing

· Secure communications tunnel

· Security audit review and analysis

· Security domains and network segmentation

· Security management (data, attributes, functions, management roles, separation of duties)

· Security testing through vulnerability scanners, penetration testing, control testing

· Separation of duties

· Serial connection

· Service-oriented applications with multiple supported client platforms

· Side-channel protection

· Software quality assurance program (“the level of confidence that software is free from vulnerabilities, either intentionally designed into the software or accidentally inserted at anytime during its lifecycle, and that the software functions in the intended manner.”["National Information Assurance Glossary"; CNSS Instruction No. 4009 National Information Assurance Glossary])

· Spam filtering

· System access banners / history / limiting concurrent sessions

· System session locking

· Traffic classification and priority routing

· Trusted path / channels

· Trusted recovery at the firmware and system levels

· Whitelisting / blacklisting connections and services

Logical Security Architecture View
When developing any architecture, each layer of the architecture needs defined technology and services.  The service topics remain the same for each layer, but the selection and implementation of the services is based on the enterprise’s security requirements and will not be discussed within this document.  The security requirements for each level and component of the architecture may be different.  To develop the high level logical security architecture, XX diagrams have been created based the unified logical architecture and on the logical interface categories in Section 3.2 of this document.  All of the logical interfaces are included in the overall logical security architecture drawings.  This logical security architecture focuses on an initial example for the Smart Grid.  The logical security architecture is a work in progress and will be subject to revision and further development.  Additional underlying security technology and services will be needed to enable more detailed analysis of required security functions.  
The graphics illustrate, at a high level, the diversity of systems as well as a first representation of defense in depth for the logical interface categories.
	DHS Catalog Ref No. (augmented)
	DHS Requirement Name
	Sample Recommended Security Technologies / Services

	2.8.2
	Management Port Partitioning
	• Configuration management
• Network and traffic segmentation
• Trusted paths / channels

	2.8.3
	Security Function Isolation
	• Security management (data, attributes, functions, management roles, separation of duties)
• Physical and logical separation of security and non-security functions through the use of security domains and network segmentation

	2.8.4
	Information Remnants
	• Residual information removal

	2.8.5
	Denial-of-Service Protection
	• Intrusion detection / prevention functionality
• Resource utilization / allocation

	2.8.6
	Resource Priority
	• Quality of service, including traffic priority

	2.8.7
	Boundary Protection
	• Security domains and network segmentation
• Trusted paths / channels

	2.8.8
	Communication Integrity
	• User data protection
• Internal system data protection
• Non-repudiation
• Authentication

	2.8.9
	Communication Confidentially
	• Cryptographic mechanisms
• User data protection

	2.8.10
	Trusted Path
	• Serial connection
• Secure communications tunnel

	2.8.13
	Collaborative Computing
	• Using internal systems is valid and using external systems not valid
• Security domains and network segmentation
• Data separation

	2.8.14
	Transmission of Security Parameters
	• Security management (data, attributes, functions, management roles, separation of duties)
• Side-channel protection
• Application level / end to end protection
• Secure communications tunnel

	2.8.15
	Public Key Infrastructure Certificates
	• Cryptographic and key management support
• Secure remote certificate enrollment protocol, with appropriate cert policies matching authorization policies

	2.8.16
	Mobile Code
	• Software quality assurance program (“the level of confidence that software is free from vulnerabilities, either intentionally designed into the software or accidentally inserted at anytime during its lifecycle, and that the software functions in the intended manner.”["National Information Assurance Glossary"; CNSS Instruction No. 4009 National Information Assurance Glossary])
• Code inspection
• Code-signing and verification on all mobile code
• White/black listing technology to detect mobile-code

	2.8.17
	Voice-over-Internet Protocol
	• Using internal systems is valid and using external systems not valid
• Whitelisting/blacklisting services
• Quality of service, including traffic priority
• Security domains and network segmentation

	2.8.18
	System Connections
	• Identification and authorization
• Information classification
• Security domains and network segmentation
• Whitelisting/blacklisting services
• Whitelisting/blacklisting connections

	2.8.19
	Security Roles
	• Security management (data, attributes, functions, management roles, separation of duties)
• Policy decision point (PDP) and Policy Enforcement Point (PEP) products
• RBAC

	2.8.20
	Message Authenticity
	• Non-repudiation of origin
• Non-repudiation of receipt
• Message integrity

	2.8.21
	Architecture and Provisioning for Name/Address Resolution Service
	• Redundant name services
• Restricting transaction entities based on IP address

	2.8.22
	Secure Name/Address Resolution Service (Authoritative Source)
	• Routing services
• Restricting transaction entities based on IP address
• trust anchors

	2.8.23
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	• Limit name/address resolution service to specific systems
• Restricting transaction entities based on IP address

	2.8.24
	Fail in Known State
	• Fail secure
• Trusted recovery at the firmware and system levels
• Software quality assurance program

	2.8.25
	Thin Nodes
	• Fault tolerance
• Redundant devices

	2.8.26
	Honeypots
	• Deployment of virtual honeypots / honeynets
• Intrusion detection / prevention functionality
• Network traffic analysis
• Anomalous detection and analysis

	2.8.27
	Operating System-Independent Applications
	• Use of language specific virtual machines for application execution
• Just-in-time compilation of interpreted languages
• Service-oriented applications with multiple supported client platforms
• Cross-platform programming toolkits
• Software quality assurance program
• Interoperability testing

	2.8.28
	Confidentiality of Information at Rest
	• Encryption
• Data loss prevention program
• Media disposal procedures
• File system access control lists
• File / directory obfuscation
• Disconnected storage of archival information
• Security domains and network segmentation

	2.8.29
	Heterogeneity
	• Utilization of multiple operating systems
• Multiple brands / classes of network appliances
• Use of single-purpose security applications from multiple vendors instead of product suites
• Interoperability testing

	2.8.30
	Virtualization Techniques
	• Virtual network appliances to simulate multiple gateway devices on a single platform
• Deployment of simulated interfaces and hardware (honeypots, canaries)
• Use of low-level hypervisors to host a range of different platforms (See 2.8.29)
• Interoperability testing

	2.8.31
	Covert Channel Analysis
	• Static code analysis
• Automated vulnerability scanners
• Network traffic analysis
• File system integrity monitoring tools

	2.8.32
	Application Partitioning
	• Build modular reusable code
• Application development standards
• Process (and Inter-process) access verification
• Traffic labelling and enforcement
• Process downgrade mechanisms

	2.8.33
	Information System Partitioning
	• Traffic labelling and enforcement
• Information classification program
• Process (and Inter-process) access verification
• Network-based and physical separation, labelling, etc.
• RBAC technologies
• Firewalls
• OS-based process execution separation

	2.14.7
	Software and Information Integrity
	• Software quality assurance program
• Change management
• Development network segmentation

	2.14.8
	Spam Protection
	• Email scanning
• Spam filtering

	2.14.9
	Information Input Restrictions
	• User data protection
• Internal system data protection
• RBAC
• Separation of duties
• Software quality assurance program

	2.14.10
	Information Input Accuracy, Completeness, Validity and Authenticity
	• Internal system data protection
• Non-repudiation
• Authentication
• Data transfer integrity
• Before processing any input coming from a user, data source, component, or data service it should be validated for type, length, and/or range
• Implement transaction signing
• Access controls must check that users are allowed to use an action before performing the rendering or action

	2.14.11
	Error Handling
	• Log management program
• Delivery of error messages over secure channel
• Software quality assurance program

	2.15.8
	Separation of Duties
	• Security management (data, attributes, functions, management roles, separation of duties)
• RBAC

	2.15.9
	Least Privilege
	• Security management (data, attributes, functions, management roles, separation of duties)
• RBAC
• Security domains and network segmentation
• Traffic classification and priority routing

	2.15.10
	User Identification and Authentication
	• Login procedure
• Centralized entity passwords and tokens
• Centralized entity agents for authentication
• Authentication exchange protocols
• Authentication server system
• Centralized authentication

	2.15.11
	Permitted Actions without Identification and Authentication
	• Security management (data, attributes, functions, management roles, separation of duties)
• RBAC
• Centralize logging/syslog to a NOC or SOC
• Process (and Inter-process) access verification
• Firmware-based,  OS-based or virtual machine-based label enforcement

	2.15.12
	Device Authentication and Identification
	• Security domains and network segmentation
• Login procedure
• Centralized entity passwords and tokens
• Entity agents for authentication
• Authentication exchange protocols
• Authentication server system
• Centralized authentication
• 802.1x

	2.15.13
	Authenticator Feedback
	• Entity agents for authentication
• Authentication exchange protocols
• Authentication server system
• Centralized authentication

	2.15.14
	Cryptographic Module Authentication
	• Cryptographic and key management support

	2.15.15
	Information Flow Enforcement
	• User data protection
• Internal system data protection
• Non-repudiation
• Authentication
• Information flow control
• Application aware firewalls and proxies
• Security domains and network segmentation

	2.15.16
	Passwords
	• Authentication
• Identification
• Subject binding
• Password Complexity Enforcement
• Salted Hashes
• Password Cracking Tests

	2.15.17
	System Use Notification
	• System access history
• Logon banner or message

	2.15.18
	Concurrent Session Control
	• System access limiting concurrent sessions

	2.15.19
	Previous Logon Notification
	• System access history
• Login Banner or Message

	2.15.20
	Unsuccessful Logon Notification
	• Authentication failure notice
• Logon banner or message
• Failed Login Attempt Lockouts

	2.15.21
	Session Lock
	• System session locking

	2.15.22
	Remote Session Termination
	• System session locking
• Mandatory time out on certain session initiation(similar to Bluetooth discoverability)

	2.15.23
	Remote Access Policy and Procedures
	• Security management (data, attributes, functions, management roles, separation of duties)
• Access control policy
• Remote access standards and procedures

	2.15.24
	Remote Access
	• Security management (data, attributes, functions, management roles, separation of duties)
• Least privilege
• Limitation on multiple concurrent sessions
• System access banners
• System access history
• Limitation of network access
• Secure communications tunnel
• Authentication

	2.15.25
	Access Control for Portable and Mobile Devices
	• Limitation on scope of selectable attributes
• Limitation on multiple concurrent sessions
• System access banners
• System access history
• Limitation of network access
• Secure communications tunnel
• Authentication

	2.15.26
	Wireless Access Restrictions
	• Limitation on scope of selectable attributes
• Limitation on multiple concurrent sessions
• System access banners
• System access history
• Limitation of network access
• Secure communications tunnel
• Authentication

	2.15.27
	Personally Owned Information
	• Information classification program
• Anonymity
• Unlinkability
• Unobservability

	2.16.2
	Auditable Events
	• Event logging standard
• Log management program
• Scalable log filtering/parsing
• Centralize logging/syslog to a NOC or SOC
• 7x24 real time auditing and automatic event notification

	2.16.3
	Content of Audit Records
	• Event logging standard
• Security audit event selection
• Security audit review and analysis
• Log management program
• Scalable log filtering/parsing
• Centralize logging/syslog to a NOC or SOC
• 7x24 real time auditing and automatic event notification

	2.16.4
	Audit Storage Capacity
	• Record retention standards and requirements
• Regular archiving and management of logs
• Centralize logs to an enterprise log management system
• Enable automatic file system checks for available disk space
• Log management program

	2.16.15
	Audit Generation
	• Security audit automatic response
• Security audit automatic data generation
• Verify that application level auditing is implemented in COTS and custom code
• Verify that OS level auditing exists
• Centralize logging/syslog to a NOC or SOC

	2.16.16
	Non-Repudiation
	• Non-repudiation of origin
• Non-repudiation of receipt

	2.18.5
	Control System Connections
	• Integrity checking
• Security auditing
• Log management program
• Identification and authorization
• Information classification
• Security domains and network segmentation
• Whitelisting/blacklisting services


� NIST Special Publication 1108, NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0.


� Redundancy is multiple instances of the same software, devices, and/or data configured in an active/passive or load sharing mode.  Redundancy for data and logs need to be consistent with the organization’s data retention plan and continued operation plan.





20100513-DRAFT
Page 19

