SGIP CSWG Logical Security Architecture Chapter Introduction

Introduction

Smart Grid technologies will introduce millions of new intelligent components to the electric grid that communicate in much more advanced ways (two-way, with open protocols) than in the past.  Because of this, two areas that are critically important to get correct are cyber security and privacy.  The overall cyber security strategy for the Smart Grid examines both domain-specific and common security requirements.  The cyber security strategy needs to address prevention, detection, response, and recovery. 

The security high level requirements capture the security goals of the Smart Grid, documenting the results that must be delivered independent of how those security requirements are met. They describe what the Smart Grid needs to deliver to address security.

The logical security architecture then documents the initial high level design decisions that address how those security requirements are met. Thus the logical security architecture describes where, at a high level, the Smart Grid will provide security.  This document provides a high level Smart Grid logical security architecture guidance.
The NISTIR has identified the cyber security requirements for the different logical interface categories and cannot/should not specify cyber security solutions. That said, it can be helpful for some of the potential cyber security technologies and services to be listed, strictly as examples. Therefore, the following table of DHS cyber security requirements with examples of cyber security technologies and services is NOT prescriptive, and should be viewed only as useful guidelines.
Logical Security Architecture Key Concepts and Assumptions
An accurate logical security architecture is not achieved through a one-time initiative.   The Smart Grid is dynamic and security is not a “once and done design” but an operational process.  Before documenting the logical security architecture details, the CSWG architecture sub-group is setting a baseline of key concepts and assumptions on which the logical security architecture is being built.
The logical security architecture for the Smart Grid must embrace some key concepts:

Defense in Depth: Security is best applied in layers, with one or more security measures implemented at each layer. The objective is to mitigate the risk of one component of the defense being compromised or circumvented. This is often referred to as “defense-in-depth”.  A defense-in-depth approach focuses on defending the network and attendant infrastructures through layered defenses (e.g., firewalls, intrusion detection systems, anti-virus software, and cryptography). 

Power system availability:  Power system resiliency to outages has been the primary focus of power system engineering and operations for decades. Existing power system design and capabilities have been successful in providing this availability for protection against inadvertent actions and natural disasters.  
Logical security architecture seeks to prevent threats and threat agents from exploiting system weaknesses that can impact the operating environment.  The Smart Grid is dynamic and security requires an iterative operational process.  Effective logical security architecture needs to provide protections for raw data and processed information through all interfaces within and between all Smart Grid domains.  For the purposes of the SGIP-CSWG Architecture subgroup, the logical security architecture baseline assumptions are as follows:

1. Promotes an iterative process

2. All Smart Grid systems are targets
3. Need for balance between the impact of a security breach and the resources required to implement security measures
4. The Logical Security Architecture should viewed as a business enabler for the Smart Grid to achieve its operational mission (e.g., avoid rendering mission-purposed feature sets inoperative)

5. It is not a one-size-fits-all prescription, but rather a framework of functionality that offers multiple implementation choices and for diverse application security requirements within all utility enterprise types.
The CSWG NISTIR 7628 unified logical architecture drawing and the NIST Framework and Roadmap
 document released in 2009 defined seven Smart Grid domains and related logical unified interface categories.  The Smart Grid domains using the logical unified interfaces transmit data for use and storage.  The logical unified interfaces require layered technical security.  This chapter using the unique technical requirements defined in Table 3.4 for each logical interface category in Table 3.5, displays a sample logical security architecture using depth in defense.  This is an example / sample, not a solution.
Logical Security Architecture View
When developing any architecture, each layer of the architecture needs defined technology and services.  The service topics remain the same for each layer, but the selection and implementation of the services is based on the enterprise’s security requirements and will not be discussed within this document.  The security requirements for each level and component of the architecture may be different.  To develop the high level logical security architecture, XX diagrams have been created based the unified logical architecture and on the logical interface categories in Section 3.2 of this document.  All of the logical interfaces are included in the overall logical security architecture drawings.  This logical security architecture focuses on an initial example for the Smart Grid.  The logical security architecture is a work in progress and will be subject to revision and further development.  Additional underlying security technology and services will be needed to enable more detailed analysis of required security functions.  
The graphics illustrate, at a high level, the diversity of systems as well as a first representation of defense in depth for the logical interface categories.
We will put the table of the DHS unique technical security controls with sample related security technologies and services here, then followed by the individual drawings.

� NIST Special Publication 1108, NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0.





�Taken directly from the NISTIR, as Annabelle brought up that we could not change the meaning for definition that was already documented.
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