	Logical Interface Category
	Logical Interfaces
	C
	I
	A
	Additional Issues

	1a.
Interface between control systems and equipment with high availability, and with compute and/or bandwidth constraints, for example:

· Between transmission SCADA and substation equipment

· Between distribution SCADA and high priority substation and pole-top equipment

· Between SCADA and DCS within a power plant
	U3, U28, U67, U79, U81, U82, U85, U102, U117
	L
	H
	H
	

	1b. 
Interface between control systems and equipment without high availability, but with compute and/or bandwidth constraints, for example: 

· Between distribution SCADA and lower priority pole-top equipment

· Between pole-top IEDs and other pole-top IEDs
	U3, U28, U67, U79, U81, U82, U85, U102, U117
	L
	H
	M
	

	1c. 
Interface between control systems and equipment with high availability, without compute nor bandwidth constraints, for example: 

· Between transmission SCADA and substation automation systems
	U3, U28, U67, U79, U81, U82, U85, U102, U117
	L
	H
	H
	

	1d. 
Interface between control systems and equipment without high availability, without compute nor bandwidth constraints, for example: 

· Between distribution SCADA and backbone network-connected collector nodes for distribution pole-top IEDs
	U3, U28, U67, U79, U81, U82, U85, U102, U117
	L
	H
	M
	

	2a.
Interface between control systems within the same organization, for example:

· Multiple DMS systems belonging to the same utility

· Between subsystems within DCS and ancillary control systems within a power plant
	U9, U11, U27, U65, U66, U67
	L
	H
	M
	

	2b.
Interface between control systems in different organizations, for example: 

· Between an RTO/ISO EMS and a utility energy management system
	U7, U10, U56, U70, U74, U80, U83, U84, U86, U87, U89, U90, U10, U115, U116
	L
	H
	H
	

	3a.
Interface between back office systems under common management authority, for example: 

· Between a Customer Information System and a Meter Data Management System
	U2, U4, U21, U22, U26, U31, U63, U96, U98, U110, U117
	H
	M
	L
	Primarily addresses confidentiality and privacy

	3b.
Interface between back office systems not under common management authority, for example:

· Between a third party billing system and a utility meter data management system
	U1, U6, U15, U52, U55
	H
	M
	L
	Primarily addresses confidentiality and privacy

	6.
Interface with B2B connections between systems usually involving financial or market transactions, for example:

· Between a Retail aggregator and an Energy Clearinghouse
	U4, U9, U17, U20, U51, U52, U53, U57, U58, U69, U72, U93, U97
	L
	M
	M
	

	7.
Interface between control systems and non-control/corporate systems, for example: 

· Between a Work Management System and a Geographic Information System 
	U12, U30, U33, U36, U52, U59, U68, U75, U91, U106, U113, U114, U131
	L
	H
	M
	

	8.
Interface between sensors and sensor networks for measuring environmental parameters, usually simple sensor devices with possibly analog measurements, for example: 

· Between a temperature sensor on a transformer and its receiver
	U111
	L
	M
	M
	

	9.
Interface between sensor networks and control systems, for example:

· Between a sensor receiver and the substation master
	U108, U112
	L
	M
	M
	

	10a.
Interface between systems that use the AMI network, for example: 

· Between MDMS and meters

· Between LMS/DRMS and Customer EMS
	U6, U8, U21, U25, U32, U60, U95, U119, U130
	L
	H
	L
	

	10b.
Interface between systems that use the AMI network with high availability, for example:

· Between MDMS and meters

· Between LMS/DRMS and Customer EMS

· Between DMS Applications and Customer DER

· Between DMS Applications and DA Field Equipment
	U6, U8, U21, U25, U32, U60, U32, U95, U119, U130
	L
	H
	H
	

	11.
Interface between systems that use customer (residential, commercial, and industrial) site networks such as HANs and BANs, for example: 

· Between Customer EMS and Customer Appliances

· Between Customer EMS and Customer DER

· Between Energy Service Interface and PEV
	U42, U43, U44, U45, U49, U62, U120, U124, U126, U127
	L
	M
	M
	For power system reliability, the confidentiality level is low.  If a logical interface within this category sends sensitive information, the confidentiality level will be high.

	12.
Interface between external systems and the customer site, for example:

· Between Third Party and HAN Gateway 

· Between ESP and DER

· Between Customer and CIS Web site
	U18, U19, U37, U38, U39, U40, U42, U125, U88, U92, U100, U101
	H
	M
	L
	Primarily addresses confidentiality and privacy

	13.
Interface between systems and mobile field crew laptops/equipment, for example:

· Between field crews and GIS 

· Between field crews and substation equipment
	U14, U29, U34, U35, U99, U104, U105
	L
	H
	M
	Critical security parameters (CSPs) need to be encrypted for confidentiality

	14.
Interface between metering equipment, for example:

· Between sub-meter to meter

· Between PEV meter and Energy Service Provider
	U19, U24, U41, U46, U47, U48, U50, U53, U54, U60, U64, U128, U129
	L
	H
	L
	For power system reliability, the confidentiality level is low.  If a logical interface within this category sends sensitive information, the confidentiality level will be high.

	15.
Interface between operations decision support systems, for example:

· Between WAMS and ISO/RTO
	U76, U77, U78
	L
	H
	M
	

	16.
Interface between engineering/maintenance systems and control equipment, for example: 

· Between engineering and substation relaying equipment for relay settings

· Between engineering and pole-top equipment for maintenance

· Within power plants
	U11, U109
	L
	H
	M
	

	17. 
Interface between control systems and their vendors for standard maintenance and service, for example:

· Between SCADA system and its vendor
	U5, U132
	L
	H
	L
	

	18. 
Interface between security/network/system management consoles and all networks and systems, for example:

· Between a security console and network routers, firewalls, computer systems, and network nodes
	Not assessed in this draft
	H
	H
	H
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