NIST IR 7628 Conceptual Security Architecture Chapter Outline

1. Introduction
1.1. What is a conceptual security architecture
2. SGAC Work Background
3. Conceptual Security Architecture View
3.1. Information Classification (the ones within our chapter, since not defined within the NIST IR 7628) – very general classifications
3.1.1. Public

3.1.2. Corporate

3.1.3. Business

3.1.4. Critical
3.2. Security Services
3.2.1. Definition / explanation of service
3.2.2. Mapping to a control type based on NIST SP800-12 (not defined in NIST IR 7628)
3.2.3. Mapping a Security Service to C-I-A
3.3. Messages Types
3.3.1. Mapping a Message to C-I-A
3.4. Mapping a Message to a Security Service
3.5. Mapping Security Services
3.5.1. To LICs
3.5.2. To High Level Security Requirements
4. How to Apply the Conceptual Security Architecture (Note: Our examples need to be non-specific, yet specific enough, to be able to apply to any protocol or communication method – keep transport out.)
4.1. DNP3 transaction codes – might be too protocol specific
4.2. AMI type transactions
4.3. Use case in the Customer or Service Provider domain, such as pre-pay to show information can cross classifications
4.4. Potentially add IEC 61850-7-2 for DER as an example.
5. Conclusion or Wrap-Up
