NISTIR 7628, Smart Grid Cyber Security Strategy and Requirements

Draft 2 – February 2, 2010 - Comment Resolution


	Comment Number:  008
	Submitted by:  
	Honeywell
	Comment Type: X__ Tech. __ Editorial __ Gen.

	Reference: Chapter 2, Page 22, table 2.1, row 7

	Comment

	
	The text on page 22, table 2.1, row 7 regarding the Energy Services Interface (ESI), Home Area Network Gateway (HANG) and the Home Area Network (HAN) could lead to confusion. Suggest that the acronym be changed to “ESI/HANG.”

	
	Rationale/Recommendation

	
	The original wording for the acronym (HAN) could lead to confusion between the ESI, the gateway and the HAN which are potentially separate entities. The HAN is much more than just the gateway. It will likely include appliances, sensors, controllers and a user interface as implied in Appendix F, page F-2.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  009
	Submitted by:  
	Honeywell
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: Chapter 2, Page 22, table 2.1, row 5 regarding the Customer Energy Management System

	Comment

	
	The text on page 22, table 2.1, row 5 regarding the Customer Energy Management System needs to be cleaned up to reflect the fact that the energy management system may be a device in the home which reads data directly from the meter. Here is a cleaned up version of the text. 

An application service or device that communicates with devices in the home. The application service or device may have interfaces to the meter to read usage data or to the operations domain to get pricing or other information to make automated or manual decisions to control energy consumption more efficiently. The EMS may be a utility subscription service, a consumer specified policy, a consumer owned device, or a manual control by the utility or consumer.

	
	Rationale/Recommendation

	
	The original wording implies that the energy management is limited to a service provided by the utility, a manual control or an application written by the consumer. It seems unlikely that consumers will write software applications.  Would it be more appropriate to say a “consumer specified policy?”

Innovation will drive consumer adoption of the smart grid and indirectly energy savings. Many years ago the telephone company owned the phones and leased them to homeowners (a utility subscription service). Consumers had little choice and there was little innovation. Then the regulations changed and homeowners were allowed to own their own phones. This opened up competition and innovation flourished. Now we have cordless phones, speed dial, displays on phones, cell phones, smart phones with cameras, etc. 

The Smartgrid may take one of two paths with respect to choice. If the utility controls the home energy management system consumers will have no choice. Homeowners will be forced to use (lease or indirectly buy) the home energy management system function provided by the local utility. Competition will be limited and we can expect little innovation, just like when the phone company owned the phone.  The alternate path is that the meter measures electricity use but the homeowner is given freedom to choose how they manage energy. Thus, the homeowner has the right to choose a stand alone energy manager device, a very smart thermostat (energy-stat), a software only application on their PC, a utility provided service or no energy manger at all. Competition will drive innovation, the consumer will benefit and energy consumption will be reduced. The lessons learned from the telephone industry show us the way to innovation. 

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  025
	Submitted by:  
	APPA
	Comment Type: __ Tech. _X_ Editorial __ Gen.

	Reference: Chapter 2, Figure 2.1
	Comment

	
	The Unified Logical Architecture (spaghetti) diagram is difficult to utilize, particularly without color coding. The sub-diagrams of the different domains help. However, the separate domains of Energy Storage and Electric Transportation (clearly important for their new challenges) still seems artificial when developing a general Security Architecture.

	
	Rationale/Recommendation

	
	Although it may be very difficult to do, the Unified diagram should be made easier to read. In addition, the domains should follow more logical separations, for instance those in the NIST Roadmap diagram: bulk generation, transmission, distribution, customer, operations, market, and service provider.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  026
	Submitted by:  
	APPA
	Comment Type: __ Tech. _X_ Editorial __ Gen.

	Reference: Chapter 2, 2.1 – 2.6

	Comment

	
	In addition to changing the domains, the Use Cases should be identified which were used to determine which interfaces belonged to which Logical Interface Categories. Even if specific Use Cases were not fully described, at least brief descriptions of the types of interactions and data expected to be exchanged across the different interfaces should be provided.

	
	Rationale/Recommendation

	
	Clarify the types of interactions and the types of data that dictated which Logical Interface Category each interface was assigned to.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  070
	Submitted by:  
	U.S. Chamber of Commerce
	Comment Type: __ Tech. _X_ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1 Actor Definition 5, Page 22
	Comment

	
	EMS typically refers to the platform that is used to manage transmission system often referred to as EMS/SCADA.

	
	Rationale/Recommendation

	
	Clarification

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  071
	Submitted by:  
	U.S. Chamber of Commerce
	Comment Type: X__ Tech. __ Editorial __ Gen.

	Reference: Chapter 2, Figures 2.2 & 2.3, Pages 29 and 33

	Comment

	
	These diagrams are somewhat confusing.  Figure 2.2 AMI should focus on smart meters, IEDs that use the AMI network, the AMI Head End, and interfaces among DMS, OMS, DRMS, MDMS, CIS, Customer Portal. CEMS, HAN devices, Retailers and ESPs.  Other interfaces should include AMI Head End to Work Management (for AMI related work requests), Mobile Workforce Management, Crew Field Tools, and GIS.  The wholesale market/ISO/RTO/SCADA info is perhaps superfluous.

Figure 2.3 should have an interface between DRMS and the AMI Head End (since a number of current and future implementations will communicate to the HAN devices through the meters).  Also the results of the event will be captured by DRMS through AMI Head End and MDMS.

Both diagrams imply that DA devices will communicate through SCADA to get to DMS.  A number of DA devices being deployed for smart grid are using AMI network cards for communicating to DMS through the AMI network.

	
	Rationale/Recommendation

	
	Clarify Figure 2.2 to focus on AMI; add an interface between DRMS and AMI Head End on Figure 2.3.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  073
	Submitted by:  
	U.S. Chamber of Commerce
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2, Page 31 interface 10a,b
	Comment

	
	Interface between systems that use the AMI network descriptions are somewhat confusing.  Perhaps it should include interfaces between systems that use AMI network end point data.  None of the systems that are mentioned use the network directly.  They capture the data through the AMI Head End. Also, MDMS is noted in both categories of availability.
(Comment clarified on 06/01/2010 submission.)  Interface between systems that use the AMI network descriptions are somewhat confusing.  Perhaps it should include interfaces between systems that use AMI network end point data.  None of the systems that are mentioned use the network directly.  They capture the data through the AMI Head End. MDMs do not talk directly to an AMI network.  The AMI headend server is what talks to the METER.  The AMI network is the total of meter, communications and AMI headend server.  The interaction diagrams should perhaps be described as systems that utilize AMI network data points since data points might be a meter, a sensor, or an in-home display.

	
	Rationale/Recommendation

	
	Change the first bullet of 10a and 10b to reflect that MDMs do not talk directly to an AMI network.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  074
	Submitted by:  
	U.S. Chamber of Commerce
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: Chapter 2, Figure 2.4, Page 37

	Comment

	
	This figure may be missing DMS and DRMS as actors in managing stored energy as a resource.  SCADA will feed its inputs into DMS.  On a smaller scale, DRMS can manage various residential and commercial programs associated with RECs and load control programs for system reliability.

	
	Rationale/Recommendation

	
	

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  075
	Submitted by:  
	U.S. Chamber of Commerce
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2, Figure 2.5. Page 41
	Comment

	
	Suggest expanding the role of the AMI Head End for net and bi-directional metering and MDMS to resolve the billing determinants.

	
	Rationale/Recommendation

	
	Content addition

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  120
	Submitted by:  
	Cisco
	Comment Type: __ Tech. __ Editorial _X_ Gen.

	Reference: 

Chapter 2
	Comment

	
	After reading through the document I see that interfaces have been identified and a threat analysis has been conducted. Question is “how does the document deal or keep track of new interfaces that are created or old ones get deprecated?”

	
	Rationale/Recommendation

	
	Put some discussion in the beginning of the document discussing the solution. The only solution I can offer 9may be there are other better ways) is the cyber security requirement document will have to have versions and will have to be tied to a specific version of the smart grid architecture (against which the threat analysis, has been conducted).

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  132
	Submitted by:  
	UtiliSec
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2
	Comment

	
	Unified Architecture – please add U60 to the AMI diagram.

	
	Rationale/Recommendation

	
	Meter communications with the ESI are relevant to AMI.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  153
	Submitted by:  
	American Electric Power
	Comment Type: __ Tech. __ Editorial _X_ Gen.

	Reference: 

Chapter 2, Table 2.1 – Actors
	Comment

	
	There is no clarification of “types” of actors.  It would be useful to classify the actors into categories, such as:

· System Actors

· Subsystem Actors

· Component Actors

· Mechanism Actors

· Domain Actors

This would help differentiate within the Interface Diagrams as to what each type of actor is by showing what the overall actor activity is being performed.     

	
	Rationale/Recommendation

	
	Modify the diagrams to show the different classifications of actors.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  154
	Submitted by:  
	American Electric Power
	Comment Type: __ Tech. __ Editorial _X_ Gen.

	Reference: Chapter 2, Interface Diagrams

	Comment

	
	The Interface Diagrams only show “point-to-point” connections.  The diagrams do not show “end-to-end” connectivity.  This is the difference between “to” something and “through” something.

	
	Rationale/Recommendation

	
	The diagrams need to show holistically an end-to-end perspective, while incorporating the point-to-point aspects of the smart grid.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  169
	Submitted by:  
	EEI
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2
	Comment

	
	EEI suggests that the introduction to this chapter could be improved by adding the following paragraph to in the first of the Chapter Two: 

The actors illustrated here are representative examples, and are not all the actors in the Smart Grid.  Similarly, the functions and interfaces themselves are only representative of potential implementations, and should be considered as categories of functions that an entity may or may not choose to implement.  

	
	Rationale/Recommendation

	
	This type of clarification will be helpful when systems are audited against such requirements, which should help to ensure such standards are not misapplied to functional areas beyond their original intent.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  187
	Submitted by:  
	NERC
	Comment Type: __ Tech. __ Editorial _X_ Gen.

	Reference: 

Chapter 2, page 19 and Chapter 3, page 54
	Comment

	
	In the NISTIR 7628 Second Draft, NIST presents an analysis of the logical architecture and interfaces of the smart grid, which is useful in analyzing smart grid domains and actors and potential cyber security vulnerabilities.  There are two areas of consideration NERC requests NIST to consider in its analysis to help ensure the reliability and security of the bulk power system as smart grid technologies and applications are developed.  First, control systems and optimization systems need to work harmoniously, with reliability and security designed and present throughout.  Second, NERC believes that category definitions for fully functional and degraded modes of operation would be helpful to assess the security and reliability of the system.  

	
	Rationale/Recommendation

	
	a. Control Systems and Optimization Systems Need to Work Harmoniously, with Reliability and Security Designed and Present Throughout. 

NERC and NIST must carefully assess any potential cyber security impacts on the smart grid and the work that is required to ensure that potential cyber security risk is effectively managed in light of newly discovered cyber security vulnerabilities.  Many smart grid users are just now considering the Supervisory Control and Data Acquisition (“SCADA”) environment.  Therefore, even if cyber security practices are working in the IT and telecommunications realm, a system more impervious to cyber attacks requires additional work in an integrated, embedded, system control and network environment.
  

The bulk power system is made up of large amounts of system inertia, and existing control systems are used to manage a very large, nonlinear system.  Cyber security strategy that works for one area (e.g., IT or telecommunications) cannot be assumed to effectively be applied in a smart grid environment where new tools and equipment will be integrated to make up the smart grid, thereby potentially introducing new cyber security vulnerabilities on a regular basis.

Additionally, the bulk power system is operated by a complex system of systems.  This complex system currently relies on delicately integrated control systems that have been refined over decades to provide highly reliable control of the bulk power system.  While the smart grid may introduce new optimization systems that perform specific roles in achieving smart grid functions (e.g., reduced energy use, optimization of assets, increased awareness), these new systems must also work near flawlessly with each other and legacy control systems.  Meanwhile, new and advanced smart grid control systems will be introduced to improve reliability on the grid, and these control systems will need to function seamlessly with legacy systems and new optimization systems.  

Therefore, because a common and overarching concern is cyber security for all systems on the grid and new systems being introduced as smart grid, designing and initially introducing such systems with robust cyber security features will support bulk power system reliability and be more cost-effective than integrating cyber security features after implementation.

b. Category Definitions for Fully Functional and Degraded Modes of Operation would be Helpful to Assess the Security/Reliability of the System. 

Chapter Three of the NISTIR 7628 Second Draft provides an overview of NIST’s Logical Interface Analysis and the security requirements that may impact the smart grid.  While NERC believes the use cases provided in Chapter Three are useful because they help the industry consider potential concerns associated with the smart grid, the impacts analyzed miss an important point that should be examined.  The category definitions should be looked at with what would be the core components of that category in the event of a system operating in a “fully capable” mode, a “degraded” mode, or a “not capable” mode.  NERC discussed these concepts in more detail in its comments in response to the NISTIR 7628 First Draft.
  

Additionally, some of the use cases analyzed in Chapter Three, while important, should not command a higher priority with respect to cyber security protection and recovery if they are not core components that drive the electric system.  Accordingly, NERC recommends that the core components be clearly examined and separated from those components that merely provide optimization of the smart grid.  

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  189
	Submitted by:  
	NERC
	Comment Type: __ Tech. __ Editorial _X_ Gen.

	Reference: 

Chapter 2 / 3
	Comment

	
	In Chapter Three of the NISTIR 7628 First and Second Drafts, NIST analyzes the interface diagrams for the six functional priority areas discussed in the Smart Grid Framework Document.  While NIST’s analysis is useful in examining some of the potential cyber security vulnerabilities of the smart grid, it does not adequately describe the impacts of a vulnerability on each interface in such a way that will allow the industry to adequately determine how to prioritize cyber security protection and recovery of the systems and parts that will make up the smart grid.  

	
	Rationale/Recommendation

	
	One suggested approach that will provide the industry with the information it needs to prioritize cyber security protection and recovery of the core components of the smart grid is to include in Chapter Three of NISTIR 7628 an examination of the core capabilities of the six functional areas explored.  Because not all control systems are equal, and many system enhancements will enable grid optimization only, it is essential that the industry have a mechanism in place in which the core capabilities can be defined and separated from those parts of the smart grid that optimize the grid.  While NERC supports an optimized grid, NERC believes it is more important that the industry have the capability to segment the essential core components of the smart grid so that in the event of a high risk or incident, the core components can be addressed first and preserved to maintain bulk power system reliability.  Accordingly, it will be essential to distinguish between core components and optimization functions. 

NERC proposes two strategies for developing a cyber security framework for the smart grid: 

1) In an organized and designed way, NIST and the industry need to develop a focus on response and recovery.  While the first goal of a cyber security strategy should be on prevention, it also requires that a response and recovery strategy be developed in the event of a cyber attack on the electric system.  More planning and investment is needed to develop response and recovery actions, while continuing to develop a strategy for prevention of a cyber security incident.

2) It is essential that those parts or equipment of the smart grid that optimize the system are separate from the core components of the smart grid.  The core components are those components that are essential to enabling a functioning electric grid.  Therefore, the core components of the smart grid must be understood so that, in the event of a cyber security incident on the grid, the core components can be recovered with minimal technology in a quick and efficient manner, ensuring bulk power system reliability.  This attention on the core components of the smart grid will also help identify where response plan decisions and actions can be carried out to protect core functionality and/or quickly restore it. 

While NERC believes the use cases provided in Chapter Three are useful because they help the industry consider potential concerns associated with the smart grid, the impacts analyzed must be looked at with what would be the core components of that category in the event of a system operating in various operating states.  Additionally, the use cases analyzed in Chapter Three, while important, should not command a higher priority with respect to cyber security protection and recovery if they are not core components that drive the electric system.  Accordingly, the core components should be clearly examined and separated from those components that merely provide optimization of the smart grid.    

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  199
	Submitted by:  
	Progress Energy
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2
	Comment

	
	Chapter 2 doesn’t read like a real chapter.  It seems like the details in the tables would be better suited in an appendix.  The diagrams would be more valuable if they were described with several paragraphs instead of the table listing just what the interfaces are.  

	
	Rationale/Recommendation

	
	Move tables 2.1, 2.2, 2.3, 2.4, 2.5, 2.6, 2.7, to a NEW appendix called something like Architecture Interfaces descriptions.  Add several sentences and/or paragraphs to describe the architectures, logical interfaces, categories, actors, etc.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  213
	Submitted by:  
	Southern Company Services, Inc., as agent for Alabama Power Company, Georgia Power Company, Gulf Power Company and Mississippi Power Company
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1 -

Item 13
	Comment

	
	The description for “Distributed Intelligence Capabilities” is poorly worded.

	
	Rationale/Recommendation

	
	A Distributed Intelligence Capability normally operates in an autonomous mode from the centralized control system. The description should be revised to read in its entirety as follows: “Advanced automated/intelligence application that operates in a normally autonomous mode from the centralized control system to increase reliability and responsiveness.”

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  214
	Submitted by:  
	Southern Company Services, Inc., as agent for Alabama Power Company, Georgia Power Company, Gulf Power Company and Mississippi Power Company
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1 – Item 15
	Comment

	
	Item 15 contains a combined heading actor of “Distribution Remote Terminal Unit/Intelligent Electronic Device”, but the functionalities are split into separate items for Transmission. (See Items 46 &47)

	
	Rationale/Recommendation

	
	The Distribution RTU in Item 15 should be separated under a new item number with the following description:  “Distribution RTUs directly telemeter or pass status and measurement telemetry information from substation or feeder equipment to a Distribution SCADA system, and transmit control commands from the Distribution SCADA system to the field equipment”. 

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  215
	Submitted by:  
	Southern Company Services, Inc., as agent for Alabama Power Company, Georgia Power Company, Gulf Power Company and Mississippi Power Company
	Comment Type: _X_ Tech. __ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1- Item 29
	Comment

	
	The description of Distribution Supervisory Control and Data Acquisition (SCADA) is incorrect/incomplete.

	
	Rationale/Recommendation

	
	The description field for Distribution SCADA does not mention control.  It reads more like a relational database rather than a SCADA system. The core functionality (data acquisition, alarming and remote control of devices) of a Distribution SCADA system and a Transmission SCADA system are identical.  The difference lies in voltage levels served and distribution versus transmission operation requirements.  

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  216
	Submitted by:  
	Southern Company Services, Inc., as agent for Alabama Power Company, Georgia Power Company, Gulf Power Company and Mississippi Power Company
	Comment Type: __ Tech. _X_ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1 – Item 28

	Comment

	
	Usage of “distribution grid” is too narrow since much distribution in the USA and other parts of the globe is radial.

	
	Rationale/Recommendation

	
	For distribution, the term “distribution system” may be more representative than “distribution grid”.

	
	Disposition (for SGIP-CSWG use)

	
	


	Comment Number:  217
	Submitted by:  
	Southern Company Services, Inc., as agent for Alabama Power Company, Georgia Power Company, Gulf Power Company and Mississippi Power Company
	Comment Type: __ Tech. _X_ Editorial __ Gen.

	Reference: 

Chapter 2, Table 2.1 – Item 35

	Comment

	
	Operator Displays as an Actor should be deleted from this table.

	
	Rationale/Recommendation

	
	Operator Displays as an Actor is superfluous (all EMS, DMS, SCADA systems have integral Operator Displays).  Adding an Operator Display actor creates additional interfaces and complexity that are not required.  Also, the Operator Display Actor is too generic and thus is misleading (e.g., why does Operator Display not have an interface to Distribution SCADA?).

	
	Disposition (for SGIP-CSWG use)

	
	


� These concepts are discussed in more detail in NERC’s December 1 Comments a pp. 11-12. 


� See NERC’s December 1 Comments at pp. 14-15.  
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