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The following are notes on my process to create a framework for defining the security architecture castle diagrams.   I think the success of any approach we develop as a group will be how readers of the final document can apply the process to identify flaws in their security architecture or understand what security controls they will need to follow industry best practices.   The other purpose of the process was to create at minimum a base of material for others to build on.
After reviewing the unified logical architecture diagram I considered a very high level connection diagram shown in Figure 1.  The numbers on the connection lines represent the number of interfaces between domains.    It is interesting that there is only one interface between the customer and distribution domains.




Figure 1:  Domain Connection Diagram
For definition purposes, I have defined the numbered interfaces as intra-domain interfaces and the internal interfaces as the inter-domain interfaces.  

In a castle model, the perimeter security approach ring fences “trusted” or somewhat trusted systems and focuses on tight ingress and egress controls among other things.  The logical architecture diagram presents numerous kingdoms (fiefdoms) where there could be any number of castles. 
I was attempting to create a list of differentiators that would allow us to develop a systematic approach for defining the visual model.  Below is my first attempt.
As described in the logical diagram, some actors are simple or very complex large systems.  I believe the assumption (not yet proven) is that the internals of any actor are trusted.   Therefore, one could assume that each actor is a castle or inner wall of a castle itself.  
This might fit nicely since in the Operations Domain, the Transmission SCADA, EMS, and Operator Display are always deployed as one system.  In fact, these actors are under physical control as well as common cyber security controls.  
Therefore if we group actors with implicit trust in the same castle, actors with explicit trust should be in another castle so to speak. 
I guess the next question is how to determine if the trust is static or dynamic.  Trust will change over time between actors.  This key question is what factors would cause this change and are there specific security controls such as identity management systems, auditing systems, etc. that would be used to maintain trust.   I created the slider below to illustrate the issue.

As a first draft I would propose such factors as the following:
1. Grouped actors may have implicit trust if the cyber system has been architected as a single solution.
2. Grouped actors may have explicit trust if the cyber systems are under the same physical access controls.
3. Grouped actors may have explicit trust if the cyber systems are managed with the same identity management system.


Castle Models
The details of these castle models should be fairly high level to not impose a specific industry solution.  One way to do that would be to create a “blocking” castle model view.  Figure 2 shows a partial castle model with this concept.   There is plenty of opportunity for details that add value to these types of drawings.  This is only one type of visualization method so there are probably better ways to detail the security architecture.


Figure 2: The start of a castle model

How to proceed?
My thoughts around this depend on whether the group sees any value in working on this framework for the castle model.  My next steps would be to group actors, identify/define trust relationships and then produce a “blocky” castle model.  The advantage of this would we to vary the trust levels for certain actors and then create a new “blocky” castle model to show how each read of the document might apply it to their system.

