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1 Introduction 
Architecture is the Structure of Components, their relationships, and the principles and guidelines governing their design and evolution over time
.  This document provides the security architecture for premises networks within the context of the smart grid. Thee networks include:
· Building Area Network (BAN): This addresses commercial buildings such as schools, hospitals and commercial office buildings. 

· Home Area Network (HAN): This addresses single and multiple family residential which includes single family homes, duplexes and apartments. 

· Industrial Area Networks (IAN): These facilities typically include heavy manufacturing such as manufacturing, mining and refining. 

 The document is structured as follows. 
Section 2 - Smart Grid Context: Provides background information on the premises as it relates to the smart grid. 

Section 3 - Common Premises Security Architecture: Provides the description of actors and data exchanges within the premises and crossing the premises boundary. It also introduces the generic premises protocol layering and authentication mechanisms. 

Section 4 - Home Area Network Security Architecture: Provides a more specific version of the premises architecture tailored for the home environment. 

Section 5 - Building Area Network Security Architecture: Provides a more specific version of the premises architecture tailored for the commercial building environment. 

Section 6 - Industrial Area Network Security Architecture: Provides a more specific version of the premises architecture tailored for the industrial environment. 

Section 7 - References: Provides useful references for requirements, protocols and cryptography. 
Elizabeth writes: The High Level Requirements capture the security goals of the Smart Grid, documenting the results that must be delivered independent of how those requirements are met. They describe *What* (bold/italic) the Smart Grid needs to deliver to be secure. The Architecture then documents the initial design decisions that determine how those requirements are met. Thus the Architecture describes *How* (bold/italic) the Smart Grid will deliver security.

An example is a HLR of "this data needs to be persistent." This requirement can be met by an architecture containing either a relational database or a storage area network, as determined by the architect in consideration of additional requirements.

2 Smart Grid Context
The unified logical architecture for the Smart Grid is shown in Figure 1. This document is focused on the premises security architecture which is centered in the customer domain shown in the lower right. 
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Figure 1 Smart Grid unified logical diagram 

2.1 Domains

This document is focused on the security of the customer domain, including its interfaces with entities outside of its domain.  There are 3 domains which play a key role in the security architecture. Each of these is introduced below to provide context.  
2.1.1 Utility Operations

The utilities interact with at least three classes of customer premises including home owners, commercial buildings and industrial plants. The utility has a high level view of the network providing the ability 

· Prevent: Deter attacks through the application of security policy, secure protocols, firewalls, authentication and cryptographic mechanisms. 

· Detect: Monitor the security of the network (e.g. intrusion detection) and auditing. 

· Respond: Contain attacks through partitioning, switching to fallback modes and cleaning up after an intrusion.  

 The actors in the customer domain are introduced below. 
2.1.2 Service Providers
These entities typically provide energy management services such as aggregation of demand response, remote facility management and energy information. These organizations are not responsible for providing power or maintaining the security of the networks within a premises. 

These organizations are required to provide privacy protection to customer data and to provide secure control channels (if providing remote control signals) to the premises. 

2.1.3 Customer
The actors within the customer domain are: 

· Customer: An entity that pays for electrical goods or services.  A customer of a utility, including customers who provide more power than they consume.
· Customer Appliances and Equipment: A device or instrument designed to perform a specific function, especially an electrical device, such as a toaster, for household use.  An electric appliance or machinery that may have the ability to be monitored, controlled and/or displayed.
· Customer DER: Generation and Storage: Energy generation resources, such as solar or wind, used to generate and store energy (located on a customer site) to interface to the controller (HAN/BAN) to perform an energy related activity.
· Customer EMS: An application service that communicates with devices in the home.  The application service may have interfaces to the meter to report usage or to the operations domain to get pricing or other information to make automated or manual decisions to control energy consumption more efficient.  The may be a utility subscription service, a consumer written application, or a manual control by the utility or consumer.
· Electric Vehicle (EVSE / PEV): A vehicle driven entirely by an electric motor powered by a rechargeable battery that is usually plugged in overnight.
· Energy Services Interface / HAN Gateway: An interface between the distribution, operations, and customer domains and the devices within the customer domain.
· Meter: Utility owned point of sale device used for the transfer of product and measuring usage from one domain / system to another.
· Customer Premise Display: This device will enable customers to view their usage and cost data within their home or business.
· Sub-Meter (EUMD): A meter connected after the main billing meter. It may or may not be a billing meter and is typically used for information monitoring purposes.
· Water / Gas Metering: Utility owned point of sale device used for the transfer of product (water and gas) and measuring usage from one domain / system to another.
The customer domain is further divided into three network types which are introduced below. 

2.1.3.1 Commercial Buildings
These can include schools, hospitals, stores and office buildings. 

These present large loads and typically have equipment such as chillers with high startup and running currents. They may also have loads with high power factors (e.g fluorescent lights). 

The building networks are typically BACNet, LON, Ethernet and wireless. These are typically physically protected. 

The impact to the premises from a security breach could include a loss of service (e.g. data center is shut down, customers cannot be served) and financial losses (e.g. food spoilage).  The impact to the grid from a security breach could include large fluctuations in load (e.g. cycle chillers on and off).  
The security of the network is typically managed by a trained professional who follows a written security policy. However, there could be many tenants with little training or incentive to follow procedures. 

Risk management (formal or informal) is typically performed. This network administrator typically reports up to a building manager (i.e. formal accountability) and audits may be performed.  
Energy management applications are frequently used to monitor and control loads. These may be located within the facility or hosted by a third party outside of the facility. Automated demand response systems are in place today and they are expected to become more sophisticated as distributed energy production and time of use pricing become common.  
2.1.3.2 Industrial Plants
These frequently include manufacturing plants (e.g. auto assembly), petrochemical or mining. These represent very large loads with high power factors (e.g. motors). In some cases the load is actively coordinated with the utility. Co-generation is common. 
The industrial networks are typically a mix of standards based control networks (Modbus), proprietary networking technology and IT networks (TCP/IP over Ethernet). Generally the control network is isolated from the corporate IT network via a firewall. The security of the network is typically managed by a professional with a single domain of control. 
The impact of a power disruption to the premises typically includes a significant economic impact and it may cause damage to equipment or even the risk of loss of life. Due to the large loads represented by these premises, they can cause significant fluctuations on the grid. Due to the potential dangers in industrial processes the sites typically perform formal risk management and auditing of the network security. 

The energy costs of an industrial plant are significant so the energy management applications are actively managed. These management applications are expected to become more complex as the smart grid creates more options and distributed energy generation and storage expands.  
2.1.3.3 Homes

The loads in an individual home are small and a single home does not have a significant impact on the grid. 

Home area networks typically have less than 20 nodes and are behind some type of internet gateway. They may include Ethernet, WiFi, ZigBee and HomePlug networking technologies. It will be common for insecure computers (e.g. home PC) to be on the same IP network as the loads being controlled.   

Home area networks are considered compromised by the utilities, thus the utility take steps to protect the utility AMI network from attacks launched from the home. The home should limit access from the utility AMI network and the Internet. The home network is typically managed by someone with little network security training. There is no written security policy, system of accountability or intrusion detection. Audits of network security setting and procedures are uncommon.  This implies that the HAN needs to be secure “out of the box” with minimal technical configuration by the homeowner. Patches and configuration fixes need to be applied automatically. 
Homes tend to be more homogenous than commercial and industrial sites so there is an increased risk that a virus or work could attack many homes and simultaneously manipulate the loads. This could cause disturbances in the grid. 
Home energy management is likely to be set it and forget it. As the newness wears off the premises energy management routines will be established and application changes will be infrequent. 
2.2 Threats, Security Issues and Requirements 
The threats to the smart grid and to the premises networks have been documented extensively in other smart grid related documents. The broad, high level security requirements for the smart grid are contained in NISTIR 7628, Section 3. The reader is referred to the following documents for detailed discussions of the threats and security issues. 
1) Home Area Network System Requirements Specification - 2008, v0.2.5, Dec 3, 2007
2) AMI-SEC System Security Requirements V1.01, Dec 17, 2008, UCAIug: AMI-SEC-ASAP
10) Smart Grid Cyber Security Strategy and Requirements, Draft NISTIR 7628, Feb 2010- See Appendix C – Vulnerability classes
A guiding principle in the development of the premises networks is mutual distrust. The utility does not trust the premises network because it could be compromised. Likewise, the premises owners have limited trust of the utility for privacy reasons and therefore limit the ability of the utility to look inside the premises. 
3 Common Premises Security Architecture

This contains common architecture elements which unite all of the premises. More specific security architectures are given below for the three types of premises. 
3.1 Components

This will list each of the premises network components (customer, energy management system, meter, etc.) and provide a generic description of its function. 

This should also identify the capabilities of each of the components. i.e. what data does it read, and what data does it write? Does it have the ability to cryptographically sign, verify or encrypt data?    
3.1.1 Customer

An entity that pays for electrical goods or services.  A customer of a utility, including customers who provide more power than they consume.

3.1.2 Customer premise display

This device will enable customers to view their usage and cost data within their home or business.

3.1.3 Customer energy management system

An application service or device that communicates with devices in the premises.  The energy management system may have interfaces to the meter to report usage or to the operations domain to get pricing or other information to make automated or manual decisions to control energy consumption.  This may be a utility subscription service, an in premises controller, a consumer written application, or a manual control by the utility or consumer.

3.1.4 Customer appliances and equipment

A device or instrument designed to perform a specific function, especially an electrical device, such as a toaster, for household use.  An electric appliance or machinery that may have the ability to be monitored, controlled and/or displayed.

3.1.5 Energy services interface/HAN gateway

An interface between the distribution, operations, and customer domains and the devices within the customer domain.

3.1.6 Meter

Utility owned point of sale device used for the transfer of product and measuring usage from one domain / system to another.

3.1.7 Water/gas metering

Utility owned point of sale device used for the transfer of product (water and gas) and measuring usage from one domain / system to another.

3.1.8 Customer DER generation and storage

Energy generation resources, such as solar or wind, used to generate and store energy (located on a customer site) to interface to the controller (HAN/BAN) to perform an energy related activity.

3.1.9 Electric vehicle (EVSE/PEV)

A vehicle driven by an electric motor powered by a rechargeable battery that is usually plugged in overnight.

3.1.10 Submeter (EUMD)

A meter connected after the main billing meter. It may or may not be a billing meter and is typically used for information monitoring purposes.

3.2 Data exchanges

The data exchanged on each of the interfaces will be generically described. This includes the interfaces to entities outside the customer domain as well as exchanges within the domain. 

3.2.1 With entities outside the customer domain

Data flows into and out of the premises via two connection points.

· AMI: The advanced metering Infrastructure provides a highly reliable, relatively low bandwidth path between the utility and the premises. There is two way communications between the utility and the meter over the AMI. The meter is the demarcation point between the AMI and the premises network. The meter is firewalled from the premises such that the only data flowing from the meter into the premises is near real time consumption information. This narrow and simple interface reduces risk. No data flows from the premises network, through the meter and onto the AMI network. This protects the AMI from compromised premises networks (e.g. a botnet attack to flood the AMI).   

· Public networks: The existing public networks are used to deliver data which is not critical to the operation of the grid, not real time and may involve third parties. The public networks may include cellular, pager, cable modems, DSL, fiber optic networks and even satellites. The data delivered over these public networks may include time of use pricing schedules, demand response, critical peak pricing, remote control and monitoring (e.g. turn on my home AC) and summary billing (e.g. historical billing for month to month or year to year). Data flow is typically two way in that the premises may send data out to entities on the public network. 
The data flows into/out of the customer domain are shown in Figure 1 and enumerated below. 

In each section, the unified number of the interface is first listed, then the two communicating Actors are named with a dash between them.  Next both the Information Exchanged and the Description of the interface are also documented.

3.2.1.1 U18: Third party - Energy Services Interface/HAN Gateway
Information Exchanged:

This is an interface of unknown purpose with a third party who is authorized to interface to the Customer Gateway/ESI.  The information exchanged depends on the purpose of the interface

Description of interface: media, network and/or protocol:

Between CIS and Metering System
3.2.1.2 U19: Aggregator/Retail Energy Provider - Energy Services Interface/HAN Gateway
Information Exchanged:


Customer info, authorization, DR program/event/signal, and communication.

Description of interface: media, network and/or protocol:

Between DR Aggregator or REP and Customer EMS.  The Aggregator/Energy Services Company serves as an interface for multiple customers and performs a variety of functions.  The Customer Gateway/ESI and Customer EMS are pass through entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be pass through only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.
3.2.1.3 U24: AMI Headend – Meter
Information Exchanged:


Meter reading, events, meter management.  Metering data
Requests for metering data
Interactions with HAN devices (these could vary from none to very many of differing types and security requirements)

Description of interface: media, network and/or protocol:


Proprietary AMI network, using broadband WAN and narrower band, often meshed, radio systems to the meter and HAN gateway.
ANSI C12.22 is the most commonly used protocol – it has recently been updated with security but needs assessment on the new functionalities.
ANSI C12.19 is the object model for the meter
No specific object models have been developed for interactions with devices and systems across the HAN gateway. Object models exist for some DER, but none yet for PEV

3.2.1.4 U25: AMI Headend - Energy Services Interface/HAN Gateway
Information Exchanged:


Control events and signals

Description of interface: media, network and/or protocol:

Control through AMI metering system and network 
3.2.1.5 U32: Energy Services Interface/HAN Gateway - LMS/DRMS
Information Exchanged:


Control events and signals
Description of interface: media, network and/or protocol:


Between utility LMS/DRMS and Customer Energy Services Interface
3.2.1.6 U35: Meter - Field Crew Tool
Information Exchanged:


Meter maintenance, meter data upload/download

Description of interface: media, network and/or protocol:


Between Meter and Field Tool

3.2.1.7 U39: Web Server – Customer
Information Exchanged:


Any information displayed on the web

Description of interface: media, network and/or protocol:


Browser viewing by the customer

3.2.1.8 U40: Customer Service Representative – Customer
Information Exchanged:


Any information requested by the customer, or deemed necessary by the CS Representative

Description of interface: media, network and/or protocol:


Personal contact, via phone, face-to-face, etc.

3.2.1.9 U54: Energy Services Interface/HAN Gateway - Metering/Billing/Utility Back Office
Information Exchanged:


Metering and billing information requests to and responses from customer site meters and sub-meters via Customer Gateway/ESI 

Description of interface: media, network and/or protocol:


This is the interface through which the Metering/Billing/Utility Back office exchanges data with the PEV and its associated metering and billing-related devices.  The Customer Gateway/ESI is one of a number of pass through interfaces on that path.  At the beginning of a sequence of exchanges, some setup information must be exchanged either directly or via the SCADA/DMS to include:


 - Identity and related authentication of the vehicle, individual (e.g., driver), and vehicle location.
 - Enrolment information, such as identification of long-term account or plan for the vehicle and/or the individual, or temporary setup of an account/plan for the duration of the sequence (e.g., roaming).  Some of this information must be shared between the SCADA/DMS and the Metering/billing/utility back office, and the exchange of this information with the PEV could be performed through either interface.  This information could include that necessary for negotiation of a temporary arrangement and sending of a credit card number for billing purposes.
 - Capability information, such as the scope of commands, requests, and other information the vehicle can interchange with the SCADA/DMS.  This information will necessarily be linked to both the account or plan, either long-term or temporarily set up, and the capabilities of the vehicle and/or its intermediaries and other customer site devices.
After completion of the setup, the information exchanged will mainly consist of metering and billing information.

3.2.1.10 U59: Distribution SCADA - Energy Services Interface/HAN Gateway
Information Exchanged:


Confirmations on execution of direct controls, requests, and reaction on RTP, transmission of requested real-time measurements;

Description of interface: media, network and/or protocol:


From Utility Operations to Customer. VVWC and DOMA determine the voltage and loading critical sites and request near real-time measurement updates. VVWC under load reduction objective determines in which voltage-critical points load reduction would significantly increase the voltage and sends a triggering signal to this point for exercising discharge of PEV electric storage into grid.  VVWC then lowers the voltage and adjusts capacitors to utilize the additional room created by the PEV discharge. The DCA and FLIR determine in which nodes the electric storage discharge would improve the restoration results and issue triggering signals to the corresponding sites. In case of an aggregated request for load reduction, the utility issues triggering commands to a large number of customers for demand response, electric storage discharge, and DER starts.

3.2.1.11 U64: Billing – Meter
Information Exchanged:

Energy consumption information flows from the meter to the utility billing function. 
Description of interface: media, network and/or protocol:


From customer to Metering Billing. Periodic data (every 1-5 min) by event data.

The meter is the demarcation point between the utility and the premises network. Thus, the billing side of the meter is on the AMI network which is outside of the premises. Thus, the U64 data flow does not traverse any premises network. See Figure 7 on page 26 for information on the meter communications. 

3.2.1.12 U88: Distribution Management System - Customer EMS
Information Exchanged:


The DMS provides energy services information such as Pricing signals, direct energy management signals, information from and to the utility, information from and to third parties, and many still unknown interactions. The Customer EMS provides customer power-related status and information.

Description of interface: media, network and/or protocol:


The public Internet is used to carry this information.
No object models have been develop yet, although CIM and/or MultiSpeak could eventually be used

3.2.1.13 U92: Aggregator/Retail Energy Provider – Customer EMS
Information Exchanged:


Outsourced metering and billing,
DER and load management monitoring and control information, ultimately to be exchanged through the HAN gateway to the DER units and loads in the customer premises.
Description of interface: media, network and/or protocol:


Most likely a private WAN (owned or leased), although potentially the public Internet could be used for some data.
The network is most likely to be internet-based
Protocols are proprietary, although conceptually either CIM or MultiSpeak could be used

3.2.1.14 U95: Energy Service Providers - Customer EMS
Information Exchanged:


A wide range of types of information, mostly unknown at this time, since these types of interfaces have not been implemented in many places

Description of interface: media, network and/or protocol:


Both wired and wireless media are possible, most likely broadband in order to meet the potentially large amount of traffic
The most likely network is the public Internet, but others are possible, particularly for commercial and/or industrial customers who can implement private networks, at least up to a central site
The protocols are most likely to be the Internet protocols

3.2.1.15 U106: Load Management System - Customer EMS
Information Exchanged:


Load management signals to change load and/or generation, either as commands or pricing signals
Response to load management signals, indicating degree of compliance or non-compliance

Description of interface: media, network and/or protocol:


Paging or one-way radio system (legacy)
Via the internet
3.2.1.16 U119: Customer Information System - Customer EMS
Information Exchanged:


To Customer EMS: Customer tariff information, payment options such as pre-payment, DER tariff information
From Customer EMS: PEV registration, tariff agreements

Description of interface: media, network and/or protocol:


“Logical” interface
No standards for any types of information exchanges

3.2.1.17 U125: Customer Information System – Customer
Information Exchanged:

Description of interface: media, network and/or protocol:

3.2.2 With entities within the customer domain

Data flows within the customer domain include but are not limited to: 

3.2.2.1 U41: Customer EMS – Meter
Information Exchanged:


Meter data and events.  Pricing signals, direct energy management signals, information from and to the utility, information from and to third parties, and many still unknown interactions
Description of interface: media, network and/or protocol:


Between Meter and Customer EMS.  ZigBee meshed radio and HomePlug powerline carrier are the primary media used for HANs
The Smart Energy Profile is expected to become the protocol for the HAN, with mappings to CIM and IEC 61850, but proprietary solutions are still prevalent

3.2.2.2 U42: Energy Services Interface/HAN Gateway - Customer EMS
Information Exchanged:


Customer info, authorization, DR program/event/signal, and communication.  Two way pass through of data between actors external to the customer and the Customer EMS or metering and PEV connected to the Customer EMS.  The Customer EMS is likely to also be a pass through in some cases.

Description of interface: media, network and/or protocol:


Between DR Aggregator or REP and Customer EMS.  The Customer Gateway/ESI and Customer EMS are pass through entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be pass through only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

3.2.2.3 U43: Energy Services Interface/HAN Gateway - Customer Appliances

Information Exchanged:


Control events and signals

Description of interface: media, network and/or protocol:


Between Customer Energy Services Interface and equipment

3.2.2.4 U44: Customer EMS - Customer Appliances

Information Exchanged:


Control events and signals

Description of interface: media, network and/or protocol:


Between Customer EMS and load consumption equipment

3.2.2.5 U45: Customer EMS - Customer DER: Generation and Storage

Information Exchanged:

Description of interface: media, network and/or protocol:


Between Meter Asset Management System and MDMS

3.2.2.6 U46: Customer EMS - Submeter (EUMD)

Information Exchanged:


Meter data, events

Description of interface: media, network and/or protocol:


Between sub-meter and customer EMS.  The Customer Gateway/ESI and Customer EMS are pass through entities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be pass through only or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.
The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.  Otherwise, either the data is forwarded for inclusion in the metering data or forwarded via the Customer EMS.  This particular interface is the one by which the data is forwarded via the customer EMS.

3.2.2.7 U47: Meter - Submeter (EUMD)

Information Exchanged:


Meter to submeter relationship

Description of interface: media, network and/or protocol:


Between meter and sub-meter

3.2.2.8 U48: Customer DER: Generation and Storage - Submeter (EUMD)

Information Exchanged:


Meter data, events

Description of interface: media, network and/or protocol:


Between EV and sub-meter.  The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.   This is the interface between the PEV and the Submeter/EUMD.  The information over the interface is likely the status of the PEV relative to the metering function, if any is needed by the Submeter/EUMD.  Such information could include the status of SCADA/DMS commands being executed by the PEV (if not transferred from the Customer EMS).  The information is subject to allocation of functions among the Submeter/EUMD, EVSE/PEV, Customer EMS, Gateway/ESI, and other actors within the customer premises

3.2.2.9 U49: Energy Services Interface/HAN Gateway - Electric Vehicle (EVSE/PEV)

Information Exchanged:


Energy usage data, energy output

Description of interface: media, network and/or protocol:


Between Energy Service Interface and EV

3.2.2.10 U50: Submeter (EUMD) - Electric Vehicle (EVSE/PEV)

Information Exchanged:


Meter data, events

Description of interface: media, network and/or protocol:


Between EV and sub-meter.  The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.   This is the interface between the PEV and the Submeter/EUMD.  The information over the interface is likely the status of the PEV relative to the metering function, if any is needed by the Submeter/EUMD.  Such information could include the status of SCADA/DMS commands being executed by the PEV (if not transferred from the Customer EMS).  The information is subject to allocation of functions among the Submeter/EUMD, EVSE/PEV, Customer EMS, Gateway/ESI, and other actors within the customer premises

3.2.2.11 U60: Meter - Energy Services Interface/HAN Gateway

Information Exchanged:

Description of interface: media, network and/or protocol:


These interfaces provide the flow of metering requests and metering data.  The Submeter/EUMD is a device that meters two way flow of energy between the PEV and the grid.  If the PEV is the only load, the Submeter/EUMD might not be distinct from the meter.  Otherwise, either the data is forwarded for inclusion in the metering data or forwarded via the Customer EMS.  This particular interface is the one by which the data is forwarded via the meter and the Gateway/ESI. 

3.2.2.12 U62: Customer EMS - Electric Vehicle (EVSE/PEV)

Information Exchanged:


Pass through of information from external actors via Customer Gateway/ESI and Customer EMS to EVSE/PEV

Description of interface: media, network and/or protocol:


From ESI/Customer EMS to PEV.  : The Customer Gateway/ESI and Customer EMS are pass throughentities on the path between the various external actors (SCADA/EMS, Metering/billing/utility back office, Aggregator/Energy Services Company) and the PEV.  These entities may be pass throughonly or they may perform some functions, such as identification and authentication, that would otherwise need to be performed at the EVSE/PEV.  Some of this distinction breaks down the metering and non-metering functions and the automated and human interactive functions.

3.2.2.13 U120: Meter - Customer Appliances

Information Exchanged:


For distribution grid management, the most important information exchanged is the near-real-time power system information, such as load, generation, available generation, voltage, vars, etc
.

Description of interface: media, network and/or protocol:


LAN within a customer premise, typically ZigBee, HomePlug, or similar wireless or wired communications media.
Smart Energy Profile (SEP) is becoming the protocol of choice, but most implementations still use proprietary protocols

Information Exchanged:

Description of interface: media, network and/or protocol:

3.2.2.14 U126: In-Home Display - Customer EMS 

Information Exchanged:


Current, historical and projected energy consumption and associated costs. Information on specific loads such as on/off status and possibly energy policy (e.g. turn off AC when electricity is over $0.15/KWh). 
Description of interface: media, network and/or protocol:


Use the premises LAN (typically 6LoWPAN for an IHD). 
3.2.2.15 U127: In-Home Display - Customer
Information Exchanged:


Current, historical and projected energy consumption and associated costs. Information on specific loads such as on/off status and possibly energy policy (e.g. turn off AC when electricity is over $0.15/KWh). 
Description of interface: media, network and/or protocol:


Visual interface.
3.2.2.16 U128: Water/Gas Metering - Energy Services Interface/HAN Gateway
Information Exchanged:


Water and gas consumption
Description of interface: media, network and/or protocol:


Use the premises LAN (typically 6LoWPAN for low data rate devices).
3.2.2.17 U129: Submeter (EUMD) - Customer Appliances

Information Exchanged:

Description of interface: media, network and/or protocol:

3.2.2.18 U130: Customer DER: Generation and Storage - Energy Services Interface/HAN Gateway
Information Exchanged:

Description of interface: media, network and/or protocol:

3.3 System/Component behavior

This subsection describes the behavior of components during operation. It includes installation, provisioning, operations and decommissioning. 
3.3.1 Trust Boundaries 

The smart grid includes devices from many vendors under the control of different organizations with different security policies and objectives. Thus, unless trust is explicitly established between a pair of entities, the model is one of mutual distrust.  
3.3.1.1 Utility/Meter
3.3.1.2 Premises area network

3.3.1.3 Internet

3.3.1.3.1 Service provider

3.3.1.3.2 Premises owner

3.3.1.3.3 Electric vehicles
3.3.2 Functional Layering

The layered model of the devices inside and interfacing to the premises is shown in Figure 2.  The device/component models include:

· Internet: The internet delivers energy management information including time of use pricing schedules, Open ADR events, historical data from the utility (e.g. year to year billing data), energy management services (e.g. demand response aggregation) and software/firmware updates for equipment. The internet provides accessibility and high bandwidth. Delivering information to the premises via the Internet reduces the threat of premises data interfering with the AMI or SCADA networks. See Figure 3.
· Premises gateway: The premises gateway performs media conversion (e.g. DSL to Ethernet) and routing. It contains an embedded firewall function which protects the premises networks from some Internet based attacks. The gateway typically provides multiple data link options and is capable of routing traffic between LANs using different media. For example, data from a ZigBee (802.15.4) device may be routed through the gateway to a PC on the Ethernet (802.3). See Figure 4.
· Premises heavy weight devices: These devices typically have significant processing, memory, power and bandwidth requirements. They may include non-energy related applications (e.g. a PC). See Figure 5.  
· Premises light weight devices: These devices typically have limited processing, memory, power or bandwidth requirements. They typically utilize 6LoWPAN over wireless or power line communications. Examples
 include water heaters and thermostats. See Figure 6.  

· Meter: The meter allows devices in the premises network to read near real time consumption data from the meter. The meter if firewalled to protect the AMI network from compromised premises networks. No premises data flows from the premises network onto the AMI. The communications mechanisms used on the AMI are outside the scope of the premises networks. See Figure 7.

The diagrams are representative of the communications. However they are not intended to restrict implementations. For example, the applications associated with a premises device (light or heavy) could be physically integrated in the premises gateway. 

[image: image2.emf]Internet

Premises gateway

Premises light 

weight devices Meter

Application

End-to-end

security

TCP/UDP

IP

Data Link

Physical

IP

Firewall

6LoWPAN

Applications

6LoWPAN IP

AMI

End-to-end

security

End-to-end

security

TCP/UDP

Applications

Data Link

Physical

Data Link

Physical

Data Link

Physical

Data Link

Physical

Premises heavy 

weight devices

Data Link

Physical

6LoWPAN IP

End-to-end

security

TCP/UDP

Applications

Data Link

Physical

TCP/UDP


Figure 2 Layered communications model of a premises network
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Figure 3 Internet layered communications model
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Figure 4 Premises gateway layered communications model
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Figure 5 Premises heavy weight device communications model
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Figure 6 Premises light weight device communications model
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Figure 7 Meter premises communications model
3.3.3 Device Authentication and Key Management
Multiple authentication and cryptographic key management techniques are being considered for installation and provisioning of a new device joining the premises network (including the meter interface to the premises). The devices within the premises will typically authenticate and join a network only once or twice in their lifetime. Considerations related to authentication within the premises environment include:

· Many of the devices will have limited computational power and memory. Therefore, performing public key cryptography may increase the cost of the devices. 

· Paying license fees for elliptic curve cryptography which is only executed once or twice in the lifetime of the device may not be cost effective. 

· Many devices will not have rich user interfaces which allow the entry or display of keys or certificates. The solution must be usable with water heaters and pool pumps.  
· Flexibility and extensibility: The smart grid is not mature and it will be in place for decades. Therefore, the protocol and authentication mechanisms must provide the ability to migrate to new technology while preserving interoperability with long lived (15+ years) devices. 
Recognizing the need for flexibility, extensibility and cost optimization the premises architecture uses the Extensible Authentication Protocol (EAP RFC 3748) as the basis for device authentication. This allows devices to start with simple, low cost symmetric keys and migrate to public key as the cost (licensing and processing) drop. A profile would be required which defines the minimum cipher suite a device must support in order to provide compatibility and be certified as smart grid compliant. Profiles will be updated as technology advances to ensure interoperability, security and backward compatibility. 
The Extensible Authentication Protocol (EAP), is an authentication framework which supports multiple authentication methods.  EAP typically runs directly over data link layers such as Point-to-Point Protocol (PPP) or IEEE 802, without requiring IP. Thus, it is suitable for the range of data link/physical layer protocols which may be used in a premises over the life of the smart grid. 

One of the advantages of the EAP architecture is its flexibility. EAP is used to select a specific authentication mechanism, typically after the authenticator requests more information in order to determine the specific authentication method to be used.  Rather than requiring the authenticator to be updated to support each new authentication method, EAP permits the use of a backend authentication server, which may implement some or all authentication methods, with the authenticator acting as a pass-through for some or all methods and peers. Thus, a vendor could implement an internet accessible authentication server which the premises device could call for authentication services. 
EAP is currently designed to work on lower layers which support a minimum MTU of 1020 bytes. 6LoWPAN only supports 127 bytes. Therefore, adaptation will be required to support EAP over 802.15.4. 
Editor note: Several authentication mechanisms are presented below for discussion within the CSCTG security architecture team. This set of authentication mechanisms will be updated prior to release of this document outside of the CSCTG.  

3.3.3.1 Vendor loaded/Customer entered key

This model assumes that vendors pre-load symmetric key into devices without user interfaces (e.g. water heater) and supply the key with the device in human readable form. The premises owner/administrator than manually enters the key into a peer device (e.g., energy management system or premises gateway) which supports a user interface. 
The advantage of this approach is that it is simple, low cost and easy from a premises owner/administrator to understand. It may be supported via the EAP pre-shared key methods. The disadvantages are that it does not scale well to large facilities (e.g., hotels or hospitals) and the vendors must provide a way to supply the key if the human readable copy is lost. 
3.3.3.2 Internet key server

This model assumes that all vendors pre-load symmetric device identification keys in their devices. The simplified model below is intended to show the concepts of the protocol. The real implementation would of course be adapted to fit within the EAP protocol. The elements of the model are:

· Joining device (supplicant or peer): The new device which is attempting to join the premises network. 

· Trust center (EAP authenticator): The device(s) on the premises which supports new devices joining the network. Typically this is a gateway or energy management system. 
· Authentication server: A function accessible via the internet for authenticating a trust center and joining device. 

· Symmetric device identification keys: A device unique key loaded by the vendor and registered in the authentication server.  

· Pairwise key: A symmetric key which is unique to a trust center/joining device pair.   

The exchange supporting the establishment of the pairwise key is shown in Figure 8. 
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Figure 8 The sequence diagram for a device joining a premises network
When a device attempts to join a network, it produces a cryptographically protected Join Request packet which identifies the device (make model, serial number, etc.) and demonstrates that it knows it’s symmetric device identification key. This Join Request packet is sent to the trust center for that premises network (typically the gateway or energy management system). The trust center concatenates its identification data and encrypts this Validate Join Request packet using its own symmetric device identification key. The trust center then forwards the Validate Join Request packet to the internet key server.     

The internet key server, which has access to a database of device identification data and associated symmetric device identification keys. The key server:

1. Verifies that the identification data for each of the devices (joining device and trust center) are consistent with their corresponding device identification keys stored in the database.  

2. Creates a new pairwise key for the two devices. 

3. Creates an inner packet (Join response) containing the new pairwise key and the identification data for the trust center then encrypts it in the symmetric device authentication key of the joining device. 

4. Creates an outer packet (Validate Join Response) containing; the encrypted inner packet, the pairwise symmetric key for the devices and the validated device identification information for the joining device. The resulting outer packet (Validate Join Response) is encrypted using the device identification key of the premises trust center.
5. The Validate Join Response packet (outer and inner) are sent back to the trust center for the premises. 

The trust center decrypts and validates the Validate Join Response outer packet. It then loads its key table with the new pairwise symmetric key for the joining device along with the devices identification information. The inner packet (Join Response) is forwarded to the joining device. 

The joining device decrypts and validates the inner packet (Join Response). It then loads its key table with the new pairwise symmetric key for the trust center along with the trust center identification information.

When the Join exchange is complete:
· The premises trust center knows the unique pairwise key and identity of the joining device.

· The joining device knows the identity of the trust center and the unique pairwise key.

The device and trust center may now communicate securely. The trust center may create additional key material and distribute it to any devices within the premises network based upon the device capabilities and premises security policy. These keys may include data link layer keys for joining the network and application layer keys for end to end security. 
The advantages of this approach are
1) The cost of key management is shifted to the key server instead of adding cost to every device (e.g., the cost of processors and memory to do public key and the cost of public key certificates). 

2) The premises owner/administrator does not need to perform manual keying. Thus, it reduces human errors and scales well.
3) The approach is expected to re-use significant portions of the Extensible Authentication Protocol (RFC 3748), Kerberos (RFC 4120) and Kerberized Internet Negotiation of Keys (KINK, RFC 4430).   

The disadvantage is that the internet key server function becomes a high value target. In practice, the function would likely be distributed and supported by trust relationships between vendors. 
3.3.3.3 Public key certificates in client and server
This model assumes that all vendors pre-load public/private key pairs and associated certificates in their devices. The elements of the model are:

Certification authorities: Either there will be one root certification authority for all smart grid devices in the world (not likely) or there will be many certification authorities which will cross certify their smart grid related certificates. 

Certificate revocation list (CRL): This function provides devices with the identify of certificates which are no longer valid. The lists of invalid certificates could be distributed to devices. However, it is more likely that a CRL server will exist on the internet and the Online Certificate Status Protocol will be used by devices authenticating within a premises.   

Device vendors: These vendors will produce products (e.g. water heaters) and embed public key certificates in each device
. 

Devices: These will be devices within the premises which need to establish secure communications. They may or may not have a user interface. They will have a public key certificate signed by their respective device vendors. 
The exchange supporting the device authentication and establishment of a pairwise key is based upon EAP-TLS (RFC 5216) and would like have a smart grid premises profile defined. 
The advantages of this approach are:

· The premises owner/administrator does not need to perform manual keying.

· The risk is shifted from an authentication server (Subsection 3.3.3.2 Internet key server) to the entities holding private keys used for signing device certificates. 
The disadvantages of this approach are:
· RSA public key operations require large keys with significant computation and storage requirements. 3072 bit RSA key is required to match the strength of 128 bit AES. 
· Elliptic curve cryptography (e.g. ECMQV) is more efficient. Key sizes would be between 256 and 283 bits. However it is protected by patents and will require licensing. 
3.3.3.4 Public key certificates in server only

This approach is similar to the public key approach above except that only the server (Gateway or energy management system) has a public key certificate. All other devices “authenticate” by providing their identification information (make, model, serial number) in plaintext and the premises owner accepts or rejects the new device via the user interface on the gateway or EMS. 

This approach would be subject to a man in the middle attack. The new device joining the network (e.g. a water heater) would not have a user interface to allow the premises owner/administrator to verify the certificate received at the water heater matches the certificate expected from the server (gateway or EMS). The attacker would need to be present (have a device under their control within radio range) at the time the new device authenticates. One can imagine a mesh of compromised devices growing each time a new device attempts to authenticate. Thus, this approach is not acceptable and is presented for discussion only. 
3.3.4 Operations

3.3.5 Decommissioning

4 Home Area Network Security Architecture
This subsection and the BAN and IAN subsections refine the generic architecture above and provide more specific requirements and operational descriptions. 
4.1.1 Installation and Provisioning

4.1.2 Operations

4.1.3 Decommissioning

5 Building Area Network Security Architecture
5.1.1 Installation and Provisioning

5.1.2 Operations

5.1.3 Decommissioning

6 Industrial Area Network Security Architecture

6.1.1 Installation and Provisioning

6.1.2 Operations

6.1.3 Decommissioning
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� DoD Integrated Architecture Panel, based on IEEE Std 610.12





�It is not clear what this information is. When would an appliance need data directly from the meter as opposed to from the EMS (U44) or gateway (U43)?  


�Consider deleting this unless there is a compelling use case. 


�Are PHEVs compatible with the light weight device model?


�As a sanity check consider that few banks and mutual funds issue their customers client side certificates because of the costs and administrative overhead. 
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