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1. Scope as stated in the Standard:

This report provides guidance to organizations that are addressing cyber security for the Smart Grid (e.g., utilities, regulators, equipment manufacturers and vendors, retail service providers, and electricity and financial market traders). This report is based on what is known at the current time about— 

• The Smart Grid and cyber security; 

• Technologies and their use in power systems; and 

• Our understanding of the risk environment in which those technologies operate.

This report provides background information on the analysis process used to select and modify the security requirements applicable to the Smart Grid. The process includes both top-down and bottom-up approaches in the selection and modification of security requirements for the Smart Grid. The bottom-up approach focuses on identifying vulnerability classes, for example, buffer overflow and protocol errors. The top-down approach focuses on defining components/domains of the Smart Grid system and the logical interfaces between these components/domains. To reduce the complexity, the logical interfaces are organized into logical interface categories. The inter-component/domain security requirements are specified for these logical interface categories based on the interactions between the components and domains. For example, for the Advanced Metering Infrastructure (AMI) system, some of the security requirements are authentication of the meter to the collector, confidentiality for privacy protection, and integrity for firmware updates.

Finally, this report focuses on Smart Grid operations and not on enterprise operations. However, organizations should capitalize on existing enterprise infrastructures, technologies, support and operational aspects when designing, developing and deploying Smart Grid information systems..
2. Purpose as stated in the Standard: 




There is no explicit purpose stated in the document.  Instead it is included in the above scope statement.
3. Are the scope and purpose aligned with the actual standard?







The actual report does address the scope and purpose its title suggests.
4. SGAC team summary of purpose and scope

The report provides a high-level framework with which to capture the high level security requirements. It contains a comprehensive catalogue of the interactions of systems being deployed today, or currently anticipated for future deployment. For each item in the catalogue, the interactions that a cyber-security plan should address are named. 
5. What Conceptual Model Domains are affected:

	 Markets
	Y

	Operations
	Y

	Service Providers
	Y

	Bulk Generation
	Y

	Transmission
	Y

	Distribution
	Y

	Customer
	Y


6. What Levels in the ISO 7 Layer Model and/or the GWAC Stack are affected by the standard?
	Application
	X

	Presentation
	X

	Session
	X

	Transport
	X

	Network
	X

	Data Link
	X

	Physical
	X


[image: image1.png]Interoperability Categories Description

Political and Economic Objectivesas

8: Economic/Regulatory Policy - Embodiedin Policy and Regulation

Organizational
9 7 Sharedbetween Businesses

’ Strategic and Tactical Objectives
Alignmentbetween Operational Business
Processesand Procedures

5 Awareness ofthe Business Knowledge

5: Business Context | Relatedtoa Specific Interaction

Informational Understanding ofthe Concepts Contained
4: Semantic Understanding

in the Message Data Structures

Understanding of Data Structure in
Messages Exchanged between Systems

Mechanism to Exchange Messages between
Multiple Systems acrossa Variety of Networks

Mechanism to Establish Physical

and Logical Connections between Systems



[image: image2.png]Cross-cutting Issues

UONN|OAT WA)SAS >

uopeinbyuod g A1sA0dsIa >

Aunqeess/AqelD y/oueunonad->

UoleAISS3ald WAISAS

3B\ @jels g uonoesuell

Bunipny 2 buib6o

Aseaud g2 AQunoas

Bupuanbas @ YsuAs awil

uopnesuynuU3IP| I24No0sSaIYy

AN (A DA
A2 A2 2L

ju3ajuod jo Bujues paieys





The report addresses potentially every level of the GWAC stack, because it addresses security (levels 1-7) and privacy (5-8). 
7. If the standard addresses multiple layers… Why? Is there effective separation of layers (in the ISO or GWAC stack)? Is there a plan to migrate to single layer standard?
Yes, the guide addresses multiple layers.  Security is cross-cutting, and failure of security at any level, whether interference with signal, interception of message, or misuse of information is of concern to cyber security. There is no plan to migrate to a single level guide and it would not be appropriate to do so in this case.
8. How would technology based on the standard be used in applications in the future? Adapted to today’s applications?
The report is focused on improving the cyber security of current systems and the ones anticipated to be deployed. The guide should be maintained to keep in alignment with the evolution of future systems and business models.
9. Is there a migration path from current use in the area of the standard to this standard?
The primary use of this report is to support movement from today’s current usage to more secure deployments.
10. Does this standard affect any other PAP (if yes, list)?

The advice and catalogue of issues in NISTIR 7628 apply to all information exchanges, communications protocols, and business processes of the smart grid. This means they apply to most PAPS already formed or that will be formed hereafter. 

11. Has this cross PAP effect been discussed by the SGAC evaluation team?

Yes, this cross-PAP effect has been discussed.
12. What action items resulted from team discussions?

	Action Item
	Assigned to
	Status

	None
	
	


(Add rows as needed)

13. If there are use cases related to the standard, are the use cases and the standard aligned? Are these current/past use cases? Are they white box/black box? Are there future use cases or requirements?



There are no use cases associated with the guide.  The guide does include use case summaries based on common use cases.  
In a future version of this report (work on which has already begun), it would be useful to identify interactions and associated risks based on the evolving smart grid architecture, and encourage practitioners to move with all due speed to new applications that are secure by design.
14. If there are use cases, are they candidates for the Conceptual Architecture – Requirements Document? If not present, what new requirements may need to be added?

No new use cases for the conceptual architecture were discovered in this report.
15. Is the terminology reasonably understandable by the intended audience? Is the terminology consistent through the document? Are standard dictionary(ies) referenced normatively?
The report uses common language well understood in the industry. Most terms are defined within charts and columns to eliminate ambiguity.
16. If UML class or other diagrams are useful for understanding the standard, are they available or used in the standard?
UML diagrams are not used – instead, logical architecture diagrams are used, showing systems (actors) and logical interfaces.  It would be useful to consider UML diagrams where appropriate in future revisions of the guide.
17. Does the standard include transitional artifacts?  If so, are the transitional artifacts necessary to support legacy applications? Can they ever go away?
The security architecture is not attempting to define future business practices, but to apply security to existing and anticipated future business practices.  As such, it identifies issues that exist with these current and future systems and business practices. 
Adding a section on applying cyber security to legacy artifacts in a future version would be useful.  A short paragraph identifying anticipated future artifacts might be helpful, although quickly dated.
18. Are there things in the standard that have no obvious purpose in the use of the standard? Why do we think they’re there? Are those things supporting evolution of application architectures?
There are no aspects that have no obvious purpose in the report.
19. This standard is:

A. 
B. A new standard that is being created by a new working group

C. A new standard that is being created by an established working group

D. A standard that was in draft form, but not finalized yet

E. A standard that was released but does not have a testing and conformance plan

F. A standard that is released, has a testing and conformance plan, but is undergoing a major revision

G. A standard that is mature, has testing and conformance and no major revisions are pending

The document is a guide rather than a standard cataloging  issues and potential security issues. It might be similar to [D], but the categories do not readily apply.
20. Does this Standard limit options for innovation in the future? How? If yes, what limits are placed on innovation?
No, this guideline does not limit innovation; it does identify cyber security issues that need to be considered. As more automation is used in the smart grid, cyber security becomes increasingly critical.

Note that, federal and state law and regulation prohibit the selective sharing of certain types of information.  Some violations have fines of $1 million/day.  Privacy issues are also discussed in the NISTIR 7628, and create limits on sharing and retention of certain information.
21. Other Comments:
Specific architectural concerns which should be addressed in the next version.

Comment on Key Concepts and Assumptions

· A future version could include a section that addresses security and resilience from the microgrid perspective as well.
22. SGAC Summary Comments:
At the highest level, the architecture of the smart grid is segmented into the domains Operations, Markets, Service Provider, Customer, Generation, Transmission, Distribution, and Customer. This architecture is necessary to support the extremely complex nature of the Smart Grid, the very large number of components, and the growing diversity of technology and process that is both a necessary enabler and a result of the rapid innovation needed to meet national goals.
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