SGIP CSWG Security Architecture Overview

The Cyber Security Architecture for the Smart Grid must embrace some key concepts
:

All-Hazards Approach: All types of threats are included, such as inadvertent actions, deliberate attacks, and natural disasters
Defense in Depth: Preventing security breaches as much as reasonable, deferring if possible, detecting intrusions or potential breaches, notifying appropriate people and systems in a timely manner, coping during a successful breach, mitigating the effects of a successful breach, recovering from the damage caused by the breach, and keeping detailed records and logs of the cyber events to provide better understanding of the breach and to help take corrective (and even punitive) actions.
Layered Security: Layers of security measures can provide the deterrence, deferral, and detection that is vital to defense in depth

Power system availability is the primary focus – and power system resiliency to outages has been the focus of power system engineering and operations for decades. Existing power system design and capabilities have been successful in providing this availability for protection against inadvertent actions and natural disasters. However, the potential for deliberate attacks and the increasing complexity of Smart Grid will require extended and new capabilities.
Privacy versus Security
: Privacy of customer sensitive information must be expanded beyond the existing billing and “red flags” privacy, but will ultimately be the responsibility of the State and Federal regulators.

· Balancing impact against cost: There is a need for balance between the impact of a security breach (financial, performance, efficiency, customer impacts, and even utility image) and the "cost" of implementing security measures. This means that one size does NOT fit all, 
Effective security architecture is not achieved through a one-time initiative.   Security architecture seeks to prevent threats and threat agents from exploiting vulnerabilities that can have an impact on an overall organizational entity and its operating environment.  .  Security architecture outlines measures for effective and efficient ongoing policy management, reflecting both human, natural and technical factors.  The Smart Grid is dynamic and security is not a “once and done design” but an ongoing, iterative  operational process.  Effective security architecture needs to provide protections on raw data and the processed information for both Engineering Control Systems and Information Technology Systems.  For the purposes of the SGIP-CSWG Architecture sub-group, the Smart Grid Enterprise 
Cyber Security Architecture baseline assumptions are as follows:

1. Promotes a living, iterative process, rather than an endpoint or technology

2. All Smart Grid systems and actors   
are targets.  An example of this target methodology is illustrated below:
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3. Need for balance between the impact of a security breach and the "cost" (financial, performance, efficiency, and even image) of implementing security measures
4. The Smart Grid Enterprise Cyber Security Architecture should viewed as a business enabler for the Smart Grid to achieve its operational mission (i.e., avoid rendering mission-purposed feature sets inoperative)

5. Addressing the multi-level complexity of Smart Grid threats and ensuring resiliency through active threats,attacks and inadvertent events.  e.g. Not only prevention, but also deterrence, coping during an attack, recovery from an attack, and audit trails and addressing both inadvertent situations and deliberate attacks, including natural disasters.  It is not a one-size-fits-all prescription, but rather a framework of functionality that offers multiple implementation choices and for diverse application requirements within all utility enterprise types

From an enterprise security architecture point of view, we need to ensure completeness that every business requirement has been met.  The GridWise Architecture Council (GWAC) is a team of industry leaders who are shaping the guiding principles, or architecture, of a highly intelligent and interactive electric system. The GWAC architecture provides guidelines for interaction between participants and interoperability between technologies and systems.  The GWAC interoperability stack (GWAC Stack) provides the security architecture with a foundation to start developing security architecture views and listing components that need to be included for interoperability.  See Table 1 for the GWAC Stack.  Security is one of the cross-cutting issues.  When looking at a Smart Grid enterprise network view for any Smart Grid domain, there are various Smart Grid cyber security levels in which business and security requirements can be added to.  An example list for Smart Grid cyber security layers is as follows:
1. Physical

2. Network

3. Platform

4. Data Management

5. Application

6. Process

7. Strategies and Policies

As an example illustration of Smart Grid security layers, see below:
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	Interoperable Categories
	Cross-cutting Issues

	Organizational
	8. Economic / Regulation Policy
	Shared Meaning of Content
	Resource Identification
	Time Sync & Sequencing
	Security & Privacy
	Logging & Auditing
	Transaction & State Mgt

System Preservation
	Performance / Reliability / Scalability
	Discovery & Configuration
	System Evolution

	
	7. Business Objectives
	
	
	
	
	
	
	
	
	

	
	6. Business Procedures
	
	
	
	
	
	
	
	
	

	Informational
	5. Business Context
	
	
	
	
	
	
	
	
	

	
	4. Semantic Understanding
	
	
	
	
	
	
	
	
	

	Technical
	3. Syntactic Interoperability
	
	
	
	
	
	
	
	
	

	
	2. Network Interoperability
	
	
	
	
	
	
	
	
	

	
	1. Basic Connectivity
	
	
	
	
	
	
	
	
	


Table 1 - GWAC Interoperability Stack
Combining the Smart Grid cyber security layers with the GWAC interoperability stack a security service architecture model can be built answering the following questions for each layer, component, or service:

· Who

· What

· Where

· When

· Why

This would enforce an in-depth defense strategy and allow the electric sector to use this sample security architecture, evaluate internal requirements and build the “how” for their Smart Grid implementation.
NISTIR 7628 high level requirements use the principles of confidentiality, integrity and availability for defining the requirements.  Using these basic security principles, we can use the following concepts to support these basic security principles:
1. Defense in depth concept defines protection in a layered architecture that can be flexibly defined.

2. Policy management, including configuration of edge devices, enforcement of network control policies, and methods for components to verify these policies are in place and effective.

3. Security policy architecture using the standards assessment and high level requirements from the NISTIR to build topics to include within the security policy architecture.  This would be a unified approach to policy implementation for access management.
4. Secure network operations, by physically or logically partitioning network management from smart grid and enterprise traffic, and applying other recommended security mechanisms to operational activities.

5. Secure communications and information transfer without introducing delays that real-time traffic cannot tolerate.

6. Resiliency, no single point of failure, and applying intrusion monitoring, content filtering, and ongoing vigilance as attackers continue adopting new weaponry.

7. Interoperability, IEEE defines interoperability as the ability of two or more systems or components to exchange information and to use the information that has been exchanged.
From here down is some abstract thinking / layers / models / views that we might want to start exploring or us to put together the security architecture.  Please comment – this is still part of our brainstorming, no idea will be rejected at this time.  

What I want from this is how do we want a security architecture framework to be built – based on Smart Grid domains, general network models, security services, etc?
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Option 1:

We talked about using the Smart Grid domains 
and creating network groups within the security architecture.  We talked about the following: 

1. Generation

2. Transmission: Long haul, coordination between utilities and ISO

3. Distribution: Metropolitan area network often run by a single utility

4. Premises networks: 

a. Industrial: Heavy loads, professionally managed and frequent co-generation

b. Building: Typically large commercial facilities with sub-metering with a building manager

c. Home: Small networks, untrained users and significant privacy concerns

5. Support

a. Operations

b. Service Provider

c. ISO / RTO Operation (e-commerce / market operations)

d. Common cryptographic and key management architecture and PKI (validating / certifying certificate authorities)

e. Authentication across domains

Using this set of networking groups we can develop details for the independent concept of operations that describe the characteristics of a proposed system and communicate the quantitative and qualitative system characteristics to all stakeholders.  When working with this set of networking groups, the enterprise needs to coordinate internally to be able to reuse technology, where practical, and be interoperable.
Another illustration for Option 1 is the following:
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Legend for the above:

· Cyber Security Domain – maps to the major areas of each major actor environment
· Security Plane – addresses specific security needs associated with security management, security control and end-user activities

· Security Layer – series of enablers for each layer above, i.e., Infrastructure Layer supports the Services Layer, which in turn supports the Applications Layer.  The “Domain Bar” within each layer defines specific layers similar to the GWAC stack.

· Security Services – primarily used for identifying primary, secondary and assurance services used in protecting various environments.
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Option 2:

Using the NISTIR 7628 high level requirements and making roll-up generic topics, we can look at the architecture from a requirements point of view with functional and assurance requirements.  We would then need to develop interoperability requirements.

Functional requirements:

1. Auditing

2. Crypto support

3. Data protection

4. Monitoring (event and security)

5. Identification and authentication

6. Physical protection (this may be beyond the scope we want the architecture right now)
7. System configuration

8. Trusted paths or channels

9. Functional management

Assurance requirements:

1. Configuration management

2. Delivery and operations

3. Operations and maintenance

4. Life cycle support

5. Awareness

6. Testing

7. Vulnerability assessment
Options 3:
Starting the framework with multi-layer security 
using the layers of

· Organizational responsibilities

· Security policy architecture

· Physical security

· Hardware security

· System software security

· Application software security

· Crypto security
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Option 4:
Look at this from an attack type model looking something like this and defining the architecture at each layer maybe basing on a NIST or ISO document.  (Let me admit up front that this is not presented too prettily.  I am trying to do a castle architecture and we define the security services at each tier.)
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Need to save this for an activity as we move forward:  We have to remember to build in something about an overall operational security architecture, a security operations center (SOC) needs to be included to ensure logging, monitoring, assessment, modeling, and mitigating of ongoing threats and to anticipate security issues.  One future possible implementation would be to have a SOC at multiple levels and federated to support the Critical Infrastructure Protection Plan (CIPP).  That is to have a SOC existing at the utility level, regional transmission organization (RTO) level, regional level and national levels.

� Component can refer to a device, user, service, process, etc., depending on the security architecture.





�I like the way the key concepts are called out as guiding principles for the architecture. 


�I see this as a sub-component of “Defense in Depth”.


�My thoughts are that this this is more than confidentiality and should be referred to as the privacy versus security approach.


�There should be mention of “interstate” and “intrastate” issues, and possibly cross-border issues (Canada and Mexico), not to mention ANY U.S. territory (PR, Guam, etc.).


�Enterprise - a project undertaken or to be undertaken, esp. one that is important or difficult or that requires boldness or energy: To keep the peace is a difficult enterprise.


�As an example, from my perspective, this more clearly illustrates from a security perspective what needs to be accomplished.


�What other layers might be included?  This is not specifically OSI model, but something similar.


� I prefer this approach as a first step. The requirements for auditing, integrity, etc. are very different in the transmission system than in the HAN. Once we have carved out a domain, and it’s interaction with its neighbors, then we can tailor one of the options below to the specific domain. I think we should consider different requirements for the HAN vs. IAN given the difference in potential impact, user training, etc. 


�The basis of this list is from the SABSA model.


�Keeping the secure operations center or an operational security architecture was in the email thread and I do not want to lose sight of the idea.
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