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Smart Grid Interoperability Panel (SGIP) 
Smart Grid Cybersecurity Committee (SGCC) 

Formerly the SGIP Cybersecurity Working Group (CSWG) 

 
Meeting Minutes (March 18, 2013) 

 

NIST LEAD: Marianne Swanson 

If you want to be on an email list, contact Marianne and Tanya. 

NIST Contacts: 

Marianne Swanson, marianne.swanson@nist.gov 

Tanya Brewer, tbrewer@nist.gov 
Victoria Yan Pillitteri, victoria.yan@nist.gov   

 
SGCC Administration 

Vice Chairs:  

- Dave Dalva, didalva@gmail.com  

- Akhlesh Kaushiva, Akhlesh.Kaushiva@hq.doe.gov  

- Scott Saunders, scott.saunders@smud.org  

 

SGCC Subgroup Information: 

Listed below are the SGCC leads for each group.  More detailed information about each group is 
available at: 

 http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/WorkingGroupInfo.  

As the SGIP 2.0 sets up mailing lists and web pages for Committees, they should be setting them 
up for these subgroups, too.  An email detailing how to join Committee and subgroup mailing lists 
should be reaching members within the next few weeks. 

   

Current Standing Subgroups 

Architecture Group 
SGCC Lead:  Elizabeth Sisley  

High Level Requirements Group 
SGCC Leads: Dave Dalva and Victoria Yan 

Pillitteri 

NISTIR 7628 Users Guide Group 

SGCC Leads:  Mark Ellison and Craig Rosen 

 
Smart Grid Cloud Computing 

SGCC Lead: William Hadala 
 
Privacy Group 
SGCC Lead:  Rebecca Herold 

Standards Group 
SGCC Lead:  Frances Cleveland  

 
 
Remember: 

Please mute your phone when not speaking, and please do not put the call on hold as we will hear 
the hold music.  Thank you. 
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DHS Briefing on the Executive Order for Improving Critical Infrastructure Cybersecurity – 
Jeanette Manfra, DHS 

Please see the slides at: https://collaborate.nist.gov/twiki-
sggrid/pub/SmartGrid/MeetingMinutes/ITF_Brief_13MAR13.pdf  

 DHS is taking an integrated approach to both Executive Order 13636 and Presidential Policy 
Directive 21. 

 They recognize that you cannot address cybersecurity without physical security aspects. 

 Their Guiding Principles are listed on slide 5. 

 Major deliverables and a timeline are on slides 6 and 7. 

 One of the things they will be looking at is public-private partnership models, and how well they 
have been doing over the years. 

 Another thing they will be looking at is their flow of information – how does it work today and 
how does it need to work in the future. 

 They will be updating the National Infrastructure Protection Plan. 

 They will be working with NIST on the Cybersecurity Framework. 

 They will be publishing a report on the overall impact of the work they are implementing from a 
privacy and civil liberties perspective.  Every Agency is required to submit their own reports on 
privacy and civil liberties, but DHS will be leveraging all of that work to report on this as a 
whole. 

 For the Cybersecurity Framework, there will probably be 3 targeted workshops held around the 
country by NIST on targeted topic areas like “measurements.” 

 None of the deliverables are intended to relate to rule making.  There is a report requirement 
for Executive Branch regulatory agencies, but none of the DHS deliverables are intended to be 
a precursor to regulation. 

 The list of Working Groups of the Integrated Task Force is listed on slide 9.  These groups are 
open to engagement from interested parties.  Please contact EO-PPDTaskForce@hq.dhs.gov 
for more information. 

 Slide 10 lists their Principles of Engagement. 

 For more information about this effort, or to participate, please contact: EO-
PPDTaskForce@hq.dhs.gov  

SGIP 2.0 Related Items 

We have our existing GoToMeeting capabilities through March 27th.  New meeting capabilities are 
expected to be available to us on March 29th.  We do not know exactly how the new email lists or 
the new website will work, but we should be hearing from the Executive Director, Patrick 
Gannon,soon on this.   

High-level Requirements Subgroup 

This group just finished the last updates for NISTIR 7628 Revision 1.  Moving forward they will be 
updating the NISTIR-CIP version 5 mapping. 

https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/MeetingMinutes/ITF_Brief_13MAR13.pdf
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Standards Subgroup 

The group is working on ITU-T G.9901, 9902, 9903, and 9904.  Should have SMEs on Friday, but 
if they don’t have them in time the call will likely be postponed by one week. They are also working 
with Marianne on how to continue to have SMEs help the group in the future. 

NISTIR 7628 Users’ Guide Subgroup 

The group is working on the 2nd update of the document draft.  The next meeting is March 29th.  An 
updated draft should be on the twiki for review before then. 

Architecture Subgroup 

The group finished the diagram updates for Revision 1.  Still have the defense-in-depth whitepaper 
to get started.  Still need to continue integrating the SGAC work in with our work as it develops.  
The harmonization with the EU work is happening mostly in the SGAC.  They are going through 
the list of actors making changes. 

Privacy Subgroup 

The Privacy group had their last formal meeting under SGIP 1.0 on March 1st.  The group has been 
notified about the draft for review/comment.  Rebecca has begun work on the privacy 
landscape/roadmap that was requested by the SGIP Technical Committee.  Marianne has some 
potential samples of roadmaps that may be useful for formatting ours. 

Smart Grid Cloud Computing 

The group is planning to pull back a little and focus on a few use cases when the group re-
activates.  William Hadala will be leading the group going forward. 

NISTIR 7628 Rev 1 

The first two volumes are posted for the members to review.  Please look at the note to reviewers 
for a summary of changes in the document.  Please use the comment sheets provided, and send 
them by April 1st.  This will go out for a public review by May, probably for 45 days.  There will be a 
Federal Register Notice before this happens.  Volume 3 should be posted no later than tomorrow, 
March 19th. 

Send comment sheets no later than April 1st to:  NISTIR.7628.Rev1@nist.gov  

Volume 1 & Comment Sheet  

 nistir-7628_vol1_03-14-2013_draft.pdf: DRAFT NISTIR 7628 Revision 1 Volume 1  
 NISTIR7628Rev1_vol1_Comments_March-2013.xlsx: Comment sheet for Draft NISTIR 

7628 Rev 1 Vol 1  

Volume 2 & Comment Sheet  

 nistir-7628_vol2_03-14-2013_draft.pdf: DRAFT NISTIR 7628 Revision 1 Volume 2  
 NISTIR7628Rev1_vol2_Comments_March-2013.xlsx: Comment sheet for Draft NISTIR 

7628 Rev 1 Vol 2  

mailto:NISTIR.7628.Rev1@nist.gov
https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/DraftNISTIR7628Rev1/nistir-7628_vol1_03-14-2013_draft.pdf
https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/DraftNISTIR7628Rev1/NISTIR7628Rev1_vol1_Comments_March-2013.xlsx
https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/DraftNISTIR7628Rev1/nistir-7628_vol2_03-14-2013_draft.pdf
https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/DraftNISTIR7628Rev1/NISTIR7628Rev1_vol2_Comments_March-2013.xlsx
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Volume 3 & Comment Sheet  

 Note: Volume 3 will be posted on March 19, 2013.  
 NISTIR7628Rev1_vol3_Comments_March-2013.xlsx: Comment sheet for Draft NISTIR 

7628 Rev 1 Vol 3  

 

Next Call 

The next call is tentatively scheduled for Monday, April 1st  The call will be based on whether the 
SGCC mailing list is established by March 29th so that Marianne can send a meeting 
announcement to the group and that there is a dial in number for us to use.  

 

Thank you everyone for being part of one of the most productive private – public 
partnerships in the US 
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