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[bookmark: _Toc347678170]Introduction
[bookmark: _Toc347678171]Scope of DRGS Subgroup B on DER Use Cases, Information Exchange, and Object Models
The scope of the DRGS Subgroup B is defined as:
Convene a group of experts with knowledge of the wide range of DRGS related Smart Grid Use Cases, DRGS related information exchange requirements, DRGS related object model development, standardization, and mapping to different communication protocols used for the Smart Grid.
Define approaches to address specific concerns related to consistency of information models between: large and small DRGS devices; different levels of interconnection complexities between domains; location of DER devices on feeder, type of feeder, and interaction with other DERs on the feeder.
Assemble an inventory of the already developed DRGS object models, sketch out a taxonomy of the interrelationships, and define a strategy for improving consistency between DRGS object models used for the smart grid.
Based on this scope and on subsequent efforts in the DRGS and in the IEC, a more descriptive title might be “DER Hierarchical Architecture, Information Exchange, and Object Models based on Use Cases”. 
[bookmark: _Toc347678172]Objectives of this White Paper
The objectives of this white paper are to present the results of the discussions and presentations made since the subgroup was started, focusing on the hierarchical architecture of DER systems, the different functions these DER systems support, their categorizations by different criteria, and the types of information exchanges necessary for their integration with both the operations and the market aspects of the power grid.

DRGS Subgroup B White Paper	Page 22
[bookmark: _Toc347678173]Hierarchical Architecture of DER Systems
Direct control by utilities is not feasible for the thousands if not millions of DER systems “in the field”, so a hierarchical approach is necessary for utilities to interact with these widely dispersed DER systems. At the local level, DER systems must manage their own generation and storage activities autonomously, based on local conditions, pre-established settings, and DER owner preferences. However, DER systems are active participants in grid operations and must be coordinated with other DER systems and distribution grid devices. In addition, the distribution utilities must interact with regional transmission organizations (RTOs) and/or independent system operators (ISOs) for reliability and market purposes. In some regions, retail energy providers (REPs) or other energy service providers (ESPs) are responsible for managing groups of DER systems. 
Although in general DER systems will be part of a hierarchy, different scenarios will consist of different hierarchical levels and variations even within the same hierarchical level. For instance, small residential PV systems may not include sophisticated Customer DER Energy Management Systems (CDEMS), while large industrial and commercial sites could include multiple CDEMS and even multiple levels of CDEMS. Some DER systems will be managed by Retail Energy Providers through demand response programs, while others may be managed (not necessarily directly controlled) by utilities through financial and operational contracts or tariffs with DER owners.
This hierarchical approach can be described as hybrid combinations of five (5) levels, as illustrated in Figure 1.
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[bookmark: _Ref347075480][bookmark: _Toc347678207]Figure 1: Five-Level Hierarchical DER System Architecture
Level 1 is the lowest level and includes the actual cyber-physical DER systems themselves. These DER systems will be interconnected to the utility grid and will usually be operated autonomously. In other words, these DER systems will be running based on local conditions, such as photovoltaic systems operating when the sun is shining, wind turbines operating when the wind is blowing, electric vehicles charging when plugged in by the owner, and diesel generators operating when started up by the customer. This autonomous operation can be modified by DER owner preferences and/or by settings and commands issued by utilities.
Level 2 is the next higher level in which a customer DER management system (CDEMS) manages the operation of the Level 1 DER systems. This CDEMS may be managing the DER systems in a residential home, but more likely will be managing DER systems in commercial and industrial sites, such as university campuses and shopping malls. Utilities may also use a CDEMS to handle DER systems located at utility sites such as substations or power plant sites.
Level 3 extends beyond the local site to allow utilities and possibly retail energy providers to request or even command DER systems (typically through a CDEMS) to take specific actions, such as turning on or off, setting or limiting output, providing ancillary services (e.g. volt-var control), and other grid management functions. These requests can be price-based for greater power system efficiency while commands are more likely to be safety or power system reliability related. The combination of this level and level 2 may have varying scenarios, while still fundamentally providing the same services.
Level 4 applies to utility applications that are needed to determine what requests or commands should be issued to which DER systems. Utilities must monitor the power system and assess if efficiency or reliability of the power system can be improved by having DER systems modify their operation. This utility assessment involves many utility control center systems, including Geographical Information Systems, Distribution Automation Systems, Outage Management Systems, Demand Response systems, as well as DER database and management systems. Once the utility has determined that modified requests or commands should be issued, it will send these out as per Level 3.
Level 5 is the highest level, and involves the larger utility environment where regional transmission operators (RTOs) or independent system operators (ISOs) may need information about DER capabilities or operations and/or may provide efficiency or reliability requests to the utility that is managing the DER systems within its domain. This may also involve the bulk power market systems, as well as retail energy providers.
[bookmark: _Toc333422923][bookmark: _Toc347678174]Level 1: Autonomous DER Cyber-Physical Architecture 
At Level 1, DER generation and storage systems are operated autonomously as cyber-physical systems. They are typically installed at a customer site behind the meter. The only communications between the utility and the DER systems are the meter readings.
Figure 2 illustrates a typical architecture that includes PV generation, electric vehicle, battery storage, the owner’s human-machine interface (HMI), and customer load. The red line in the diagram represents the electric power grid to which the DER systems are connected at their Electrical Connection Points (ECPs) and to which they are providing power. The green line represents either point-to-point communications between a DER controller and a simple display or a home area network (HAN) that allows customers to set their preferences. This environment also includes the customer load (which may or may not be controllable – and is beyond the scope of this document), the circuit breaker between the customer premises and the utility grid, as well as the utility meter at the point of common coupling (PCC) that measures both load and generation at that interface. Beyond the PCC is the utility grid.
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[bookmark: _Ref321490024][bookmark: _Toc333422966][bookmark: _Toc347678208]Figure 2:  Level 1: Autonomous DER systems at customer and utility sites
The owners of DER systems typically use them for off-setting their own loads. They may also have a contract with the utility for net metering or feed-in tariffs in which the owner’s meter measures both load and generation between the customer’s site and the local distribution grid, usually including different rates for different times of day or week. The autonomous DER settings could also include ancillary services such as volt-var control, frequency control, and low/high voltage ride-through.
In most cases, the owners of DER systems must have “interconnection agreements” with the distribution utility, typically based on the IEEE 1547 DER interconnection standard or similar regulations by states and countries. These agreements thus ensure that the utility is aware of the existence, identity, and general capabilities of the DER systems in their distribution grid. 
Each DER system can be viewed as composed of two classes of components: a physical hardware/firmware component and a cyber controller component that manages the physical component. These individual DER systems operate autonomously most of the time with the cyber controllers closely monitoring the physical devices and responding to the local electrical conditions by controlling the physical DER systems according to pre-specified settings[footnoteRef:1]. The controllers can also respond to customer preferences and to external commands to change modes or schedules, or to react to emergency situations. [1:  Different types of these settings are defined in IEC 61850-90-7] 

DER systems may be owned by customers, third parties, or utilities. They may be directly managed by the owners, or their management may be outsourced to retail energy providers or other “virtual power plant (VPP)” companies. Some DER systems may be renting space on customer premises, but owned by other companies. 
Electric vehicles are a special case of DER systems when they are used to provide DER-type energy and/or ancillary services to the utility, such as limiting the rate of charging, reacting to demand response pricing information, or slowing or increasing the charging rate to counteract frequency deviations. 
[bookmark: _Toc333422924][bookmark: _Toc347678175]Level 2: Customer DER Energy Management (CDEMS) Architecture
At Level 2, the DER systems are managed locally by Customer DER energy management system (CDEMS) (this CDEMS may be part of a broader Customer Energy Management System, but is focused on managing the DER systems). The CDEMS manages a group of DER systems locally, usually within a customer site, within a substation, or within a small region such as a subdivision or community. Communications now include interactions between the DER system controllers and the CDEMS.
Multiple CDEMS systems may be involved, with some operating in parallel, while others coordinate multiple smaller CDEMS. For instance, a university campus may include a “building” CDEMS for each campus building that has DER systems, but would also have one “campus” CDEMS that coordinates the many “building” CDEMS to ensure optimal energy management of the entire campus.
Figure 3 illustrates the Level 2 CDEMS management of multiple DER systems.
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[bookmark: _Ref324169878][bookmark: _Toc333422967][bookmark: _Toc347678209]Figure 3: Level 2: Customer DER energy management systems (CDEMS) 
The purpose of the DER systems managed by CDEMS may include the same types of tariffs as the autonomous DER systems, namely time-of-use net metering, feed-in tariffs, and pre-set ancillary services support. In addition, the DER systems may also include responding to demand response (DR) pricing signals, bidding into retail markets, and other financial programs. These financial programs could include incentives for more dynamic management of energy and ancillary services. 
In addition, the CDEMS may be able to create and manage electrically islanded microgrids if grid power is lost. A campus CDEMS could rapidly establish what generation requirements are needed to meet the load requirement, then take specific actions such as shutting down some loads, starting up addition DER systems such as diesel generators, and issuing the appropriate settings to each DER system so that it would operate in a coordinated manner within this much smaller microgrid.
Residential CDEMSs manage the equipment connected to Home Area Networks (HAN), including PV systems and electric vehicle chargers. Commercial and industrial CDEMS, such as those on university campuses, hospitals, shopping malls, and industrial plants, may allocate DER requirements across multiple DER systems as well as using load management in order to manage the overall customer energy profile. Power plants, including virtual power plants (VPP), also manage multiple DER systems that may be local or dispersed. 
A CDEMS may be viewed as a VPP management system if it predominantly manages DER systems, but it may also manage and coordinate loads and other energy-related systems within homes, buildings, campuses, and office complexes.
There may also be a hierarchical set of CDEMSs, such as in a campus where a building CDEMS manages that building, while the campus CDEMS manages all of the building CDEMS. Another hierarchy could include residential CDEMS that are coordinated by a community CDEMS.
A CDEMS has a more global vision of the multiple DER systems under its control than each DER controller could have. It understands the overall capabilities of the DER systems under its management and can allocate energy generation and storage functions to each DER system according to the overall energy efficiency and/or reliability requirements.

[bookmark: _Toc333422925][bookmark: _Toc347678176]Level 3: Utility and/or REP Interaction Architecture
[bookmark: _Toc347336384][bookmark: _Toc333422926][bookmark: _Toc347678177]Level 3: Generic Utility and REP Monitoring and Control of DER Systems
At Level 3, utilities and/or Retail Energy Providers (REPs) coordinate and manage DER systems from a more global perspective, based on the real-time requirements of the distribution and transmission systems, as well as the demand response pricing signals from market systems. Communications now include interactions between the CDEMS and the utility/REPs. These hierarchical DER management interactions are shown in Figure 4.
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[bookmark: _Ref334102576][bookmark: _Ref338753162][bookmark: _Toc347395611][bookmark: _Toc347678210]Figure 4: Level 3: Utility / REP monitoring and control of CDEMS and DER systems
The utility “DER SCADA system” (in quotes, because this may or may not be part of a traditional utility SCADA system) and/or the REPs monitor the DER systems primarily through the DER owner’s CDEMS and issue controls to power system equipment in real-time. This includes some individual large DER systems directly, aggregations of smaller DER systems through a CDEMS or by broadcasting, and combined DER generation and loads generally located at substations.
Since the necessary communications from utilities and other energy managers may involve interactions with hundreds and even thousands of DER systems, monitoring their status and output may need to rely on multiple types of communications solutions. Utilities could monitor the real-time status of DER systems through a combination of:
Directly monitoring energy and other electrical characteristics at the “Point of Common Coupling” (PCC) for larger or more “sensitive” DER installations.
Receiving aggregated DER data from larger CDEMS systems, such as campuses, office complexes, or industrial plants. This approach can minimize the number of access points monitored.
Monitoring energy and other electrical characteristics of a feeder at a distribution substation. This approach is adequate when DER system generation only accounts for a small percentage of the total load on a relatively robust feeder.
Utilities will not generally be able to use the same types of direct control as they use for utility-owned power system equipment. For instance, they will issue broadcast or multicast commands. These broadcast/multicast messages would consist of the following:
One-way commands for emergency situations
Demand-response pricing signals
Utility requests for specific DER modes
Updated settings for autonomous DER actions. These may not be immediately acted upon, but may be set for future commands or power system conditions
New schedules for DER actions in the future
Variations on the configurations of these systems are discussed in the following sections and illustrated in the diagrams.
[bookmark: _Toc347336385][bookmark: _Toc347678178]Level 3a: DER Systems in Substations
As shown in Figure 5, utilities are installing DER systems, particularly large storage systems, to help manage operations through counteracting anomalous voltage and/or frequency situations. These are usually directly controlled through SCADA systems from the utility’s operation center. For this reason, these DER systems are managed and secured just like any other substation equipment. Typical interactions could include:
Monitoring the status of the DER system
Directing specific generation and/or storage actions
Setting reactive power parameters
Controlling generation through automatic generation control (AGC)
Initiating autonomous counteracting of voltage deviations
Initiating autonomous counteracting of frequency deviations
Providing additional energy during peak load periods
Riding-through high/low voltage and/or frequency levels
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[bookmark: _Toc347395612][bookmark: _Ref347664634][bookmark: _Toc347678211]Figure 5: Level 3a DER systems in substations
[bookmark: _Toc347336386][bookmark: _Toc347678179]Level 3b: DER Systems in Residences and Communities
As illustrated in Figure 6, increasingly, residential homes and communities are installing DER systems, particularly photovoltaic systems. In the future, electric vehicles will also become more common at these residential sites.
Individual residential homes may or may not have actual CDEMS equipment, although DER controllers may provide some of the functionality associated with CDEMS, such as responding to external commands or pricing signals. Residential subdivisions, apartment complexes, and office buildings will require CDEMS functionality to respond appropriately to utility and REP commands, such as allocating which DER systems are to respond to which commands.
Utility and REP interactions with the CDEMS systems can be one-to-one over communication networks, or can be broadcast/multicast to groups of CDEMS.
Upon installation, the DER systems associated with each CDEMS will need to be registered with the utility, and, if to be managed by a REP, registered with the REP. This registration may be handled off-line or may be handled through automated “discovery and registration” procedures.
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[bookmark: _Toc347395613][bookmark: _Ref347668267][bookmark: _Toc347678212]Figure 6: Level 3b DER Systems in residences and communities
[bookmark: _Toc347336387][bookmark: _Toc347678180]Level 3c: DER Systems in Commercial or Industrial Sites
As illustrated in Figure 7, DER systems are installed in commercial and industrial sites. These sites may have more sophisticated CDEMS systems that may be hierarchical. For instance, a university campus may have one central CDEMSs that interacts with the REPs and Utility, but may also have multiple CDEMS located in different facilities that manage the multiple DER systems within those facilities. Although not directly discussed in this document, it is expected that these CDEMS will manage load at the same time they are managing the DER systems.
The types of interactions between the REPs, utilities, CDEMS, and DER systems are also more complex, varying with configuration, the type of DER systems, the needs of the DER owner, and the regulatory structure of the DER market. 
Examples of these interactions can include:
The central CDEMS issues aggregate generation and storage goals to each of its facility-specific CDEMS. In turn, these facility CDEMS allocate specific actions and schedules to each DER system, and monitor compliance to these allocations. If a DER is not able to meet its allocated requirement, the facility CDEMS reassesses and updates the allocations.
Upon receiving a pricing signal from a REP, the central CDEMS allocates the energy and ancillary service goals to each of the facility CDEMS, which in turn allocate these to more precise generation and storage levels to each of their DER systems.
Upon receiving a schedule of actions from the utility, the same allocation steps are taken.
If authorized, DER systems operate autonomously to respond to emergency situations such as voltage and frequency anomalies. These actions are reported to the facility CDEMS in audit logs and other reports.
Upon receiving emergency commands from the utility, each CDEMS issues the appropriate command to its DER systems.
If used for backup power, the autonomous DER systems could manage the transition from failed grid to instantaneous power for a microgrid, to sustained power for the microgrid, to expansion of the microgrid to additional facilities (in coordination with appropriate CDEMS), to eventual reconnection to the main grid after power is restored.
In some cases, facility CDEMS will create microgrids. These microgrids could be “virtual” in that they act as if they are physically separated from the grid, but still do remain connected. They could also be electrically disconnected from the grid, and would balance generation and load while remaining within the required voltage and frequency ranges.
In addition to normal AC microgrids, DC microgrids could be established, with a CDEMS managing the flow of energy and reactive power across the AC/DC inverter.
Electric vehicle parking lots could also be managed, acting not only as modifiable load, but also as active generation when needed.
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[bookmark: _Toc347395614][bookmark: _Ref347668395][bookmark: _Toc347678213]Figure 7: Level 3c DER Systems in commercial and industrial sites
[bookmark: _Toc347336388][bookmark: _Toc347678181]Level 3d: DER Power Plants
TBD


[bookmark: _Toc347395615][bookmark: _Toc347678214]Figure 8: Level 3d DER power plants
[bookmark: _Toc347336389][bookmark: _Toc347678182]Level 3e: DER Virtual Power Plants (VPP)
TBD
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[bookmark: _Toc347395616][bookmark: _Toc347678215]Figure 9: Level 3e DER Virtual power plants (VPP)
[bookmark: _Toc347336390][bookmark: _Toc347678183]Level 3f: Military Base Microgrids with DER Systems
TBD
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[bookmark: _Toc347395617][bookmark: _Toc347678216]Figure 10: Level 3e Military based microgrids with DER systems
[bookmark: _Toc347678184]Level 4: Utility DER Management Systems (DERMS) for Operations Architecture
At Level 4, utilities need DER management systems (DERMS) to analyze and coordinate DER systems with distribution operations for both efficiency and reliability of the power grid.
These types of interactions are illustrated in Figure 11. Utilities will ultimately need to coordinate many of their systems, including “back office” systems, asset databases, and planning systems, but for the purposes of this architecture, the six main systems needed to assess and manage DER generation consist of the DERMS, the Distribution Management System, the Geographic Information Systems, the Demand Response System, the Outage Management Systems, and a “DER SCADA” system that monitors and controls the DER systems (primarily through CDEMS) within the utility’s territory. These requirements can then be requested of the DER systems, either via direct commands, through tariff-based requests, or as demand-response pricing signals.
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[bookmark: _Ref324771877][bookmark: _Toc333422969][bookmark: _Toc347678217]Figure 11: Level 4: Utility DER Management System (DERMS) for Distribution Operations 
The utility DERMS, in conjunction with other distribution operations systems, performs the following functions:
Register the location and capabilities of all DER systems and related CDEMS systems in its territory, following the interconnection processes and agreements. This information is added to the geographic information system (GIS) and/or the automated mapping and facilities management (AM/FM) systems for use by other distribution functions.
Assess the energy profiles and the ancillary services capabilities of the DER systems for each feeder section and substation from the AM/FM database. These DER profiles need to be coordinated with the corresponding load profiles, particularly as higher penetrations of DER systems become interconnected to the distribution system. This coordination will ensure the power system equipment is not overloaded by DER generation.
Provide this DER capabilities as well as any real time DER status information to distribution management systems (DMS) to perform contingency analysis, volt-var optimization, and other distribution management functions. Coordinate the DER requirements with the distribution automation requirements.
Respond to efficiency and reliability requests from the distribution management system by issuing requests for modified DER outputs. Some of the types of management include requesting specific levels of energy output, requesting reactive energy output (vars), requesting low/high voltage ride-through to mitigate possible outages, requesting frequency support, and managing the formation of microgrids.
Respond to market pricing information from the demand response system by providing this information to the Retail Energy Providers and to the CDEMS systems.
Provide load, generation, and ancillary services forecasts to the ISO/RTOs.
Respond to emergency commands from the distribution management system and/or outage management system by broadcasting/multicasting commands to DER and CDEMS systems.
As a result, the utility systems may determine that certain DER systems should either be “commanded” or “requested” (depending upon tariffs and other contracts) to modify their output, such as limiting energy output, providing additional vars, counteracting frequency deviations, or (for EV chargers and storage devices) modifying the rate of charging.
[bookmark: _Toc333422927][bookmark: _Toc347678185]Level 5: DER Integration with Transmission and Market Operations Architecture
At Level 5, Independent System Operators (ISO) or Regional Transmission Operators (RTOs) and market operations can affect what the DER systems are requested or commanded to do, based on tariffs and other agreements. Therefore, DER operations need to be integrated with the larger grid operations, including transmission and market operations. Distribution utilities must also interact (either directly or indirectly) with their ISO/RTO as a wholesale market participant, and must provide generation and load data to the ISO/RTO in order to meet the NERC reliability requirements. The same types of information must be provided by REPs or other types of energy service providers. 
These interactions are shown in Figure 12.
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[bookmark: _Ref324772645][bookmark: _Toc333422970][bookmark: _Toc347678218]Figure 12: Level 5: DER Integration with Transmission and Market Operations 

[bookmark: _Toc347678186]DER Management Functions
The following subsections provide an overview of DER functions: their objectives and constituent energy products.
[bookmark: _Toc347678187]Objectives of DER Management Functions
The objectives of DER management functions can be described as:
Interconnection and registration functions. These functions are predominantly off-line or back office functions. However, eventually the communications capabilities must be securely established to register the DER system (unless the DER system is “autonomous-only”). 
Actors : 
Distributed Generation & Storage Management (DERMS)
DER Generation and Storage system
Financially-driven efficiency and demand response functions. These functions include establishing settings (watts output, volt/var modes, frequency modes) and schedules for efficient operations. For autonomous-only DER systems, these settings would be installed in the factory or during installation. For DER management and DER broadcast architectures, requests or commands would be issued to ensure optimal overall power system efficiency (or other goal such as improved reliability). Although these functions are only minimally used today in the United States, they are starting to be mandated in Europe and other countries world-wide.
Actors:
Distributed Generation & Storage Management (Operations domain)
Distribution SCADA System (Operations domain)
DER Generation and Storage system (Customer domain, although could belong to utility)
Electric Vehicle (EVSE/PEV) (Customer domain)
Customer Energy Management System (Customer domain)
Aggregator / Retail Energy Provider (Service Providers domain)
Power system reliability emergency functions. These functions are either pre-set into the DER systems (e.g. anti-islanding tripping off if external power is lost) or broadcast commands for var, frequency, or watt output control. These may also include deliberate islanding commands (e.g. to avoid a blackout) with many significant changes demanded of the DER systems in order to “balance” generation and load in microgrid. These functions are also becoming of increasing importance as renewable energy increases its percentage as a source of energy, and again are being mandated in many countries.
Actors:
Distributed Generation & Storage Management (Operations domain)
Distribution SCADA System (Operations domain)
DER Generation and Storage system (Customer domain, although could belong to utility)
Electric Vehicle (EVSE/PEV) (Customer domain)
Customer Energy Management System (Customer domain)
Aggregator / Retail Energy Provider (Service Providers domain)
DER protective relaying time-sensitive functions. These functions provide for public safety and equipment protection by rapidly shutting down DER systems under certain conditions, such as grid outages or DER failures. Protective relaying for larger DER systems is already required by utilities.
Actors:
DER Generation and Storage system (Customer domain, although could belong to utility)
Maintenance functions. These functions must be clearly separated from operational functions to ensure protection of the DER system and the power grid.
Actors:
DER Generation and Storage system (Customer domain, although could belong to utility)
Customer DER Energy Management System (Customer domain)
Aggregator / Retail Energy Provider (Service Providers domain)
[bookmark: _Toc347678188]DER Energy Products 
DER inverter-based systems are capable of providing many energy “products” that support power system operations. These energy products may be managed at different levels of the DER hierarchy. 
The most basic approach is for DER systems at Level 1 to contain pre-established settings that allow these systems to operate autonomously, based on locally monitored conditions. The DER systems would not require communications to operate within those pre-established settings. Output from the DER would be measured by smart meters.
Additional functionality would include the ability to update settings and/or activate different functions, using communications either directly from Level 2 or indirectly from Level 3. For example, the utility’s DERMS (through a “DER SCADA”) could multicast a “limit output” command to customers on a particular feeder through their CDEMS (in Level 2), which in turn could manage the DER units in Level 1 to comply with that limit.
Schedules of functions and settings can also be used to pre-establish these to be activated at specific dates and times.
These energy products are listed in Table 1, along with the communication requirements and (draft) mandatory/optional requirements:

[bookmark: _Ref347076493]Table 1: Characteristics of DER System Energy Products
	DER System Energy Products
	Inverter Functional Requirements
	Comm. Requirements
	M/O

	Energy

	Generate energy at any time within contractual limits
	Limit energy output at PCC to 30% of feeder load or other contractual limit
	Local: Monitor output at PCC if large DER
	M

	Support direct command to limit maximum generation 
	Limit maximum generation 
	Remote: limit generation command from Utility, REP, or CDEMS
	M

	Generate specified energy level at specific times to offset peak load
	Assumes capability to set energy output levels, such as PV + storage DER systems.
· DER controller contains pre-established and/or updatable TOU schedules
	Remote: update TOU by Utility, REP, or Customer DEMS (CDEMS)
	M

	Modify energy output autonomously in response to local voltage variations 
	Monitor local voltage and modify energy output in order to damp voltage deviations
	Local: Monitor voltage
	M

	Store energy for later delivery
	Assumes capability to set energy output levels, such as PV + storage DER systems.
· DER controller contains pre-established and/or updatable schedules
· CDEMS manages the storage
	Remote: update storage schedule by Utility, REP, or CDEMS
	O

	Offset local loads
	· Monitor local loads (or imported energy at the PCC) and continuously offset a percentage of that load
	Local: Monitor load at PCC
Remote: Receive the percentage of load to offset or schedule for offset from Utility, REP, or CDEMS
	O

	Provide backup power
	Assumes ability to operate when grid power is not available
· Matches local load within the DER’s range
	Local: Monitor connected load
	O

	Reactive power

	Provide reactive power by a fixed power factor
	Inverter implements the power factor setting
· DER controller contains pre-established power factor setting, and/or
· Power factor setting can be updated remotely
	If pre-established settings are used, no communications needed
Remote: set power factor command from Utility, REP, or CDEMS
	M

	Provide reactive power through autonomous responses to local voltage measurements
	Inverter implements volt-var settings that define the reactive power for different voltage 
· DER controller contains pre-established volt-var setting, and/or
· Volt-var setting can be updated remotely
	Local: Monitor voltage
Remote: Update volt-var settings from Utility, REP, or CDEMS
	M

	Provide reactive power through autonomous responses to temperature
	Inverter implements temperature-var settings that define the reactive power different ambient temperatures, similar to feeder capacitors
	Local: Monitor ambient temperature
Remote: Update temperature-var settings from Utility, REP, or CDEMS
	O

	Frequency support

	Support frequency regulation on a second or even sub-second basis through autonomous modifications of energy output to counter frequency deviations
	Inverter implements frequency-watt settings that define the percentage of watt output to modify for different frequency deviations.
	Local: Monitor frequency
Remote: Update frequency-watt settings from Utility, REP, or CDEMS
	M

	Support frequency regulation on a multi-second basis by direct automatic generation control (AGC) commands
	Inverter implements modification of watt output based on AGC signals
	Remote: Receive AGC commands to modify output
	O

	Response to emergencies

	Support direct command to turn on/turn off 
	DER performs soft or hard connect or disconnect from the grid
	Remote: connect or disconnect command from Utility, REP, or CDEMS
	M

	Ride-through low/high voltage anomalies 
	DER remains connected during voltage anomalies based on parameters related to a window defined by voltage levels over time, disconnecting only when the ride-through window has expired
	Local: Monitor voltage
	M

	Ride-through low/high frequency anomalies 
	DER remains connected during frequency anomalies based on parameters related to a window defined by frequency over time, disconnecting only when the ride-through window has expired
	Local: Monitor frequency
	M

	Counteract voltage anomalies while only tripping off if necessary 
	Inverter counteracts voltage anomalies (spikes or sags) through “dynamic current support” during the “ride-through” time duration, and disconnects if outside the ride-through window
	Local: Monitor voltage anomalies
Remote: Update dynamic ride-through settings from Utility or CDEMS
	M

	Respond to emergency conditions by autonomously counteracting voltage anomalies while only tripping off if necessary 
	Inverter dynamically counteracts voltage anomalies (spikes or sags) during the “ride-through” time duration, and disconnects if outside the ride-through window
	Local: Monitor voltage anomalies
Remote: Update dynamic ride-through settings from Utility or CDEMS
	M

	Provide “spinning” or operational reserve so that energy is available at short notice (seconds or minutes)
	DER provides contracted energy upon command. The assumption is that generation can be provided through turning on more generation or discharging storage devices.
	Remote: increase output command for contracted amount from Utility, REP, or CDEMS
	O

	Create microgrids to minimize the extent and length of power outages
	Inverter enters into “leading” or “following” modes
	Remote: Receive “microgrid mode” command from Utility, REP, or CDEMS
	O

	Provide black start capabilities
	DER system operates as a microgrid (possibly just itself) and supports additional loads being added, so long as they are within its generation range
	Remote: Receive “black start mode” command from Utility, REP, or CDEMS
	O

	Economic responses

	Manage energy based on demand response (DR) pricing signals 
	REP, CDEMS, or DER system receives DR pricing signal and determines what energy level to output
	Remote: Receive DR pricing signal from Utility, REP, or CDEMS
	M

	Manage selected ancillary services based on demand response (DR) pricing signals
	REP, CDEMS, or DER system receives DR pricing signal and determines what ancillary services to provide
	Remote: Receive DR pricing signal from Utility, REP, or CDEMS
	O

	Provide low cost energy
	Utility, REP, or CDEMS selects which DER systems are to generate how much energy
	Remote: Receive setting for output energy from Utility, REP, or CDEMS
	O

	Provide low emissions energy
	Utility, REP, or CDEMS selects which DER systems are to generate how much energy
	Remote: Receive setting for output energy from Utility, REP, or CDEMS
	O

	Provide renewable energy
	Utility, REP, or CDEMS selects which DER systems are to generate how much energy
	Remote: Receive setting for output energy from Utility, REP, or CDEMS
	O

	Wide area situational awareness

	Provide emergency alarms and information
	DER system (or CDEMS) provides alarms and supporting emergency information
	Remote: Provide alarms and emergency information to Utility, REP, or CDEMS
	M

	Provide status and measurements on current energy and ancillary services
	DER system provides current status, power system measurements, and other data (separately, smart meters provide metering data)
	Remote: Provide status and measurement values to Utility, REP, or CDEMS
	M

	Forecast status and output over hours and days for energy and ancillary services
	DER system (or CDEMS) provides forecast information on energy and ancillary services
	Remote: Provide forecast information to Utility, REP, or CDEMS
	O

	Schedules

	Use  time-based schedules for determining energy and ancillary service outputs 
	DER system receives and executes schedules for energy settings, reactive settings, limits, modes (such as autonomous volt-var, frequency-watt), and other operational settings
	Remote: Utility, REP, or CDEMS issues schedules to DER system
	M

	Issue generation and storage schedules
	DER system provides schedules of expected generation and storage reflecting customer requirements, maintenance, weather forecasts, etc.
	Remote: Provide scheduling information to Utility, REP, or CDEMS
	O

	Interconnection and maintenance

	Initiate automated “discovery” of DER systems
	DER system supports its automated “discovery” as interconnected to a location on the power system and initiates the integration process
	Remote: Utility, REP, or CDEMS “discovers” a new or moved DER system
	O

	Provide operational characteristics at initial interconnection and upon changes
	DER system provides operational characteristics after its “discovery” and whenever changes are made to its operational status
	Remote: Provide DER characteristics information to Utility, REP, or CDEMS
	M

	Test DER software patching and updates 
	DER software updates are tested for functionality and for meeting regulatory and utility requirements, including safety
	Remote: Test DER software by Utility, REP, or CDEMS
	M



[bookmark: _Toc347678189]Use Cases within the DER Hierarchy
Outline of Categorization of DER Use Cases – Needs more assessment on what to cover
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[bookmark: _Toc347678219]Figure 13: Structure of Use Cases within the DER Hierarchy 
[bookmark: _Toc347678190]Categorization of Use Cases
[bookmark: _Toc347678191]Categorization as Grid-Connected DER Systems
Within a residence
Within a building (office, apartment, commercial, industrial)
Within a community
Within a real power plant like a wind farm
Within virtual power plant
Within a substation
Within a campus environment
Within a military environment
[bookmark: _Toc347678192]Categorization as Logical and/or Islanded Microgrids
As permanent island
As backup for any configuration
Autonomous decentralized control
Pre-planned microgrid with combined management and autonomous
Emergency microgrid with after-the-fact management
AC vs. DC microgrids, including combinations of AC and DC
Transitions between grid-connected and islanded, including UPS systems for backup
Multiple logical and/or islanded microgrid monitoring and analysis (e.g. networked microgrids or meshed microgrids or active distribution networks)
[bookmark: _Toc347678193]Categorization by Management Authority
Private customer
Retail energy providers (REP)
Utility with direct control
Cooperative Control between Customer and Utility
Virtual Power Plant (VPP)
Demand response and other financial signals

[bookmark: _Toc347678194]Categorization by Communications Capabilities
Autonomous no monitoring, no control
Autonomous with monitoring, no control
Autonomous no monitoring, with decentralized control
Autonomous with monitoring and decentralized control
Autonomous no monitoring, broadcast instructions and decentralized control
With near-real-time monitoring, direct communications and autonomous control
With near-real-time monitoring, direct communications and central control (DMS)

[bookmark: _Toc347678195]Categorization by Management
Utility-controlled, including storage located in substations
Energy set and/or limited by utility constraints or requirements
Utility-updated volt-var control
Response to local low/high voltage or frequency anomalies
Utility-directed contingency response to anomalous situations
Ancillary services (price or contract) coordinated with utility constraints/requirements
REP-managed DER, including virtual power plant (VPP) management, based on utility constraints and requirements (economic and safety/reliability)
Energy by price
Volt-var control by price
Response to local low/high voltage or frequency anomalies
Utility-directed contingency response to anomalous situations, such as protective relaying or establishing islanded microgrids
Ancillary services by price coordinated with utility constraints/requirements
Campus grid/microgrid (financial and islanded), with military environment as a sub-scenario
Energy by contract and/or price
Volt-var control by contract and/or price
Response to local low/high voltage or frequency anomalies
Utility-directed contingency responses to anomalous situations, such as protective relaying or establishing islanded microgrids
Ancillary services by price coordinated with utility constraints/requirements
Actual power plant such as a wind farm, which may be managed by a third party or by distribution utility
Energy set and/or limited by utility constraints or requirements
Utility-updated volt-var control
Response to local low/high voltage or frequency anomalies
Utility-directed contingency response to anomalous situations, such as protective relaying or establishing islanded microgrids
Ancillary services (price or contract) coordinated with utility constraints/requirements
[bookmark: _Toc347678196]Categorization by Type of DER
Synchronous generation
Wind
Solar w/o var capabilities
Solar with var capabilities
PEV
Fuel cell w/o var capabilities
Fuel cell with var capabilities
Micro-turbines
Storage w/o var capabilities
Storage with var capabilities




[bookmark: _Toc347678197]Communication Requirements
Outline of possible communication topics – TBD

[bookmark: _Toc347678198]Information Exchange Requirements

[bookmark: _Toc347678199]Applicable Communication Standards
[bookmark: _Toc347678200]IEC TC57 Standards Applied to Utility Domains
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[bookmark: _Toc347678220]Figure 14: IEC TC57 Standards Applicable to Different Utility Domains
[bookmark: _Toc347678201]Smart Grid Standards Used for DER Systems by Utilities
[image: ]
[bookmark: _Toc347678221]Figure 15: Smart Grid Standards Used for DER Systems by Utilities
[bookmark: _Toc347678202]Customer-based SG Standards Used for DER Systems
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[bookmark: _Toc347678222]Figure 16: Customer-based SG Standards Used for DER Systems
[bookmark: _Toc347678203]Cyber Security Requirements
[bookmark: _Toc347678204]DER Systems as Cyber-Physical Systems
Cybersecurity for DER systems requires a different approach than for typical IT systems. As stated in the NISTIR 7628 “Traditionally, cyber security for Information Technology (IT) focuses on the protection required to ensure the confidentiality, integrity, and availability of the electronic information communication systems. Cyber security needs to be appropriately applied to the combined power system and IT communication system domains to maintain the reliability of the Smart Grid and privacy of consumer information. Cyber security in the Smart Grid must include a balance of both power and cyber system technologies and processes in IT and power system operations and governance. Poorly applied practices from one domain that are applied into another may degrade reliability.”[footnoteRef:2] [2:  NISTIR 7628 “Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements”, Section 1.2, 2010] 

[bookmark: _Toc347678205]Cyber Security Concepts for DER
Authentication, data integrity, availability, confidentiality, and non-repudiation
Security perimeters at the different DER Levels
Security for communication protocols: media security, transport security, application security
Role-based access control
Cyber-physical security – use of power system security mechanisms to detect and mitigate cyber attacks
Defense in depth
Security policies
Risk management
Prevention, detection, coping during an attack, recovery from an attack, documenting/logging attack events and actions
Security during manufacturing, implementation, installation, operation, maintenance, and removal
[bookmark: _Toc347678206]Security Profile for DER using IEC 61850 Standards
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[bookmark: _Toc347678223]Figure 17: Security Profile for DER using IEC 61850 Standards
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