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The EISA 2007 assigns NIST the responsibility to coordinate development of an interoperability framework including model standards and protocols. The identification of the standards and protocol documents that support interoperability of the Smart Grid is therefore a key element of the framework. 
Two lists are presented in this chapter: 
· The first, Table 4-1 in Section 4.3, is a list of Smart Grid standards and specifications requirements identified as important for the Smart Grid and for which NIST believes stakeholder consensus exists. Requirements documents and guidelines are also included in this table. The confidence that there is stakeholder consensus on applicability for Smart Grid for the items in Table 4-1 is based on the outcomes of several workshops, individual stakeholder inputs, NIST Domain Expert Working Group (DEWG) discussions and work products, public comments solicited on both the standards and the first release of this framework document, and results of further reviews by the SGIP. 

· The second list, Table 4-2 in Section 4.4, contains documents that have, or are likely to have, applicability to the Smart Grid, subject to further review and consensus development being carried out through plans identified in this roadmap. Again, this conclusion is based upon the comments received from the workshops, stakeholder inputs, and public review. Since the establishment of the SGIP, its Governing Board, various committees, working groups, and priority action plan groups, additional mechanisms have been adopted to document and, where possible, increase the level of review and consensus support for standards and specifications deemed necessary to support the Smart Grid. These are discussed in greater detail in Chapter 5.  


These two lists are largely unchanged from Release 1.0 in terms of which standards appear on which list. 
Several standards have been moved from Table 4-2 (in Release 1.0) to Table 4-1 (in Release 2.0).  These are that standards that have emerged as part of the SGIP Priority Action Plans process and been recommended by the Governing Board for inclusion in the SGIP Catalog of Standards.  Examples include the North American Energy Standards Board (NAESB) WEQ19, REQ18, Energy Usage Information which resulted from PAP10. 

Several standards have been added to the tables that did not exist at the time Release 1.0 was completed in January, 2010 have been added to the tables. In some cases, the added standards are closely related to standards already included on the lists. For example, IEEE Standard 1815, which is the adoption of the DNP3 standard by the IEEE, is now listed along with DNP3 in Table 4-1. Among those standards added to Table 4-2 are standards now under development in the PAPs, such as OASIS Energy Interoperation (EI). 
There are several guiding principles that led to the two lists of documents presented in this chapter. The major principles that NIST used to select the documents are: 
· That they support interoperability of the Smart Grid as it evolves from the existing grid with new utility deployments, Smart Grid programs, and consumer investments in Smart Grid equipment and appliances.
· That they support the FERC and NIST Smart Grid priorities (see inset below “Guiding Principles for Identifying Standards for Implementation”).
· That they have a demonstrably high level of consensus support. 

Because the Smart Grid is evolving from the existing power grid, NIST has also included standards that support widely deployed legacy systems. Priority Action Plans (PAPs) have been established with the goal of resolving interoperability issues between the standards for legacy equipment and those others identified for the Smart Grid. For example, PAP12 seeks to enable implementations of the Distributed Network Protocol, DNP3.0 as specified in IEEE 1815, to work with implementations of the IEC 61850 standard (see the PAP12 website, PAP12: Mapping IEEE 1815 (DNP3) to IEC 61850 Objects). 
In addition to the major principles, additional desirable and nonexclusive guiding principles used in the selection of standards for the framework are given in the inset frames in this section, entitled “Guiding Principles for Identifying Standards for Implementation.” NIST used the criteria listed in these inset frames to evaluate standards, specifications, requirements, and guidelines for inclusion in the initial and the current version of the NIST Framework and Roadmap for Smart Grid Interoperability Standards, and NIST will refine these criteria for use with subsequent versions. This set of criteria is extensive, and the complete list does not apply to each standard, specification, or guideline listed in Tables 4-1 and 4-2. Judgments as to whether each item merits inclusion is made on the basis of combinations of relevant criteria.
The items included in Table 4-1, are in most cases, voluntary consensus standards developed and maintained by accredited standards development organizations (SDOs). The phrases standards- or specification-setting organizations (SSOs) and standards development organizations (SDOs) are used loosely and interchangeably within the standards-related literature. However, for the purpose of this document, NIST is using the term “SSOs” to define the broader universe of organizations and groups—formal or informal—that develop standards, specifications, user requirements, guidelines, etc. The term “SDOs” is used to define standards-development organizations that develop standards in processes marked by openness, balance, and transparency, and characterized by due processes to address negative comments. NIST is using these two terms, SSOs and SDOs, to address the wide variations in types of organizations that are developing standards, specifications, user guidelines, and other input, which are then being identified and considered for use in the Smart Grid framework. 
Also, in this document, NIST uses the definition of voluntary consensus standards given in OMB Circular A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities,[footnoteRef:1] where such standards are defined as developed and adopted by voluntary consensus standards bodies. For these voluntary consensus standards, OMB Circular A-119 outlines provisions that require that the relevant intellectual property owners have agreed to make that intellectual property available on a non-discriminatory, royalty-free, or reasonable-royalty basis to all interested parties. As outlined in the OMB document, voluntary consensus standards bodies are “domestic or international organizations which plan, develop, establish, or coordinate voluntary consensus standards using agreed-upon procedures,”[footnoteRef:2] and have the following attributes: 1) openness, 2) balance of interest, 3) due process, 4) a process for appeals, and 5) consensus.  [1:   OMB Circular A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities, February 10, 1998, http://www.whitehouse.gov/omb/rewrite/circulars/a119/a119.html#5.]  [2:  Ibid.] 

Consensus is defined as general agreement, but not necessarily unanimity.  Consensus includes a process for attempting to resolve objections by interested parties. The process includes the following attributes: 
· All comments are considered fairly
· Each objector is advised of the disposition of his or her objection(s) and the reasons why
· The consensus body members are given an opportunity to change their votes after reviewing the comments
As a general rule, NIST believes that Smart Grid interoperability standards should be developed in processes that are open, transparent, balanced, and have due processes, consistent with the decision of the World Trade Organization’s Technical Barriers to Trade Committee Principles for the Development of International Standards.[footnoteRef:3] That is, standards should be “developed and maintained through a collaborative, consensus-driven process that is open to participation by all relevant and materially affected parties and not dominated or under the control of a single organization or group of organizations, and readily and reasonably available to all for Smart Grid applications.”[footnoteRef:4]  In addition, Smart Grid interoperability standards should be developed and implemented internationally, wherever practical. Although preferable that the standards for this framework should have open processes for their development, it is more important that they be openly available for use. [3:   Annex 4, Second Triennial Review of the Operation and Implementation of the Agreement on Technical Barriers to Trade, WTO G/TBT/9, November 13, 2000]  [4:  ANSI Essential Requirements: Due process requirements for American National Standards, Edition: January, 2009, http://www.ansi.org/essentialrequirements/ .] 

Because of the massive investment and accelerated timeline for deployment of Smart Grid devices and systems, along with the consequent accelerated timetable for standards development and harmonization, NIST did not limit the lists of both identified and candidate standards to SDO-developed voluntary consensus standards. Rather, Tables 4-1 and 4-2 include specifications, requirements, and guidelines developed by other SSOs. This was done to ensure that the interoperability framework would be established as quickly as possible to support current and imminent deployments of Smart Grid equipment.  These SSO documents were developed by user groups, industry alliances, consortia, and other organizations.  Ultimately, however, it is envisioned that these specifications and other documents will be used for development of SDO standards.  
In making the selections of SSO documents listed in this section, NIST attempted to ensure that documents were consistent with the guiding principles, including that they be open and accessible. This does not mean that all of the standards and specifications are available for free, or that access can be gained to them without joining an organization (including those organizations requiring a fee). It does mean, however, that they will be made available on fair, reasonable, and nondiscriminatory terms and conditions, which may include monetary compensation. 
To facilitate the development of the Smart Grid and the interoperability framework, NIST is working with SSOs to find ways to make the interoperability documents more accessible so that cost and other factors that may be a barrier to some stakeholders are made less burdensome. In 2010, NIST and ANSI have coordinated to make documentary standards available to SGIP working groups and other stakeholders for a limited time based on working group and PAP assignments.




 (
Guiding Principles
 for Identifying Standards for Implementation
For 
Release 
2
.0,
 a standard
, 
specification
, or guideline
 
was 
evaluated on 
whether it: 
Is well-established and widely acknowledged as important to the Smart Grid.
Is an open, 
stable
,
 and mature industry-level standard developed in 
a 
consensus process from a standards develop
ment
 organization (SDO).
Enables the transition of the legacy power grid to the Smart Grid. 
Has, or is expected to have, significant implementations, adoption, and use.
Is supported by an SDO or 
u
sers 
g
roup to ensure that it is regularly revised and improved to meet changing requirements and that there is 
a 
strategy for continued relevance. 
Is developed and adopted internationally, wherever practical.
Is integrated and harmonized
, or there is a plan to integrate and harmonize it
 with complementing standards across the utility enterprise through the use of an industry architecture that documents key points of interoperability and interfaces. 
Enables one or more of the framework characteristics as defined by EISA
*
 or enables one or more of th
e
 six chief characteristics of the envisioned Smart Grid
.
†
 
Addresses, or is likely to address, anticipated Smart Grid requirements identified through the NIST workshops and other stakeholder engagement. 
Is applicable to one of the priority areas identified by FERC
‡
 and NIST:
Demand Response and Consumer Energy Efficiency
;
Wide Area Situational Awareness
;
Electric Storage
;
Electric Transportation
;
Advanced Metering Infrastructure
;
 
Distribution Grid Management
;
Cybersecurity
; and
Network Communications.
*
Energy Independence and Security Act of 2007 [Public Law No: 110-140] Title XIII, Sec. 1305.
†
 
U.S. Department of Energy, Smart Grid System Report, July 2009.
 
‡
 
Federal Energy Regulatory Commission, 
Smart Grid Policy
, 128 FERC ¶ 61,060 [Docket No. PL09-4-000] July 16, 2009.
)

 (
Guiding Principles
 for Identifying Standards for Implementation
 (cont’d) 
Focuses on the semantic understanding layer of 
the 
GWAC stack
*
, which has been identified as most critical to Smart Grid interoperability.
Is openly available under fair, reasonable, and non
-
discriminatory terms. 
Has associated conformance tests or a strategy for achieving them. 
Accommodates legacy implementations.
Allows for additional functionality and innovation through:
Symmetry
 – facilitates bi-directional flows of energy and information.
Transparency
 – supports a transparent and auditable chain of transactions. 
Composition
 – facilitates building of complex interfaces from simpler ones.
Extensibility 
– enables adding new functions or modifying existing ones.
Loose coupling
 – helps to create a flexible platform that can support valid bilateral and multilateral transactions without elaborate pre-arrangement
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While loose coupling is desirable for general applications, tight coupling often will be required for critical infrastructure controls
. 
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The process used to establish the lists presented in Tables 4-1 of Section 4.3 and Table 4-2 of Section 4.4 in the initial (Release 1.0) and current (Release 2.0) version of this document is described below. During the first phase of the NIST three-phase plan for Smart Grid interoperability, NIST’s approach to accelerate the development of standards was to 1) identify existing standards that could be immediately applied to meet Smart Grid needs, or were expected to be available in the near future, and 2) identify gaps and establish priorities and action plans to develop additional needed standards to fill these gaps.  
After the publication of the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, and the establishment of SGIP, NIST has transitioned the standard identification process so that it now works through various SGIP venues and activities. These venues include the many SGIP committees; SGIP working groups; PAPs; and numerous face-to-face meetings in conjunction with many industry conferences relevant to the Smart Grid, such as Connectivity Week (http://www.connectivityweek.com/), Grid Interop (http://www.grid-interop.com/), North American Synchro-Phasor Initiative (NASPI) working group meetings (http://www.naspi.org/), and IEEE Conferences and Committee meetings (http://www.ieee.org/index.html). A summary of the SGIP, the SGIP’s Governing Board, various committees, working groups, and PAPs can be found in Chapter 5, and detailed information about them and their activities can be found on the NIST Smart Grid Collaboration Site.[footnoteRef:5] [5:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIP] 

PAPs are established by the SGIP when there is a need for interoperability coordination on resolving urgent standard issues. The PAPs themselves are executed within the scope of the SDOs and users groups that assume responsibility for the tasks that implement the plans. The duty of the SGIP is to facilitate this process; ensure that all PAP materials are publicly available to the extent possible as they are developed on the NIST Smart Grid Collaboration Site; and provide guidance toward consensus as needed when significant differences among the participants in the PAP occur, or there is uncertainty about the PAP goals.[footnoteRef:6] Once the issues are resolved, the standard resulting from the PAP and actions of the participating SDOs continues through the SGIP review and approval process and is ultimately listed in the SGIP Catalog of Standards (CoS). [6:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PriorityActionPlans] 

As part of its Charter obligations, the SGIP produces and maintains a “Catalog of Standards.” This document describes the purpose and scope of the Catalog, as well as the process and procedures for the management of the SGIP Catalog of Standards (CoS). Procedures are described for the management of the lifecycle of an entry into the Catalog, from its proposed inclusion, to its approval for inclusion, its periodic review for relevance and its possible deprecation and removal from the Catalog. 
Note that the SGIP Catalog of Standards is anticipated to provide a key but not exclusive source of input to the NIST process for coordinating the development of a framework of protocols and model standards for the Smart Grid under its Energy Independence and Security Act (EISA) of 2007 responsibilities. 
The Catalog is a compendium of standards and practices considered to be relevant for the development and deployment of a robust and interoperable Smart Grid. The Catalog may contain multiple entries that may accomplish the same goals and are functionally equivalent; similarly a single Catalog entry may contain optional elements that need not be included in all implementations. In general, compliance with a standard does not guarantee interoperability due to the above reasons. Though standards facilitate interoperability, they rarely, if ever, cover all levels of agreement and configuration required in practice. As a part of its work program, the SGIP is defining a testing and certification program that may be applied to the equipment, devices, and systems built to the standards listed in the Catalog and that, if applied, will substantiate that implementations claiming compliance with the respective standards are also interoperable. Where test profiles have been defined and testing organizations identified for a particular standard this will be indicated in the Catalog entry.

The SGIP has recently finalized the process for adding standards to the Catalog of Standards. The process[footnoteRef:7] includes review by the Standards Subgroup of the Cybersecurity Working Group (CSWG) to determine if the standards have adequately addressed cybersecurity requirements, which are defined in the NISTIR 7628, Guidelines for Smart Grid Cyber Security[footnoteRef:8]. The SGIP Smart Grid Architecture Committee (SGAC) also performs a review against its requirements, and the Governing Board votes to recommend the standard to the SGIP plenary, which then approves the standard to add it to the CoS.    [7:  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPGBDocumentsUnderReview/Standards_Catalog_Process_and_Structure_V0_9_20110401.pdf ]  [8:  http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628] 


Among the families of standards listed in Table 4-1, the first to have a detailed CSWG assessment of cybersecurity requirements and SGAC assessment were five families of standards: IEC 60870, IEC 61968, IEC 61970, IEC 61850, and IEC 62351, The CSWG findings were posted in a report in 2010.[footnoteRef:9] The following additional standards were reviewed in 2010: the NAESB Energy Usage Information, OASIS WS-Calendar, Wireless Standards for the Smart Grid, AEIC AMI Interoperability Standard Guidelines for ANSI C12.19 / IEEE 1377 / MC12.19 End Device Communications and Supporting Enterprise Devices, Networks and Related Accessories; the following standards addressing plug in electric vehicles, SAE J1772-3, SAE J2836-1, SAE J2847-1, and  NEMA SG-AMI 1-2009: Requirements for Smart Meter Upgradeability and the Internet Protocol Suite.  So far in 2011 the following additional standards were completed addressing time synchronization and Phasor Measurement Units, IEEE 1588 , IEEE PC37.238 IEC 61850-90-5 and the AMI related standards C12.1, 12:18, 12:19, 12:21, 12:22. [9:  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf] 


Cybersecurity and architecture reviews will be applied to all of the other standards identified in the tables below, as well as those identified in future NIST and SGIP activities. Results of these reviews will be made publicly available on the CSWG website.[footnoteRef:10] Standards organizations and prospective users of the reviewed specifications can use this information to address identified gaps or other issues. The CSWG has assigned liaisons to other working groups, PAPs, Domain Expert Working Groups (DEWGs), and SDOs to participate in and support the cybersecurity review of their activities when needed. Similarly, the SGAC has also assigned liaisons to these groups. [10:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/NISTStandardsSummaries] 
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As described previously, Table 4-1 lists the standards identified by NIST at the conclusion of the process described in Release 1.0[footnoteRef:11], which was a transparent and highly participatory public process. They support interoperability of Smart Grid devices and systems.. It also includes additional standards that have gone through the PAP development process and been recommended by the SGIP Governing Board (These are those standards that have been moved from Table 4-2 in Release 1.0 to Table 4-1 in this release.)  Table 4-1 groups the documents into families, such as the IETF standards, and the standards are further identified as standards and specifications, requirements, and guidelines. Cybersecurity standards appear together as a group in each of Tables 4-1 and 4-2. These tables include the names of responsible standards body with links to the standard, the CSWG assessment, and to the draft SGIP Catalog of Standards information forms, if available. It contains a short description of the application and discussion of PAP and other standards activities that are applicable. [11:  http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf  , p. 48 ] 




All the standards in Table 4.1 beyond those that have already been reviewed are subject to review by the SGIP CSWG Standards subgroup and the SGIP Smart Grid Architecture Committee (SGAC). There are now 14 Smart Grid-relevant standards identified in Table 4.1 and an additional 53 standards in Table 4.2 that will go through the SGIP process for approval for the CoS. As noted in this document, many of the standards are still undergoing development and require modifications, some of which are being addressed through SGIP PAPs.
Table 4-1. Identified Standards
	
	Standard 
	Application
	Comments

	Standards and Specifications

	1 
	ANSI/ASHRAE 135-2008/ISO 16484-5 BACnet - A  Data Communication Protocol for Building Automation and Control Networks
http://www.techstreet.com/cgi-bin/basket?action=add&item_id=4427156

Preliminary CoS ANSI/ASHRAE 135-2008/ISO 16484-5 BACnet Information Form 
	BACnet defines an information model and messages for building system communications at a customer’s site. BACnet incorporates a range of networking technologies, using IP protocols, to provide scalability from very small systems to multi-building operations that span wide geographic areas.
	Open, mature standard with conformance testing developed and maintained by an SDO. BACnet is adopted internationally as EN ISO 16484-5 and used in more than 30 countries.
BACnet serves as a customer domain communication protocol and is relevant to the Price, DR/DER, Energy Usage, and Facility Smart Grid Information Model PAPs  (PAP03: Develop Common Specification for Price and Product Definition, PAP09: Standard DR and DER Signals, PAP10: Standard Energy Usage Information, and PAP17 Facility Smart Grid Information Standard ).

	2 
	ANSI C12 Suite :

ANSI C12.1
Preliminary CoS ANSI C12.1 Information Form Not Yet Available
CSWG ANSI C12.1 Report Not Yet Available








ANSI C12.18/IEEE P1701/MC1218
CoS
CSWG Report










ANSI C12.19/MC1219
CoS
CSWG Report










ANSI C12.20
CoS







ANSI C12.21/IEEE P1702/MC1221

CoS

CSWG Report

	Performance- and safety-type tests for revenue meters.











Protocol and optical interface for measurement devices.












Revenue metering End Device Tables.










Revenue metering accuracy specification and type tests.








Transport of measurement device data over telephone networks.







	Open, mostly mature standards developed and maintained by an SDO. 
It is recognized that ANSI C12.19 version 2, and correspondingly IEEE 1377 version 2, are extremely flexible metering data and information models that provide a wide range of functions and capabilities for delivery of actionable information, such as energy usage in kilowatt hours from a meter, such as energy usage information, load profiles and control information, such as load control, programming and firmware management. These capabilities call complex programming to secure the control and the information. ANSI C12.19 version 2 implements a comprehensive information class model by which the table and procedures classes and their class attributes are modeled using an extensible XML-based Table Definition Language (TDL). The instances of the data model (TDL classes) can be described in terms of the XML-based Exchange Data Language (EDL) that can be used to constrain oft-utilized information into a well-known form. The model and element instance information can be used by head end systems that implement ANSI C12.19 to communicate and manage any end device produced by any vendor company. PAP05 has been set up to establish consistent sets of commonly used data tables, procedures and services for meter information communication that will greatly reduce the time for utilities and others requiring to implement Smart Grid functions, such as demand response and real-time usage information (PAP05: Standard Meter Data Profiles). The task was undertaken by the Association of Edison Illuminating Companies (AEIC). AEIC completed a new interoperability standard on November 19, 2010, “SmartGrid/AEIC AMI Interoperability Standard Guidelines for ANSI C12.19 / IEEE 1377 / MC12.19 End Device Communications and Supporting Enterprise Devices, Networks and Related Accessories, Version 2.0.” The interoperability standard is also included in this table.
It is recognized that C12.22 and correspondingly IEEE 1703 AMI communication frameworks are essential standards relevant to the Smart Grid and the communication of C12.19-based energy usage information and controls. The purpose of the ANSI C12.22 standard is to define the network framework and means to transport the Utility End Device Data Tables via any Local-area / Wide-area network for use by enterprise systems in a multi-source environment. The ANSI C12.22 was designed and it is intended to accommodate the concept of an advanced metering infrastructure (AMI) such as that identified by the Office of Electricity Delivery and Energy Reliability of the US Department of Energy; the Smart Metering Initiative of the Ontario Ministry of Energy (Canada) and the stated requirements of Measurement Canada for the approval of a metering device for use in Canada. ANSI C1.22 provides a uniform, managed, adaptive and secured network data and message delivery system for Utility End Devices and ancillary devices (e.g. home appliances and communication technology) that can operate in a “plug and play” and “end-to-end” multi-source enterprise AMI environment, in a manner that allows independence from the underlying network implementation. The independence from the underlying native network protects the C12.19 End Device from premature obsolescence that may occur as networks may come and go. Also ANSI C12.22 extends the definitions provided by ANSI C12.19 standard to include provisions for enterprise-level asset management, data management, and uniform data exchange interfaces, through the use of network and relay tables and services In addition it is to provide all the necessary support services needed to deploy, commission, notify, manage and access End Devices in a manner that preserves privacy, security and the integrity of the network [ref. Section 1.2 Purpose IEEE 1377)]


	3 
	ANSI/CEA 709 and CEA 852.1 LON Protocol Suite:







ANSI/CEA 709.1-B-2002 Control Network Protocol Specification

CoS



ANSI/CEA 709.2-A R-2006 Control Network Power Line (PL) Channel Specification 

CoS
ANSI/CEA 709.3 R-2004 Free-Topology Twisted-Pair Channel Specification 

CoS


ANSI/CEA-709.4:1999 Fiber-Optic Channel Specification 
CoS
CEA-852.1:2009 Enhanced Tunneling Device Area Network Protocols Over Internet Protocol Channels 
CoS

	This is a general purpose local area networking protocol in use for various applications including electric meters, street lighting, home automation, and building automation.






This is a specific physical layer protocol designed for use with ANSI/CEA 709.1-B-2002.





This is a specific physical layer protocol designed for use with ANSI/CEA 709.1-B-2002.




This is a specific physical layer protocol designed for use with ANSI/CEA 709.1-B-2002.




This protocol provides a way to tunnel local operating network messages through an IP network using the User Datagram Protocol (UDP), thus providing a way to create larger internetworks.

	Widely used, mature standards, supported by the LonMark International users group. 

Proposed for international adoption as part of ISO/IEC 14908, Parts 1, 2, 3, and 4.

These standards serve on the customer side of the facility interface and are relevant to the Price, DR/DER, and Energy Usage PAPs (PAP03: Develop Common Specification for Price and Product Definition, PAP09: Standard DR and DER Signals, and PAP10: Standard Energy Usage Information).

	4 
	IEEE 1815 (DNP3)
1. IEEE Xplore - IEEE Std 1815-2010

	This standard is used for substation and feeder device automation, as well as for communications between control centers and substations.
	An open, mature, widely implemented specification initially developed and supported by a group of vendors, utilities, and other users, and now maintained by an SDO. IEEE has adopted it as an IEEE standard, IEEE Std 1815-2010, excluding the cybersecurity part which is being updated by IEEE Substation Committee WG C12. A Priority Action Plan (PAP12) was established to support transport of Smart Grid data and management functions between networks implementing IEEE 1815 and IEC 61850. 
PAP12 has coordinated actions on the development of mapping between IEC 61850 and IEEE 1815 (DNP3) objects that will allow presently-communicated SCADA information to be used in new ways, while also providing the ability to create new applications using the existing DNP3 infrastructure. A draft IEEE 1815.1 mapping standard has been developed, and a new working group C14 under IEEE substation committee has been established to adopt it as a formal IEEE standard. It is also anticipated to be adopted later by IEC as a dual-logo IEEE/IEC standard. 
(PAP12: Mapping IEEE 1815 (DNP3) to IEC 61850 Objects).

	5 
	IEC 60870-6 / TASE.2 
CoS
CSWG Report

	This standard defines the messages sent between control centers of different utilities. 
	Open, mature standard developed and maintained by an SDO. It is widely implemented with compliance testing. This is part of the IEC 60870 Suite of standards. It is used in almost every utility for inter-control center communications between SCADA and/or EMS systems. It is supported by most vendors of SCADA and EMS systems. 

	6 
	IEC 61850 Suite

CoS




	This standard defines communications within transmission and distribution substations for automation and protection. It is being extended to cover communications beyond the substation to integration of distributed resources and between substations. 
	Open standard with conformance testing that is developed and maintained by an SDO. It has been widely adopted world-wide and is starting to be adopted in North America. Developed initially for field device communications within substations, this set of standards is now being extended to communications between substations, between substations and control centers, and including hydroelectric plants, DER, and synchrophasors. It is also adapted for use in wind turbines (IEC 61400-25) and switchgears (IEC 62271-3). Several PAPs (PAP8, PAP12, and PAP13) are dedicated to further development work in various areas. 
PAP12 has been working on the mapping of IEEE 1815 (DNP3) to IEC 61850 objects, and it has resulted in a draft IEEE standard P1815.1 being completed in early 2011 for adoption by IEEE around mid-2011.  
 (PAP12: Mapping IEEE 1815 (DNP3) to IEC 61850 Objects)
PAP13 is established to assist and accelerate the integration of standards (IEEE C37.118 and IEC 61850) that impact phasor measurement systems and applications that use synchrophasor data, as well as implementation profiles for IEEE Std 1588 for precision time synchronization.
(PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization) 

IEEE will split current IEEE C37.118-2005 into two parts in its new revision to facilitate the harmonization with IEC standards: C37.118.1 Standard for Synchrophasor Measurements for Power Systems aimed to become an IEEE/IEC dual-logo standard, and C37.118.2 Standard for Synchrophasor Data Transfer for Power Systems to be harmonized with / transitioned to IEC 61850-90-5, which is currently under development.

PAP8 is working on harmonizing this family of standards, the IEC 61970 family of standards (CIM), and Multispeak for distribution grid management (PAP08: CIM/61850 for Distribution Grid Management).
.

	7 
	IEC 61968/61970 Suites

CoS

CSWG Report

	These families of standards define information exchanged among control center systems using common information models. They define application-level energy management system interfaces and messaging for distribution grid management in the utility space. 
	Open standards that are starting to become more widely implemented, developed and maintained by an SDO with support from a user’s group. They are part of PAP08 activities relating to integration with IEC 61850 and Multispeak (PAP08: CIM/61850 for Distribution Grid Management).



	8 
	IEEE C37.118-2005

(To be published as IEEE C37.118.1 and
IEEE C37.118.2 in its new revision)
CoS



	This standard defines phasor measurement unit (PMU) performance specifications and communications for synchrophasor data.
	Open standard, widely implemented, developed and maintained by an SDO.  Standard includes some requirements for communications and measurement and is currently being updated by IEEE Power System Relaying Committee (PSRC) Relaying Communications Subcommittee Working Group H11 and H19.
Some items not covered in C37.118-2005 include communication service modes, remote device configuration, dynamic measurement performance, and security.
IEEE will split current IEEE C37.118-2005 into two parts in its new revision to facilitate the harmonization with IEC standards: C37.118.1 “Standard for synchrophasor measurements for power systems” by IEEE PSRC WG H11 to become an IEEE/IEC dual-logo standard, and C37.118.2, “Standard for synchrophasor data transfer for power systems” by IEEE PSRC WG H19 to be harmonized with / transitioned to IEC 61850-90-5, which is currently under development.

IEEE PSRC WG C5 is developing a “Guide for Synchronization, Calibration, Testing, and Installation of Phasor Measurement Units (PMU) applied in Power System Protection and Control” based on the C37.118 standards and previous publications by North American Synchro-Phasor Initiative (NASPI) in these areas.

They are part of PAP13 relating to harmonization of IEC 61850 and IEEE C37.118 standards (PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization).


	9 
	IEEE 1547 Suite

CoS
	This family of standards defines physical and electrical interconnections between utility and distributed generation (DG) and storage.
	Open standards developed and maintained by an SDO with significant implementation for the parts covering physical/electrical connections. The parts of this suite of standards that describe messages are not as widely deployed as the parts that specify the physical interconnections.  Many utilities and regulators require their use in systems.  Revising and extending the IEEE 1547 family is a focus of PAP07, covering energy storage interconnections (PAP07: Energy Storage Interconnection Guidelines).

When applied to utility-interactive equipment, UL 1741, “Standard for Safety Inverters, Converters, Controllers and Interconnection System Equipment for Use With Distributed Energy Resources,” should be used in conjunction with 1547 and 1547.1 standards to supplement them. The products covered by these requirements are intended to be installed in accordance with the National Electrical Code, NFPA 70. 



	10 
	IEEE 1588
IEEE PC37.238

CoS
	Standard for time management and clock synchronization across the Smart Grid for equipment needing consistent time management.
	Open standard. Version 2 is not widely implemented for power applications.  Developed and maintained by an SDO.
IEEE PSRC Subcommittee Working Group H7 is developing a new standard PC37.238 (IEEE Standard Profile for use of IEEE Std. 1588 Precision Time Protocol in Power System Applications).

The new standard is part of PAP13, which covers incorporating precision time synchronization with harmonization of IEEE and IEC standards for communications of phasor data (PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization).

	11 
	Internet Protocol Suite including, but not limited to: 
IETF RFC 2460 (IPv6)
IETF RFC 791 (IPv4)

Internet Protocols for the Smart Grid RFC

CSWG Report

	The foundation protocol for delivery of packets in the Internet network. IPv6 is a new version of the Internet Protocol that provides enhancements to IPv4 and allows a larger address space.


Internet Protocols for the Smart Grid.
	A set of open, mature standards produced by IETF for Internet technologies. As part of the tasks for PAP01 (PAP01: Role of IP in the Smart Grid), a core set of IP protocols has been identified for Smart Grid. After review by PAP01, CSWG, and SGAC, it has been recommended to and approved by the SGIP GB for recommendation for inclusion in the SGIP Catalog of Standards.

The Internet Protocols for the Smart Grid RFC identifies the key protocols of the Internet Protocol Suite for use in the Smart Grid. The target audience is those people seeking guidance on how to construct an appropriate Internet Protocol Suite profile for the Smart Grid. 

	12 
	Multispeak

CoS

	A specification for application software integration within the utility operations domain; a candidate for use in an Enterprise Service Bus.
	An open, mature specification developed and maintained by a consortium of electric utilities and industry vendors, with an interoperability testing program. It is part of PAP08’s task for harmonization of IEC 61850/CIM and Multispeak (PAP08: CIM/61850 for Distribution Grid Management).

	13 
	NAESB WEQ19, REQ18, Energy Usage Information


CSWG Report

	The standards specify two‐way flows of energy usage information based on a standardized information model.
	Open standards, developed and maintained by an SDO. These are new standards to be adopted and deployed. It will be a basis of additional standards and recommendations including those from PAP17; also used as input for Energy Interoperation.

The standards have been reviewed by PAP10 (PAP10: Standard Energy Usage Information) and SGAC. It has been recommended to and approved by the SGIP GB for inclusion in the Catalog of Standards.

	14 
	OpenADR

CoS
	The specification defines messages exchanged between the Demand Response (DR) Service Providers (e.g., utilities, ISOs) and customers for price-responsive and reliability-based DR
	Developed by Lawrence Berkeley National Laboratory and California Energy Commission and is currently supported by the OpenADR alliance. 
It is part of PAP09 to develop standard demand response and distributed energy signals. It is currently standardized under OASIS Energy Interoperation (PAP09: Standard DR and DER Signals).  OpenADR 2.0 profile is a subset of Energy Interoperation standards.

	15 
	OPC-UA Industrial

CoS
	A platform-independent specification for a secure, reliable, high-speed data exchange based on a publish/subscribe mechanism. Modern SOA designed to expose complex data and metadata defined by other information model specifications (e.g. IEC 61850, BACnet, OpenADR). Works with existing binary and XML schema defined data.
	Widely supported open standard, with compliance testing program.

 

	16 
	Open Geospatial Consortium Geography Markup Language (GML)

CoS
	A standard for exchange of location-based information addressing geographic data requirements for many Smart Grid applications.
	An open standard, GML encoding is in compliance with ISO 19118 for the transport and storage of geographic information modeled according to the conceptual modeling framework used in the ISO 19100 series of International Standards and is in wide use with supporting open source software. Also used in Emergency Management, building, facility, and equipment location information bases (http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=32554).

	17 
	ZigBee/HomePlug Smart Energy Profile 2.0
CSWG Report

	Home Area Network (HAN) Device Communications and Information Model.
	A profile under development, but anticipated to be technology-independent and useful for many Smart Grid applications. PAP 18 focuses on developing specific requirements to allow the coexistence of SEP 1.x and 2.0 and to support the migration of 1.x implementations to 2.0. The PAP will produce a white paper summarizing the key issues with migration and making specific recommendations and a requirements document to be submitted to the ZigBee Alliance for consideration in developing the technology-specific recommendations, solutions, and any required changes to the SEP 2.0 specifications themselves.

	Requirements and Guidelines

	18 
	OpenHAN 

	A specification for home area network (HAN) to connect to the utility advanced metering system including device communication, measurement, and control.
	A specification developed by a user’s group, UCAIug that contains a “checklist” of requirements that enables utilities to compare the many available HANs. 

	19 
	AEIC Guidelines v2.0 

CSWG Report

	A guideline comprising framework and testing criteria for vendors and utilities who desire to implement standards-based AMI (StandardAMI) as the choice for Advanced Metering Infrastructure (AMI) solutions.
	The guidelines in this document were created in order to assist utilities in specifying implementations of ANSI C12.19 typical metering and AMI devices.  Intended to constrain the possible options chosen when implementing the ANSI C12 standards and therefore improve interoperability.

	20 
	SAE J1772: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler

CSWG Report

	A recommended practice covering the general physical, electrical, functional, and performance requirements to facilitate conductive charging of EV/PHEV vehicles in North America.
	This recommended practice responds to a need for a coupling device identified very early on in the EV industry and meets new interoperability and communications requirements.

After review by PAP11 (PAP11: Common Object Models for Electric Transportation), CSWG, and SGAC, it has been recommended to and approved by the SGIP GB for inclusion in the SGIP Catalog of Standards.

	21 
	SAE J2836/1: Use Cases for Communication Between Plug-in Vehicles and the Utility Grid

CSWG Report

	This document establishes use cases for communication between plug-in electric vehicles and the electric power grid, for energy transfer and other applications.
	This document responds to a need by system designers for documentation of use cases as inputs to creation of end-to-end system solutions between EVs and utilities. 

After review by PAP11 (PAP11: Common Object Models for Electric Transportation), CSWG and SGAC, it has been recommended to and approved by the SGIP GB for inclusion in the SGIP Catalog of Standards.

	22 
	IPRM - SGTCC


	The Interoperability Process Reference Manual (IPRM) developed by SGIP SGTCC outlines the conformance, interoperability, and cybersecurity testing and certification requirements for SGIP-recommended Smart Grid standards. 
	A guide developed and maintained by the SGTCC of SGIP.The IPRM has been designed to capture testing and certification processes and best practices needed to verify product interoperability amongst two or more products using the same standards-based communications technology. These processes and best practices are intended for use by an Interoperability Testing and Certification Authority (ITCA) in the design and management of a testing and certification program.

	23 
	ISP-based Broadband-PLC coexistence mechanism:

(Portion of) IEEE 1901-2010


and ITU-T G.9972 (06/2010)


	Both IEEE 1901-2010, “IEEE Standard for Broadband over Power Line Networks: Medium Access Control and Physical Layer Specifications,” and ITU-T G.9972 (06/2010), “Coexistence mechanism for wireline home networking transceivers,” specify Inter-System Protocol (ISP) based Broadband (> 1.8 MHz) PLC (BB-PLC) coexistence mechanisms to enable the coexistence of different BB-PLC protocols for home networking.
	Both IEEE 1901 and ITU-T G.9972 are developed and maintained by SDOs. Through coordination by PAP15 (PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home), the potential divergence between the two standards has been resolved before they are ratified. IEEE 1901--compliant devices implementing either one of the two IEEE 1901 PHY/MACs can coexist with each other. Likewise, ITU-T G.9960/9961 devices that implement ITU-T G.9972 can coexist with IEEE 1901-compliant devices implementing either one of the two IEEE 1901 PHY/MACs.



	Cybersecurity

	24 
	Security Profile for Advanced Metering Infrastructure, v 1.0, Advanced Security Acceleration Project – Smart Grid, December 10, 2009

	This document provides guidance and security controls to organizations developing or implementing AMI solutions.  This includes the meter data management system (MDMS) up to and including the HAN interface of the smart meter.
	 The Advanced Metering Infrastructure Security (AMI-SEC) Task Force was established under the Utility Communications Architecture International Users Group (UCAIug) to develop consistent security guidelines for AMI. 

	25 
	Department of Homeland Security, National Cyber Security Division. 2009, September. Catalog of Control Systems Security: Recommendations for Standards Developers. 

	The catalog presents a compilation of practices that various industry bodies have recommended to increase the security of control systems from both physical and cyber-attacks.
	This is a source document for the NIST Interagency Report NISTIR 7628, Guidelines for Smart Grid Cyber Security
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	26 
	DHS Cyber Security Procurement Language for Control Systems


	The National Cyber Security Division of the Department of Homeland Security (DHS) developed this document to provide guidance to procuring cybersecurity technologies for control systems products and services. It is not intended as policy or standard. Because it speaks to control systems, its methodology can be used with those aspects of Smart Grid systems. 
	This is a source document for the NIST Interagency Report NISTIR 7628, Guidelines for Smart Grid Cyber Security
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	27 
	IEC 62351 Parts 1-8

CoS
	This family of standards defines information security for power system control operations.
	Open standard, developed and maintained by an SDO.  Defines security requirements for power system management and information exchange, including communications network and system security issues, TCP/IP and MMS profiles, and security for ICCP and ubtation automation and protection. It is for use in conjunction with related IEC standards, but has not been widely adopted yet.


	28 
	IEEE 1686-2007

CoS
	The IEEE 1686-2007 is a standard that defines the functions and features to be provided in substation intelligent electronic devices (IEDs) to accommodate critical infrastructure protection programs. The standard covers IED security capabilities including the access, operation, configuration, firmware revision, and data retrieval.
	Open standard, developed and maintained by an SDO.  Not widely implemented yet. 

	29 
	NERC CIP 002-009

	These standards cover organizational, processes, physical, and cybersecurity standards for the bulk power system.
	Mandatory standards for the bulk electric system.  Currently being revised by NERC.

	30 
	NIST Special Publication (SP) 800-53, NIST SP 800-82 

	These standards cover cybersecurity standards and guidelines for federal information systems, including those for the bulk power system.
	Open standards developed by NIST. SP800-53 defines security measures required for all U.S. government computers. SP800-82 is in draft form. It defines security specifically for industrial control systems, including the power grid. 

	31 
	IEC 61851 
	Applies to equipment for charging electric road vehicles at standard a.c.supply voltages (as per IEC 60038) up to 690 V and at d.c. voltages up to 1 000 V, and for providing electrical power for any additional services on the vehicle if required when connected to the supply network.
	

	32 
	NISTIR 7628

Vol 1
Vol 2
Vol 3


	A guideline that is
· An overview of the cybersecurity strategy used by the CSWG to develop the high-level cyber security Smart Grid requirements;
· A tool for organizations that are researching, designing, developing, implementing, and integrating Smart Grid technologies—established and emerging;
· An evaluative framework for assessing risks to Smart Grid components and systems during design, implementation, operation, and maintenance; and
· A guide to assist organizations as they craft a Smart Grid cybersecurity strategy that includes requirements to mitigate risks and privacy issues pertaining to Smart Grid customers and uses of their data.

	A guideline published by NIST in 2010. It was developed through a participatory public process that, starting in March 2009, included several workshops as well as weekly teleconferences, all of which were open to all interested parties. There were two public reviews of drafts of the report, both announced through notices in the Federal Register.

The guidelines are not prescriptive, nor mandatory. Rather they are advisory, intended to facilitate each organization’s efforts to develop a cybersecurity strategy effectively focused on prevention, detection, response, and recovery.







While there is strong stakeholder consensus on the relevance of the standards listed in Table 4-1, many of the specifications require enhancements or other changes necessary to fully address Smart Grid requirements. Many of the necessary modifications to these standards and related specifications will be driven by the SGIP PAPs. In addition, the CSWG, whose ongoing efforts are summarized in Chapter 6, and the SGAC are also addressing some of these needed modifications. Feedbacks from interoperability testing and certification activities managed by Interoperability Testing and Certification Authorities (ITCAs) will also influence the changes in these standards.
[bookmark: _Toc294112808]Current List of Additional Standards Subject to Further Review
The description of the process to establish Table 4-2 which includes additional Smart Grid standards for further review is described in the previous Release 1.0 of this document[footnoteRef:12]. These additional candidate standards were not included with those in Table 4-1 because they were under development, or did not meet the consensus requirement or other guiding principles outlined in Section 4.1. Several standards that are now being developed - or revised – by SSOs under PAP coordination have been added to this table.   [12:   NIST Framework and Roadmap for Smart Grid Interoperability Standards Release 1.pg 61] 

Additional standards identified by SGIP working groups subsequent to the publication of Release 1.0 have also been added to Table 4.2 of the current release. Standards that were in Table 4.2 in the first release of this document but have since been reviewed, recommended to, and recommended by the SGIP GB for inclusion in SGIP Catalog of Standards are moved from Table 4.2 in the previous release to Table 4.1 in Release 2.0.
The treatment of  wireless technology standards in these Tables deserves special clarification. Most wireless technology standards listed in Table 4-2 (rows 11-15) of Release 1.0 were not developed specifically for Smart Grid communications. Therefore, issues related applicability to Smart Grid have been evaluated by the Priority Action Plan on Wireless Communications (PAP02). This group has undertaken the task of compiling Smart Grid application communication requirements; developing a catalog for wireless communication technologies and their characterizations; and developing methods and tools for evaluating wireless communications. PAP02 has recently published, in February 2011, the “Guidelines for Assessing Wireless Standards for Smart Grid Applications, Version 1.0.”[footnoteRef:13]  A preliminary review of Smart Grid application communication requirements that are currently available reveals that several wireless standards may be used by many communication applications across different Smart Grid domains. However, additional work in PAP02 is needed in order to more accurately characterize the performance of these wireless technologies, to assess how well they support the Smart Grid applications communication requirements, and to identify issues and gaps if applicable. Therefore, these wireless technology standards are still listed in Table 4-1 in Release 2.0. [13: Guidelines for Assessing Wireless Standards for Smart Grid Applications] 








Table 4-2. Additional Standards, Specifications, Profiles, Requirements, Guidelines, and Reports for Further Review
	
	Standards, Specifications, Requirements, Guidelines, Reports 
	Application
	Comments

	1 
	ANSI C12.22-2008/IEEE 1703/MC1222









ANSI C12.23



ANSI C12.24

	End Device Tables communications over any network. 













Compliance Testing for Standard Protocols (C12.18, C12.19, C12.21 and C12.22).

A catalog of calculation algorithms for VAR/VA that is in draft form. It may ultimately become a report instead of a standard. 

	Open, mostly mature standards developed and maintained by an SDO. 
It is recognized that C12.22 is an important standard relevant to the transport of C12.19 tables, and many comments on the draft framework document recommending it were received. However, it is identified for further review, because it is not clear that sufficient consensus exists for it. Several issues were raised in other comments received, including concerns about layering, security, and the need for better alignment with Internet Protocol and harmonization with the IEC 62056(Device Language Message Specification (DLMS)/Companion Specification for Energy Metering (COSEM )) standard (see #23 in this list). This further review may require a PAP to be established by the SGIP.

Draft standard for compliance testing of ANSI C12 communication standards.

VAR and VA have multiple formulas that can be used and depending on the waveform, do not give the same result. This document is a catalog of the present algorithms used to implement the formulas in order for all parties to know what algorithm the meter has implemented. This document should be considered once it is completed.

	2 
	CableLabs PacketCable Security Monitoring and Automation Architecture Technical Report

	A technical report describing a broad range of services that could be provided over television cable, including remote energy management.
	This report contains a security, monitoring, and automation architecture for home networks and should be re-evaluated by the SGIP.

	3 
	IEC 61400-25*

*This standard had been identified incorrectly in the original version.  The correction was made Jan. 29, 2010.

	Communication and control of wind power plants. 
	An open standard, developed and maintained by an SDO.
This set of standards is being considered for addition to the “61850 Suite” because it uses 61850 modeling principles to address wind power applications. However, it goes further to recommend multiple protocol mappings, some of which cannot transport all of the basic services of 61850.

	4 
	ITU Recommandation G.9960/G.9961 (G.hn)
http://www.itu.int/ITU-T/aap/AAPRecDetails.aspx?AAPSeqNo=1853 
	In-home broadband home networking over power lines, phone lines, and coaxial cables.  G.9960 covers system architecture and PHY, G.9961 covers MAC.
	An open standard developed and maintained by an SDO.
Products built to this standard are expected to be certified by HomeGrid Forum.
The harmonization and coexistence of this standard with other PLCs is being addressed by PAP15 for PLC.
Harmonization of coexistence between IEEE and ITU-T completed successfully. Now the ISP-based broadband PLC coexistence mechanism has been ratified by ITU-T as Recommendation G.9972 and by IEEE in the 1901 standard.
PAP15 recommends that ITU-T G.9960/G.9961 compliant devices must implement and activate (always on) ITU-T G.9972.
(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home).

	5 
	IEEE P1901

http://standards.ieee.org/findstds/standard/1901-2010.html
	Broadband communications over power lines, medium access control (MAC) and physical layer (PHY) protocols.
	An open standard developed and maintained by an SDO. 
Products built to this standard are expected to be certified by HomePlug Powerline Alliance and HD-PLC Alliance.
The harmonization and coexistence of this standard with other PLCs is being addressed by PAP15 for PLC.
Harmonization of coexistence between IEEE and ITU-T completed successfully. Now the ISP-based broadband PLC coexistence mechanism has been ratified by ITU-T as Recommendation G.9972 and by IEEE in the 1901 standard.
PAP15 recommends that IEEE 1901 compliant devices must implement and activate (always on) ISP as specified in IEEE 1901.
(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home).

	6 
	IEEE P1901.2 and ITU-T G.9955/G.9956 (G.hnem)
	Low frequency narrowband communications over power lines.
	PAP15 provides requirements for narrowband power line communications, standards under development.

	7 
	ISO/IEC 12139-1
	High-speed power line communications medium access control (MAC) and physical layer (PHY) protocols.
	The harmonization and coexistence of this standard with other PLC standards is being addressed by PAP15 for PLC 
Harmonization of coexistence between IEEE and ITU-T completed successfully. Now the ISP-based broadband PLC coexistence mechanism has been ratified by ITU-T as Recommendation G.9972 and by IEEE in the 1901 standard.
(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home).

	8 
	IEEE 802 Family 
	This includes standards developed by the IEEE 802 Local Area and Metropolitan Area Network Standards Committee.
	A set of open, mature standards for wired and wireless LLC/MAC/PHY protocols, developed and maintained by an SDO.
Other related specifications include those developed by Industry for a such as WiFi Alliance, WiMAX Forum, and Zigbee Alliance to promote the use of these standards and to provide implementation testing and certification.  Version 1.0 of the Guidelines for Assessing Wireless Standards for Smart Grid Applications is now under consideration for approval by PAP02 (PAP02: Wireless Communications for the Smart Grid). The guideline is a draft of key tools and methods to assist Smart Grid system designers in making informed decisions about existing and emerging wireless technologies. An initial set of quantified requirements has been brought together for advanced metering infrastructure (AMI) and initial Distribution Automation (DA) communications.

	9 
	ISA SP100
	Wireless communication standards intended to provide reliable and secure operation for non-critical monitoring, alerting, and control applications specifically focused to meet the needs of industrial users.
	Standards developed by ISA-SP100 Standards Committee, Wireless Systems for Automation.

	10 
	Network Management Standards - including Internet based standards such as DMTF, CIM, WBEM, ANSI INCITS 438-2008, SNMP v3, netconf, STD 62, and OSI-based standards including CMIP/CMIS
	Protocols used for management of network components and devices attached to the network.
	A future PAP may be needed to produce guidelines on which protocol to use under specific network technology.

	11 
	ANSI/ASHRAE/NEMA 201 Smart Grid Facility Information Model
	The purpose of this standard is to define an abstract, object-oriented information model to
enable appliances and control systems in homes, buildings, and industrial facilities to manage electrical
loads and generation sources in response to communication with a “smart” electrical grid and to
communicate information about those electrical loads to utility and other electrical service providers
	

	12 
	NIST SP 500-267
	A profile for IPv6 in the U.S. Government.
	A version of IPv6 profile for Smart Grid will be produced.

	13 
	Z-wave http://www.z-wave.com/modules/ZwaveStart/
	A wireless mesh networking protocol for home area networks.
	Technology developed by the Z-Wave Alliance.

	14 
	IEEE 2030 Standards:

IEEE P2030
IEEE P2030.1
IEEE P2030.2
	IEEE Smart Grid series of standards: (1) IEEE P2030, “Draft Guide for Smart Grid Interoperability of Energy Technology and Information Technology Operation with Electric Power System (EPS) and End-Use Applications and Loads;” (2) IEEE P2030.1 “Draft Guide for Electric-Sourced Transportation Infrastructure;” and (3) IEEE P2030.2 “Draft Guide for the Interoperability of Energy Storage Systems Integrated with the Electric Power Infrastructure.”
	The IEEE 2030 Smart Grid series standards are developed to provide guidelines for Smart Grid interoperability.

IEEE P2030 provides a knowledge base addressing terminology; characteristics; functional performance and evaluation criteria; and the application of engineering principles for Smart Grid with end-use applications and loads. The guide discusses alternate approaches to good practices for the Smart Grid. (http://grouper.ieee.org/groups/scc21/2030/2030_index.html).

IEEE P2030.1 provides guidelines that can be used by utilities, manufacturers, transportation providers, infrastructure developers, and end users of electric-sourced vehicles and related support infrastructure in addressing applications for road-based personal and mass transportation.
 (http://grouper.ieee.org/groups/scc21/2030.1/2030.1_index.html); 

IEEE P2030.2 provides guidelines for discrete and hybrid energy storage systems that are integrated with the electric power infrastructure, including end-use applications and loads. 

(http://grouper.ieee.org/groups/scc21/2030.2/2030.2_index.html).



	15 
	IEC 60929 AC-supplied electronic ballasts for tabular fluorescent lamps –performance requirements
	Standard specifies communications of information to and from lighting ballasts for Energy Management Systems.
	An open standard, developed and maintained by an SDO.
Appendix E of this standard defines the Digital Addressable Lighting Interface (DALI), which is a protocol for the control of lighting in buildings. 

	16 
	IEC/TR 61000-1-2 (2002-06) Ed. 1.0 



IEC/TR 61000-1-5 (2004-11) Ed. 1.0


IEC 61000-2-9 (1996-02) Ed. 1.0



IEC 61000-2-10 (1998-11) Ed. 1.0

IEC 61000-2-11 (1999-02) Ed. 1.0

IEC 61000-2-13 (2005-03) Ed. 1.0


IEC 61000-4-23 (2000-10) Ed. 1.0


IEC 61000-4-24 (1997-02) Ed. 1.0


IEC/TR 61000-4-32 (2002-10) Ed. 1.0


IEC 61000-4-33 (2005-09) Ed. 1.0


IEC/TR 61000-4-35 (2009-07) Ed. 1.0

IEC/TR 61000-5-3 (1999-07) Ed. 1.0

IEC/TS 61000-5-4 (1996-08) Ed. 1.0



IEC 61000-5-5 (1996-02) Ed. 1.0


IEC 61000-5-6 (2002-06) Ed. 1.0

IEC 61000-5-7 (2001-01) Ed. 1.0



IEC/TS 61000-5-8 (2009-08) Ed. 1.0


IEC/TS 61000-5-9 (2009-07) Ed. 1.0


IEC 61000-6-6 (2003-04) Ed. 1.0

IEC 61000-6-5




IEC 61000-2-5






IEC 61000-4-2





IEC 61000-4-3






IEC 61000-4-4





IEC 61000-4-5



IEC 61000-4-6






IEC 61000-4-8





IEC 61000-4-11






IEC 61000-4-18
	The effects of high-altitude EMP (HEMP) on civil equipment  and systems


High-power electromagnetic (HPEM) effects on civil systems

Description of HEMP environment - Radiated disturbance. Basic EMC publication.

Description of HEMP environment - Conducted disturbance

Classification of HEMP environments

High-power electromagnetic (HPEM) environments - Radiated and conducted

Test methods for protective devices for HEMP and other radiated disturbances

HEMP immunity test methods for equipment and systems

High-altitude electromagnetic pulse (HEMP) simulator compendium 

Measurement methods for high-power transient parameters

HPEM simulator compendium

HEMP protection concepts


Specifications for protective devices against HEMP-radiated disturbance.  Basic EMC Publication.

Specifications of protective devices for HEMP-conducted disturbance.  Basic EMC Publication.

Mitigation of external EM influences

Degrees of protection provided by enclosures against electromagnetic disturbances (EM code)

HEMP protection methods for the distributed infrastructure

System-level susceptibility assessments for HEMP and HPEM

HEMP immunity for indoor equipment

Electromagnetic compatibility (EMC) - Part 6-5: Generic standards - Immunity for power station and substation environments

Electromagnetic compatibility (EMC) - Part 2: Environment - Section 5: Classification of electromagnetic environments. Basic EMC publication.

Electromagnetic compatibility (EMC)- Part 4-2: Testing and measurement techniques - Electrostatic discharge immunity test

Electromagnetic compatibility (EMC) - Part 4-3 : Testing and measurement techniques - Radiated, radio-frequency, electromagnetic field immunity test

Electromagnetic compatibility (EMC) - Part 4-4: Testing and measurement techniques - Electrical fast transient/burst immunity test

Electromagnetic compatibility (EMC) - Part 4-5: Testing and measurement techniques - Surge immunity test
Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement techniques - Immunity to conducted disturbances, induced by radio-frequency fields

Electromagnetic compatibility (EMC) - Part 4-8: Testing and measurement techniques - Power frequency magnetic field immunity test.

Electromagnetic compatibility (EMC) - Part 4-11: Testing and measurement techniques - Voltage dips, short interruptions, and voltage variations immunity tests

Electromagnetic compatibility (EMC) - Part 4-18: Testing and measurement techniques - Damped oscillatory wave immunity test
	

	17 
	IEC 62056 Device Language Message Specification (DLMS)/Companion Specification for Energy Metering (COSEM )) Electricity metering - Data exchange for meter reading, tariff and load control
	Energy metering communications. 
	An open standard, developed and maintained by an SDO.
This suite of standards contains specifications for the application layers of the DLMS for energy metering. It is supported by a user group, the DLMS User Association. 


	18 
	IEC PAS 62559
http://webstore.iec.ch/preview/info_iecpas62559%7Bed1.0%7Den.pdf 
	Requirements development method covers all applications. 
	This specification describes the EPRI IntelligridSM methodology for requirements development. It is a pre-standard that is gaining acceptance by early Smart Grid and AMI implementing organizations and has been used at the NIST May workshop and is used in several PAP tasks. 

	19 
	IEEE C37.2-2008
IEEE Standard Electric Power System Device Function Numbers
	Protective circuit device modeling numbering scheme for various switchgear.
	An open standard, developed and maintained by an SDO.
The latest revision contains cross-references between C37.2 numbers and IEC 61850-7-4 logical nodes.

	20 
	IEEE C37.111-1999
IEEE Standard Common Format for
Transient Data Exchange (COMTRADE)
for Power Systems (COMTRADE)
	Applications using transient data from power system monitoring, including power system relays, power quality monitoring, field and workstation equipment. 
	An open standard, developed and maintained by an SDO.
It facilitates the exchange of captured power system transient data using standardized format.

	21 
	IEEE C37.232
Recommended Practice for Naming Time Sequence Data Files
	Naming time sequence data files for substation equipment requiring time sequence data.
	Recommended practice that resolves issues with reporting, saving, exchanging, archiving, and retrieving large numbers of substation data files. The recommended practice has been adopted by utilities and manufacturers and is recommended by the North American Energy Reliability Corporation (NERC) and the Northeast Power Coordinating Council.

	22 
	IEEE 1159.3
Recommended Practice for the Transfer of Power Quality Data
	Applications using power quality data.  
	An open standard, developed and maintained by an SDO.
It is a recommended practice for a file format suitable for exchanging power quality-related measurement and simulation data in a vendor-independent manner.

	23 
	IEEE 1379-2000
	Substation Automation - Intelligent Electronic Devices (IEDs) and remote terminal units (RTUs) in electric utility substations.
	An open standard, developed and maintained by an SDO.
Recommends the use of DNP3 or IEC 60870-5 for substation IED communications.

	24 
	ISO/IEC 15045, "A Residential Gateway Model for Home Electronic System."
http://www.iso.org/iso/catalogue_detail.htm?csnumber=26313
	Specification for a residential gateway (RG) that connects home network domains to network domains outside the house. This standard will be evaluated in the discussions of Home Area Networks.
	An open standard, developed and maintained by an SDO.
This should be considered as standards for residential networks are established under present and future PAPs. 

	25 
	ISO/IEC 15067-3 "Model of an Energy Management System for the Home Electronic System.”
http://webstore.iec.ch/preview/info_isoiec15067-3%7Bed1.0%7Den.pdf 
	A model for energy management that accommodates a range of load control strategies.



	An open standard, developed and maintained by an SDO.
This should be reconsidered as standards for the residential networks are established under present and future PAPs.

	26 
	ISO/IEC 18012, "Guidelines for Product Interoperability."
 http://www.iso.org/iso/catalogue_detail.htm?csnumber=30797
http://www.iso.org/iso/catalogue_detail.htm?csnumber=46317
	Specifies requirements for product interoperability in the home and building automation systems.
	An open standard, developed and maintained by an SDO.
This should be reconsidered as standards for the residential networks are established under present and future PAPs.

	27 
	North American Energy Standards Board (NAESB)
 Open Access Same-Time Information Systems (OASIS)
	Utility business practices for transmission service.

	Practices are mandated by FERC. It specifies the methods and information that must be exchanged between market participants and market operators for transactions in the wholesale electric power industry.

	28 
	NAESB WEQ 015 Business Practices for Wholesale Electricity Demand Response Programs
	Utility business practices for demand response.

	Current standardized business practices for DR/DER communications. It is part of PAP09 to develop standard demand response signals (PAP09: Standard DR and DER Signals).

	29 
	NEMA Smart Grid Standards Publication SG-AMI 1-2009 – Requirements for Smart Meter Upgradeability
http://www.nema.org
	This standard will be used by smart meter suppliers, utility customers, and key constituents, such as regulators, to guide both development and decision making as related to smart meter upgradeability.
	This standard serves as a key set of requirements for smart meter upgradeability. These requirements should be used by smart meter suppliers, utility customers, and key constituents, such as regulators, to guide both development and decision making as related to smart meter upgradeability. 
The purpose of this document is to define requirements for smart meter firmware upgradeability in the context of an AMI system for industry stakeholders such as regulators, utilities, and vendors.

	30 
	OASIS EMIX (Energy Market Information eXchange)

	Exchange of energy price, characteristics, time, and related information for wholesale energy markets, including market makers, market participants, quote streams, premises automation, and devices.
	This common price and product definition communication standard is under public review as part of the PAP03 current activities (PAP03: Develop Common Specification for Price and Product Definition).

	31 
	OASIS Energy Interoperation (EI)
	Energy interoperation describes an information model and a communication model to enable demand response and energy transactions. XML vocabularies provide for the interoperable and standard exchange of: DR and price signals, bids, transactions and options, and customer feedback on load predictability and generation information.
	This standard uses the EMIX information model for price and product as payload information. The DR specification is built on a unified model of retail (OpenADR) and wholesale (input from the ISO/RTO Council) DR. OpenADR 2.0 is a profile on EI. 
Energy Interop was developed as part of PAP09 (PAP09: Standard DR and DER Signals).

	32 
	Fix Protocol, Ltd.  FIXML Financial Information eXchange Markup Language

	FIXML is a Web services implementation of FIX (Financial Information Exchange). FIX is the most widely used protocol for financial trading today.
	This standard serves as a reference point for OASIS EMIX (see above) in the PAP03 effort (PAP03: Develop Common Specification for Price and Product Definition).

	33 
	OASIS oBIX
	General Web service specification for communicating with control systems.
	This open specification is an integration interface to and between control systems and, to a growing extent, between enterprises and building systems.

	34 
	OASIS WS-Calendar
	XML serialization of IETF iCalendar for use in calendars, buildings, pricing, markets, and other environments. A communication specification used to specify schedule and interval between domains.
	WS-Calendar describes a limited set of message components and interactions providing a common basis for specifying schedules and intervals to coordinate activities between services. The specification includes service definitions consistent with the OASIS SOA Reference Model and XML vocabularies for the interoperable and standard exchange of:  
· Schedules, including sequences of schedules 
· Intervals, including sequences of intervals  
This standard is the primary deliverable of the common schedules PAP04. (see Section 5.6 http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP04Schedules) 
This specification is used by EMIX (see PAP03: Develop Common Specification for Price and Product Definition) and Energy Interoperation (see PAP09: Standard DR and DER Signals)


	35 
	SAE J2847/1-3 Communications for PEV Interactions

J2847/1:

	J2847/1 “Communication between Plug-in Vehicles and the Utility Grid”. J2847/2 “Communication between Plug-in Vehicles and the Supply Equipment (EVSE)”. J2847/3 “Communication between Plug-in Vehicles and the Utility Grid for Reverse Power Flow”.
	This series of standards will be considered when they are finalized. Only J2847/1 is published. J2847/2 and J2847/3 have not been published yet.

	36 
	W3C Simple Object Access Protocol (SOAP) 
	XML protocol for information exchange.
	SOAP is a published standard for structured Web services communication.  As such it should be considered for use in the Smart Grid domain when such functionality is required.

	37 
	W3C WSDL Web Service Definition Language
	Definition for Web services interactions.
	WSDL is a standard for defining Web services interactions. As such it should be considered for use in the Smart Grid domain when such functionality is required.

	38 
	W3C XML eXtensible Markup Language
	Self-describing language for expressing and exchanging information.
	XML is a core standard for structuring data. As such it should be considered for use in the Smart Grid domain when such functionality is required.

	39 
	W3C XSD (XML Definition)
	Description of XML artifacts, which are used in WSDL (q.v.) and Web Services as well as other XML applications.
	XSD is a standard for defining XML data instances.  As such it should be considered for use in the Smart Grid domain when such functionality is required.

	40 
	W3C EXI
	Efficient XML interchange.
	EXI is an alternate binary encoding for XML.  As such it should be considered for use in the Smart Grid domain when such functionality is required.

	41 
	US Department of Transportation’s  Federal Highway Administration’s Intelligent Transportation System (ITS) Standard NTCIP 1213, “Electrical Lighting and Management Systems (ELMS)
http://www.ntcip.org/library/documents/pdf/1213v0219d.pdf
	Addresses open protocol remote monitoring and control of street-, roadway-, and highway-based electrical assets including lighting, revenue grade metering, power quality, and safety equipment including remote communicating ground fault and arc fault interrupters.
	Development began in 1992 by the NEMA 3-TS Transportation Management Systems and Associated Control Devices; transferred initial work from an ad hoc committee of the Illuminating Engineering Society of North America (IESNA) in 2002 and formed the ELMS Working Group to further develop the control objects based on NTCIP.


	42 
	OpenADE
Energy Service Provider Interface
	Open Automatic Data Exchange (OpenADE) provides business requirements, use cases, and system requirements specifications that allow a consumer to grant a third party access to their electric data and in accordance with that authorization, the utility delivers the consumer data to the third party using a standard interoperable machine-to-machine (M2M) interface. These recommendations will be developed according to guidelines provided by SDOs such as IEC, referenced in OpenADE documents, with the goal of gaining consensus and adoption as international standards.
	The OpenADE is developed by a group of Smart Energy management vendors, utilities, and consumer interests as a task force under OpenSG User Group. The task force is developing recommendations toward building interoperable data exchanges that will allow customer authorization and sharing of utility consumption information with third- party service providers.

The “OpenADE 1.0 Business and User Requirements” and “OpenADE 1.0 System Requirements” have been developed and approved by OpenSG. 

	
	UL-1741 The Standard for Static Inverters and Charge Controllers For use in Photovoltaic Power Systems

	The standard specifies requirements for Inverters, Converters, Controllers, and Interconnection System Equipment for Use with Distributed Energy Resources.

	

	Cybersecurity

	43 
	ISA SP99


	Cybersecurity mitigation for industrial and bulk power generation stations. International Society of Automation (ISA) Special Publication (SP) 99 is a standard that explains the process for establishing an industrial automation and control systems security program through risk analysis, establishing awareness and countermeasures, and monitoring and improving an organization’s cybersecurity management system. Smart Grid contains many control systems that require cybersecurity management.
	This has been used in the development of the NIST Interagency Report NISTIR 7628,
Smart Grid Cyber Security Strategy: 
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	44 
	ISO27000


	The ISO 27000 series of standards have been specifically reserved by ISO for information security matters.
	This has been used in the development of the NIST Interagency Report NISTIR 7628,
Smart Grid Cyber Security Strategy; 
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).


	45 
	NIST FIPS 140-2


	U.S. government computer security standard used to accredit cryptographic modules.
	Required for the federal government. As such it should be considered for use in the Smart Grid domain when such functionality is required.

	46 
	OASIS WS-Security and OASIS suite of security stads
	Toolkit for building secure, distributed applications, applying a wide range of security technologies. The toolkit includes profiles for use of tokens applying SAML, Kerberos, X.509, Rights Expression Language, User Name, SOAP prndarofiles for security, and others.
	Broadly used in eCommerce and eBusiness applications. Fine-grained security. WS-Security is part of an extended suite using SAML, XACML, and other fine-grained security standards. As such it should be considered for use in the Smart Grid domain when such functionality is required.

	47 
	IEC 60439-1
	Low-voltage switchgear and control gear assemblies - Part 1: Type-tested and partially type-tested assemblies
	

	48 
	IEC 60870-2-1




	Telecontrol equipment and systems - Part 2: Operating conditions - Section 1: Power supply and 
electromagnetic compatibility
	

	49 
	IEC 60255- 22-x
-1 : Relay immunity
-2:  ESD
-3:  RF immunity
-4:  EFT
-5:  Surge
-6:  Conducted Immunity
	Series of standards related to relays and protection equipment immunity to various electrical and electromagnetic disturbances
	

	50 
	IEC CISPR 22
	Information technology equipment - Radio disturbance characteristics - Limits and methods of measurement
	

	51 
	IEC CISPR 24
	Information technology equipment - Immunity characteristics - Limits and methods of measurement
	

	52 
	IEC 61326x series
	Electrical equipment for measurement, control, and laboratory use - EMC requirements
	

	53 
	IEEE 1560
	Standard for Methods of Measurement of Radio- Frequency Power Line Interference Filter in the Range of 100 Hz to 10 GHz
	

	54 
	IEEE 1613
	Requirements for Communications Networking devices installed in Electric Power substations.
	

	55 
	IEEE 473
	IEEE Recommended Practice for an EM Site Survey (10kHz-10GHz)
	

	56 
	IEEE P1775/1.9.7, March 2009
	IEEE Draft Standard for Power Line Communication Equipment
	

	57 
	IEEE 139-1988
	IEEE Recommended Practice for the Measurement of Radio Frequency Emission From Industrial, Scientific, and Medical (ISM) Equipment Installed on User's Premises
	

	58 
	IEEE C63.011-2000
	American National Standard for limits and methods of measurement of radio disturbance characteristics of industrial, scientific, and medical (ISM) radio-frequency equipment
	

	59 
	IEEE C63.022-1996
	American National Standard for limits and methods of measurement of radio disturbance characteristics of information technology equipment
	

	60 
	IEEE C63.16-1993
	American National Standard guide for electrostatic discharge test methodologies and criteria
	

	61 
	IEEE C63.17-2006
	American National Standard for Methods of Measurement of the Electromagnetic and Operational Compatibility of Unlicensed Personal Communications Services (UPCS) Devices
	

	62 
	ANSI ASC C63.4
	American National Standard for Methods of Measurement of Radio-Noise Emissions from Low-Voltage Electrical and Electronic Equipment in the Range of 9 kHz to 40 GHz
	

	63 
	IEEE C37.2 - 2008
	IEEE Standard Electrical Power System Device Function Numbers Acronyms and Contact Designations
	

	64 
	IEEE C37.90-2005
C37.90.1-2002
C37.90.2-2004
C37.90.3-2001
	IEEE Standard for Relays and Relay Systems Associated with Electric Power Apparatus  Revision of C37.90-1989 
	

	65 
	IEEE C62.xx series
	Surge Voltage protection
	

	66 
	EPRI Portfolio 2010 – 41.06.01 g
	Electromagnetic Interference (EMI) Qualification for Digital Upgrades
	

	67 
	EPRI Report 1015175
	Guidelines for Electromagnetic Interference Testing:  Status of Industry and NRC Activities – February 2008
	

	68 
	MIL-STD-464
	Military electromagnetic environmental effects including EMP and lightning
	

	69 
	MIL-STD-188-125
	Performance requirement for low-risk facilities from HEMP as defined in MIL-STD-2169
	

	70 
	MIL-STD-461D or later
MIL-STD-462 used to verify compliance with 461.
	EMI/EMC for military components and systems
	









[bookmark: _Toc294112809]Process of Future Smart Grid Standards Identification
In all, it is anticipated that hundreds of standards will be required to build a safe and secure Smart Grid that is interoperable, end to end. Identification and selection of standards will be aided by useful, widely accepted criteria or guidelines. Clearly, any set of guidelines and processes for evaluating candidate standards will have to evolve as the Smart Grid is developed, new needs and priorities are identified, and new technologies emerge. For example, NIST concentrated on six priority areas for the first phase of its standards-coordination effort. As this effort proceeds, new priorities will be established, and standards applicable to these priorities will be emphasized.
The future NIST Smart Grid standard identification process will be carried out through work with various SGIP committees, working groups, and PAPs, as well as with Interoperability Testing and Certification Authorities. The SGIP will become the forum to further develop and improve the standard identification process and to build consensus among all stakeholders on identified Smart Grid standards. Since SGIP was established, it has incorporated the cybersecurity and architectural review into the standard-assessment and PAP-activity-assessment processes. Moving forward, standard conformance and interoperability testing results are expected to provide feedbacks to the standard identification process.
With the publication of NISTIR 7628, Guidelines for Smart Grid Cyber Security, all existing and new standards identified as supporting Smart Grid interoperability will be required to undergo a thorough cybersecurity review as part of the current and future standard identification process. This applies to all of the other standards identified in this document (excluding the standards that have already been reviewed or under review), as well as those that will be identified in future NIST and SGIP activities. Results of these reviews will be made publicly available on the CSWG website, just as those that have already been reviewed.[footnoteRef:14] Standards organizations and prospective users of the reviewed specifications can use this information to address identified gaps or other issues. [14:  http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/NISTStandardsSummaries] 

Hundreds of Smart Grid standards will be needed to cover all intra-domain and inter-domain interfaces of the Smart Grid conceptual architecture. Mapping identified standards and the PAP activities to the conceptual architecture and the GWAC stacks helps to identify gaps and areas that may need future standard development and/or priority actions. Identified standards and PAP activities are and will be checked to ensure they support the Smart Grid conceptual architecture. The architectural review of identified standards and PAP activities, which is being developed, and conducted by the Smart Grid Architecture Committee (SGAC) of SGIP, will be further integrated into the future standard identification process. The SGAC is developing developed a checklist and conducted architectural reviews for several standards and for the output of several PAPs before their closeout. The checklist and review process will be further developed and refined.
Once the interoperability standard testing and certification framework being developed by the SGTCC begins to be adopted, NIST expects that feedback from the standard conformance and interoperability test results will become an important part of the future standard identification process. The deficiencies and gaps of a standard, identified through the interoperability testing and certification process, could be used to determine whether a candidate standard is ready to be identified or needs further actions.
As described in Section 4.2, the SGIP is in the process of adopting procedures to add standards to the SGIP Catalog of Standards (CoS). NIST will add standards more standards to Table 4-1 as the SGIP procedures are adopted and the standards are put through the process. New standards will be added to Table 4-2 as they arise in the SGIP process. It is anticipated that NIST will apply a further analysis to the standards present in the SGIP (CoS)
SGIP Catalog of Standards
As part of its Charter obligations, the SGIP produces and maintains a “Catalog of Standards.” This document describes the purpose and scope of the Catalog, as well as the process and procedures for the management of the SGIP Catalog of Standards (CoS). Procedures are described for the management of the lifecycle of an entry into the Catalog, from its proposed inclusion, to its approval for inclusion, its periodic review for relevance and its possible deprecation and removal from the Catalog. 
Note that the SGIP Catalog of Standards is anticipated to provide a key but not exclusive source of input to the NIST process for coordinating the development of a framework of protocols and model standards for the Smart Grid under its Energy Independence and Security Act (EISA) of 2007 responsibilities. 
The Catalog is a compendium of standards and practices considered to be relevant for the development and deployment of a robust and interoperable Smart Grid. The Catalog may contain multiple entries that may accomplish the same goals and are functionally equivalent; similarly a single Catalog entry may contain optional elements that need not be included in all implementations. In general, compliance with a standard does not guarantee interoperability due to the above reasons. Though standards facilitate interoperability, they rarely, if ever, cover all levels of agreement and configuration required in practice. As a part of its work program, the SGIP is defining a testing and certification program that may be applied to the equipment, devices, and systems built to the standards listed in the Catalog and that, if applied, will substantiate that implementations claiming compliance with the respective standards are also interoperable. Where test profiles have been defined and testing organizations identified for a particular standard this will be indicated in the Catalog entry.
